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System on Chip 2009

= The course

= 5 ECTS credits (3VU)
= Blocked lecture (Oct. till Dec.)

= Content
= |ts about the design of embedded systems on silicon
= Designing HW modules
= |P integration (system-on-a-chip)
= HW/SW interaction
= Drivers, embedded OS, communication,...
= Soft skills (English, presentations, discussions,...)

= 12 Participants

= Organized in 5 groups (work packages)
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= E.g. e-card generates digital signatures using a PIN

The SoC Project

= Design of “a Secure Embedded Smart-Card Reader”
= Used for e-commerce, e-voting, ...
= Authentication of users with the Austrian citizen card

= Reader displays the hash of the message on a screen

Application

Reader API

A

PC

\ 4

Software Linux OS
Hardware i

Processor, Crypto, T=1 orotocol < ISO 7816
Memory, Bus system, P commands

| SmartCard ., & "

Interface
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Organization

= 5 groups (work packages)

WPO - Frontend
= |nterface to smart card, reusable T=1 protocol HW module, ...

WP1 — ML403
= \Worked with ML403 board, PowerPC, drivers, ...

WP2 — ML4010
= Worked with ML410 board, Leon processor, drivers, ...
WP3 — Linux

= Porting Linux on both platforms, cross compilation,...

WP4 — Host application
= Host software, reader communication, demo application
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Christoph Klug
Jeremias Kleer
Alfred Gefahrt

B soc 2009

15. December, 2009 System on Chip 2009

5



. VLSI Institute for Applied Information Processing and Communications (IAIK) — VLSI & Security IAIKﬂ-IG-rLa!.

The Core Capability — Signing a Document

= Austrian Citizen Card

= Authentication of user, signing data, reading
certificate,...

@Hash Hash @ @Signature
PC ~—O

Reader ~—0
- Smartcard - Service
. . - Sgrvice - Public key
Sij gning - Private key
Compare Verification
Attach to P

data @
Q Validated

B soc 2009 15. December, 2009 System on Chip 2009

6



. VLSI Institute for Applied Information Processing and Communications (IAIK) — VLSI & Security IAIK T

Grazm

Software Part - WP4 Specification

PC-Application
— Java
— Signing documents (IAIK Java JCE)

Reader-Firmware
— C++

Communication
— Serial port (RS232)

Security
— Visual verification with VGA-display

B soc 2009 15. December, 2009 System on Chip 2009
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Problem Overview

I I
PCApplication CTApplication (Firmware)
; . send, receive, connect, disconnect connect, disconnect, send, receive Application
end| receive, cohnect, disconnect (OSI 6 7)
send !
VR ; [ 1] [ ] 1
iostream
PCComSocket CTComSocket TCDisplaySocket TCCardSocket
encrypt,|decrypt encrypt, decrypt
| AES )
PCComCrypto CTComCrypto alipw(chars,langih) AEEY
g r\ : Libraries
send, feceive send, receive (OSI 3 - 5)
RS232 std | —
PCCom CTCom TCDisplay TCCard
Driver
* T=1 (OS12,3)
RS232 ]
RS232 RS232 TCDisplay TCCard Driver
(OSsl1 1)
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WP4 Challenge

Windows and Linux
Host-PC on Windows or Linux
Reader on Linux

Linux Cross Compiling
WP3, WP2, WP1

Java and C++
Java for application (Host-PC, Windows or Linux)
C++ for firmware (Reader, Linux)

Separate Data Pipe vs. Hooked on Debug Pipe
Filtered data

Communication Port Settings
RS232, 9.600 bit/sec, 8 data bits, 1 stop bit, Null-Modem

B soc 2009 15. December, 2009 System on Chip 2009
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Layers of Communication

Application layer

Basic element: APDU
Generated by the host 08 leyer 7

application layer

Data Ilnk Iayer link layer
T=1 prOtOCOI 3isliif!ye,

Basic element: TPDU

Physical layer

Bitstream to communicate with the smartcard

APDU

e

TPDU

Bits

ISO/IEC 78164, -7 ,-8,-0

EN 1548-3

EMV

GSM 11,11, GSM 11.14

TS 31.102, TS 31.111, TS 102.222

ISOYIEC 7816-3 (T=0,T=1)
ISOYEC 10 526-4 T=2)

USE specification (USB)

ISCYIEC 7816-3 (contact-type cards)
ISCYIEC 10 536 (contactless cards)
ISOVEC 14 443

ISOVIEC 15 893

from SmartCard Handbook by Rankl, Effing
©John Wiley & Sons Ltd, 2003
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WP4 Application Layer

Application Protocol Data Unit (APDU)

_ Request CLA[INS| P1 | P2 | Lc Data Le
Header Body
- 51
Response Data swi
Body Trailer

* |ndependent of transmission protocol
= Includes the instructions, parameters and data

= e.g. Austrian Citizen Card
= Certain order of APDU’s for signing a message
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& SOC App | - O X

File Help
Reader [External | v| External Interface fdewvfttys0 ] | Cnnnect|
FIN [**** ]
— Ol STHEING = ZU DWLIETS), W DTS a0 wdin E
||ﬂf°b°=<| CONTEXTSPECIFIC[C] = [1] EXPLICIT

BIT STRING = 20 byteis); 0 bitis) not valid

CONTEXTSPECIFIC[C] = [2] EXPLICIT
BIT STRING = 20 byteis); 0 bitis) not valid (] o
-'/--- ‘1
ULUTET STRING = £ OyES. 3U U0 v _:'/ Ol
Cert SEQUENCE[C] = 2 elements
OBJECT ID = 1.2.840.113549.1.1.5 —
MULL = null
BIT STRING = 256 byteis); 0 bitis) not valid 'Q‘,ﬂ oK
Secure PIN [***”*
Message | soc 2009 |
Hash | 9E EB 4F 44 AD 3E 85 15 92 78 C9 56 8D 30 5C 42 CF DB AE 2F | | sign | | verity |
Signature Coesibgi¥0libn2220Mg0z0 QZJUI0y L swlAjinPZVpma O gRwz0e8VILY W/ sTEUXM |Z|
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WP4 Firmware

e  Channel” between host-software and smart-
card-driver and visual verification of the hash

e Communication-interfaces

— Device-file to smart-card
— std-in/out to host

« Data-conversion
—  Host: Each byte coded in hex with spaces between
e ¢€0.00a4040008d04000001700130100
—  Smart-card: Sequence of characters
« Display ona VGA

—  Device-file for character-based output

B soc 2009 15. December, 2009 System on Chip 2009
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WP4 Firmware

Communication-interface to smart-card
 Device-file provided by WP1/\WP2

« File-functions of Linux:
—  Open
—  Write
— Read
—  Close

B soc 2009 15. December, 2009 System on Chip 2009
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WP4 Firmware

Communication-interface to host

 Abstracted layer to unify access

— Hide access method
. RS232 direct
. std-in/out redirected to RS232

—  Issue of signaling end transmission

B soc 2009 15. December, 2009 System on Chip 2009
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WP3 Requirements

e Provide linux for both boards (ML403 + ML410)
. Kernel
« Root file system
. Start scripts
« Provide toolchain for both boards (PowerPC and Sparc-LEON3)
. Compilers
. Libraries (glibc, c++, ...)
. Include drivers and application in build process

B soc 2009 15. December, 2009 System on Chip 2009

17



. VLSI Institute for Applied Information Processing and Communications (IAIK) — VLSI & Security IAIK T

ML403 Specifications

Relevant features
. Virtex-4 FPGA with PowerPC hardmacro
. 64MB DDR SDRAM
« One RS-232 port
« VGA output
System ACE CF-controller
16-character x 2-line LCD display
. efc.

B soc 2009 15. December, 2009 System on Chip 2009
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ML410 Specifications

Relevant features

+ Virtex-4 FPGA (also with PowerPC hardmacro but not used)
 We use an Sparc-LEONS3 softmacro (WP2)

 64MB DDR SDRAM

« DDR2 DIMM Memory slot

« Two RS-232 ports
 We use only one

* VGA output

« System ACE CF-controller

* efc.
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System ACE Stalus and Error LEDs
System ACE Configuration DIP Switch, SW3
Front Panel Headar, J23
CPU JTAG Header, J12

LCD Imarface
Header, J13

IDE Drive
Conneclors
J1816

Systern ACE CF
Controller, 38

CompaciFlash
Slot, J22

MGT Ditferential
Clock Connectors, J17

FPGA JTAGTRACE
Debug Connector, P8

Serial ATA 4

Host Conneclons

PM1 Expansion Shat

ALl South Bridge |

Super VO
Controller, U115

Wirtex-4
XCAVEXGED
FPGA, U37

3.3V System OSC

and Sacket |

PM2 Expansion Skt

MGT CLK Source
Select SW6

ATX Power
Connector, J18

ML410

Prog Pushbution, SW4 ALl GPIO Header, J5

(PCA) JTAG, J9

Resel Swilches,

Power-0On

S—— i - .
T 99009 ©

MGT Dillarantial Power Supply Monitors,
Clock J20/21 LEDs, and Test Points

http://www.xilinx.com/images/boards/ml410/images/ml410_pict_callouts_revb.jpg

Paraligl Cable IV

swiiswz PCi-to-PCI Bridge, U32

PCI Siots
(3.3V and 5.5V)

PCI Express Slots

J2 Line Out
J2 Ling In

CDROM In, JG

J1 - Mic In
and Amp Out

J3 - USB AB

PT - Ethernel
Ports x 2

F1 - Parallgl
and Serial
Ports

P2 - P52
Mouse,
Keyboard,
and VGEA
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WP3 Challenges

« Get in contact with embedded linux

« Adapt embedded linux to the boards
. Buildung standalone application
Build first bootable linux kernel, from tutorials using prebuilt toolchains
Get on board hardware running
Switch to open embedded and build custom toolchain
Fully automated build process

« Provide toolchain tutorials to other WPs

B soc 2009 15. December, 2009 System on Chip 2009
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WP3 Implementation

« ML403
« Xilinx Linux distrubution
« Provided via Sys-Ace file on CF-card
« Console support (RS-232 and VGA)

« ML410
« Snapgear Linux distribution

« Loaded via grmon application (JTAG)
« Console support (RS-232 and VGA)

B soc 2009 15. December, 2009 System on Chip 2009
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WP3 Results

« Linux console (stdin, stdout)
« Only one RS232 (at least on ml403)
« No Ethernet or other communication ports

« Linux console (stdin, stdout) and host communication over same
serial port

« VGA support
« Keep the 'user display' clear from kernel/debug messages
« Not an alternative for stdin/stdout
. VGA is only a framebuffer device populated by the firmware

B soc 2009 15. December, 2009 System on Chip 2009
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WP3 Results cont'd

. Automatic build
« Via open embedded for the ML403
. Via Gaisler toolchain for the ML410

« Root filesystem
« For ML403 on the CF-card
o For ML410 via RamFS
« because of unresolved CF-driver issues

B soc 2009 15. December, 2009 System on Chip 2009
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Literature

+ Xilinx, Gaisler, open embedded

« Homepages (tutorials)
e gaisler.com
e xilinx.com
 openembedded.net

 Newsgroups
 Forums

» Mailing lists
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26



. VLSI

Institute for Applied Information Processing and Communications (IAIK) — VLSI & Security IAIK#I&!.

Work Package 2

Paul Rouschal
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Tasks

= Get LEONS running on Xilinx ML410
= Hardware extensions
= First test programs

= Cooperate with WP1 for the smartcard driver

= |ntegrate the smartcard interface from WPOQ into Gaisler workflow
= Connect the module via dual-port BRAM

B soc 2009 15. December, 2009 System on Chip 2009
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LEON3 on ML410

= Gaisler design-flow
= Leon 32bit RISC CPU with a rich set of peripherals
= ETH MAC, VGA, UART, GPIO, etc.

= Design for ML403 available
= Used as example for adaptation to ML410

= Adaptations:
= .ucf — get the pins right for the Virtex4 XC4VFX60 FPGA
= Makefiles — get the device and package right in the workflow
= Top level .vhd file - add needed IP cores from GRLIB
= Second UART

= System ACE
= VGA

B soc 2009 15. December, 2009 System on Chip 2009
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Custom Hardware Integration

= Familiarize with...
= Gaisler workflow
= |P cores in GRLIB
= Cross compiling standalone and Linux applications

= First experiments:
= Control GPIO LEDs with standalone application
= Writing own LED module with dual-port BRAM interface
= Clock the LED module with a lower frequency
= Writing a demo driver for the LED module

B soc 2009 15. December, 2009 System on Chip 2009
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Custom Hardware Integration

= Finally integrate WP0O module
= Provide 3 1/O pins
= Connect to DP BRAM

= Writing driver

= Memory mapped I/O
Very simple communication via DP BRAM
Control and TX/RX data registers
Bytewise transmission of data in each direction
Bits in control register for handshake

B soc 2009 15. December, 2009 System on Chip 2009
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Challenges

Different clock domains
= First Idea: WPO provides AMBA interface
= Not a portable solution for both boards
= - DP BRAM for communication

Chaotic documentation (by Gaisler and Xilinx)
= e.g. LVDCI for VGA clock, 2 clock domains for BRAM

Errors in GRLIB
... and lots of seem-to-be-configurable, but hard coded values in
template designs

Getting a sufficient number of 3.3V |/O pins
= ML410 provides only 2 1/O pins directly connected to FPGA (only 2.5V)
= LCD pins buffered (3.3V), but only one direction possible
= IDEA: DDR2 unused, lots of pins directly connected

B soc 2009
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,Memory Mapped 1/0* ©

= Unfortunately all data and address wires are terminated with 50Q to 0.9V
= Not suitable for I/O at lower frequencies or higher voltages
= Fortunately 2.5V are sufficient for the 1/Os

B soc 2009 15. December, 2009 System on Chip 2009
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On-chip Architecture
4 MHz
Smartcard IF
(WPO)
Leon3 | |SysACE| |PAABIE UART
Amba AHE | AHB/APB Amba APB 55 MHZ
Bridge
%?rllq JTAG SVGA Timer
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Work Package 1

Driton Kuci
Andreas Schuster
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WP1 — Main Tasks

- Hardware base (ML403)

- Integrating XPS PowerPC module into ISE for ML403 board
- Providing interface for WPO

- Communication SW to HW

- Driver
- Providing an interface for WP4

B soc 2009 15. December, 2009 System on Chip 2009
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Hardware Base

- Integrating XPS PowerPC module into ISE

PowerPC
UART
Memory

VGA (done by WP3)

B soc 2009 15. December, 2009 System on Chip 2009
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- Providing Interface for WPO

- Interface for Block Ram
- Connection to FPGA Board Pins

Hardware Base

Block Ram

"WPO
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- Kernel Module
- Drive Led through GPIO Module

’ﬁFpGA

Software for Hardware

" PowerPC

Module |
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- Kernel Module

- Read and write Block Ram
- Demo applications to drive WPQ

Software for Hardware

"Frea

’ PowerPC

' Kernel
Module

,,,,,,

 Block Ram
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Driver General Description

 Character driver

« User applications use: fopen(), fclose(), fread(),
fwrite() to /dev/smartcard

« System calls proceeded further by the kernel

Software Linux OS

Hardware

Processor, Crypto,

. " Bus system, T=1 protocol

B soc 2009 15. December, 2009 System on Chip 2009
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Driver Development

First version
= Read/write only one character

Second version
= Read/write the whole TPDU
= |n defined memory address

 Third version
= Conditions and functions

 Final version

B soc 2009 15. December, 2009 System on Chip 2009
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* Open
Sends RESET signal and reads ATR

 Write

Driver Functions (1)

= (Creates the TPDU command
= TPDU command/response contains:
prologue field information field epilegue field
node address | protocol control byte | length AFDU e
MWAD PFCB LEM
1 byt 1 byte 1 byte 0 ... 254 bytes 1... 2 bytes
I \ g
= RESEND TPDU = TPDU . J
= Writes the TPDU command )
= Checks if previous byte is read
= Last byte ?
. SoC 2009 15. December, 2009 System on Chip 2009
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Driver Functions (2)

e Read

Checks if new byte is available

Checks BWT bit

Reads the new byte (is the last byte?)
Checks if R-block received

Checks parity, checksum and TPDU length
Copies to user buffer the APDU response

e Close

B soc 2009
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Literature

« Jonathan Corbet, Alessandro Rubini and Greg
Kroah-Hartman. (2005). Linux Device Drivers.
3rd ed. O'Reilly Media.

» Wolfgang Rankl and Wolfgang Effing. (2003).
Smartcard Handbook. 3rd ed. John Wiley &
Sons

« Xavier Calbet. Writing device drivers in
Linux: A brief tutorial.
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WPO Requirements

Implementation of a smartcard interface

« Communication with the smartcard
e Serial communication
« Timing designated by the smartcard

« Communication with the driver
* Receive data from driver
* Send data to driver
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O3l layer 7
application layer

O8] layer 2
link layer

08! layer 1
physical layer

APDU

TPDU

Bits

R

ISCYIEC TB16-4, -7 ,-8.-9

EN 1548-3
EMV

GSM 11.11, GSM 11.14

TS 31.102, TS 31111, TS 102.222

ISQVIEC 7B16-3

ISOMEC 10 526-4
USB specification

ISOAEC 7816-3
ISOVEC 10 536
ISOMEC 14 443
ISO/IEC 15 893

(T=0,T=1)
(T=2)
(USB)

{contact-type cards)
(contactless cards)

Generate bitstream from the TPDU

« Serial communication on physical layer

« RS232-like communication but

- Different voltage levels (VCC — GND)
* Only one communication “wire” (bidirectional) '°

« Even parity

- Start bit — 8 data bits — parity bit — 2 stop bits

start bit 8 data bits

Data Link Layer To Physical Layer

parity bit

N

from SmartCard Handbook by Rankl, Effing
©John Wiley & Sons Ltd, 2003
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Physical Layer

. é h

Connecting the smartcard ~1-vee €>-GND

C2—-RST C6—-VPFP

« VCC: supply voltage . E C7-1/0

- RST: reset signal ~a QP ca

» CLK: clock for the smartcard ~ /

I/O: bidirectional

IDLE equals HIGH voltage level

* Pull-up resistor

» Tri-state output on terminal
» High impedance = logic high

GND

VPP: programming voltage

Not used

#5Y ———

http://commons.wikimedia.org/wiki/File:SmartCardPinout.svg

terminal

smart card

VCC
CLK

I/O

RST
data

GND
e

from SmartCard Handbook by Rankl, Effing
©John Wiley & Sons Ltd, 2003
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WPO Challenges

Learning VHDL
Howto design a hardware module

Parsing the ATR
= Sending PPS

UART implementation

Getting the timing right

Error recognition
Communication with the driver
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Block
RAM

smartcard_interface

Design

v

{ \;mux_b(_mo_sel—i

_0_dat e

mux

(_fifo_data_

tx_fifo_data_in

memory
( < data_outm—
bram_addr b i bva[\
P ‘ N it ) TriState| | | Smart
- L s Buffer Card
(_fifo. |=uart_data_out=d
controller o reas .
. . rx_fifo
—bram mux |_ 1x_fifo_read—— | uan,az«a,...__l_>
|a— e cnt_datam—] l——tx fifo_read_finished—| .
tx_fifo
counter e —

15. December, 2009
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Parsing the ATR

ATR: answer to reset

= Sent by the smartcard after a reset
= Defines the communication parameters
needed by the smartcard e.g.
= BWT: block wait time
= CWT: character wait time
= clock divider

= |mplement this parameters
for correct communication

T0 | b1.. b4 |bs[bs[b7lo8]=()
© »[ 1a1 F>[ 181 || TC1 }—l
v

D ke-| ™01 [ b1 b4 |b5|bs|brlos|H=2)

T protocol E %%
»| TAZ |»| TB2 |-»| TCZ }—l

'

@Fe| TDZ |—=[__bi.. b4 |b5]b6| b7 bs]-=(3)

T protocol g ';'ﬁ
»| TA3 »| TB3 |»| TC3 }—l

v

@ to3 [ b1 b4 [bs[bslbrloa|H=@)
T protecol ;

=%
»| TA4 |»| TB4 |»| TCA }—l

Clag

T,
T2,

@r=

K

from SmartCard Handbook by Rankl, Effing
©John Wiley & Sons Ltd, 2003
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Protocol Parameter Selection PPS

Terminal can change parameters for
communication

Citizen card requires PPS N

PPSO |[—o=|
= In order to use higher baud rate - e I T
(clock divider, ...) # »[Prs1 |»[ Prsz |-+ Prss ;_|
= Send parameters to smartcard PoK

packed in a PPS
= Smartcard sends the same PPS back if agreed
= Continue communication with new parameters

from SmartCard Handbook by Rankl, Effing
©John Wiley & Sons Ltd, 2003
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UART

each 0.15 etu

. . 1 2 3 < triple sampling
Split up into two submodules RS X B :
= Receiver: B A
. . : L 1! [ S
= Sampling of the input provided R campingzone
by the Smartcard R R bit center point
transition zones
= Oversamp“ng L Ddel 0Bel Ddely {allowed tolerances)
= 2 out of 3 decision e
= Correct timing
— Variable baud rate
= Startbit detection
= Parity error detection
start bit 3 data bits parity bit
! A !
H . r ™
= Transmitter: H
" " " |Ill[:l
= Parity bit generation —r—
. . a 1 2 3 4 5 =] 7 ] g 10 L letu
= Correct timing
- Variable baUd rate from SmartCard Handbook by Rankl, Effing
©John Wiley & Sons Ltd, 2003
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Getting the Timing Right

Timing parameters defined in ATR

gart adga (chamactern) garadge (character n+1)

CWT: character wait time ! !
BWT: block wait time | 0T U al
BGT: block guard time " oo

Clock divider: defines the duration
of a single bit (higher baud rate)

last charactar of the black (command)  first charactar of the block (respansa) last character of the block (command) first character of the block (response)

gart adge (cammand) start edge (command)

{

- L

v
| | | terminal _l | I | |

sart adgse (responsa) start edge (response)

_4|' | | | | smart card _‘ | | | |

—
command processing time

—
cammand processing tima

BET=1 i t< BWT from SmartCard Handbook by Rankl, Effing
©John Wiley & Sons Ltd, 2003
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Grazm

Communication with the Driver

Dual ported Block RAM

= Driver uses A-ports r-va—
= Smartcard interface uses B-ports e
: - ] C
= Defined timing for byte access e, | oo
= Send byte T
= Receive byte “oe oL
= Status-control byte
T g 2 4 3 2 1 0
X X BWT_TIMEOUT | RESET_SC PARITY_ERROR LAST_BYTE | RECYV_DATA_READY | SEHD_DATA_READY
from Block Memory Generation Documentation
by Xilinx
. SoC 2009 15. December, 2009 System on Chip 2009
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Live Presentation

Arater pem v 2 - Gornmey
o " Is the tollowing hash correcty
My OE EB 4F 44 AD 3E 85 1B 92 78 0986 D N SC 2T W a2

SEure N [y

Message

esh
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