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What this lecture is (not) about

Formalization of "secure"

Mathematics of cryptography

Proving crypto secure

Implementing schemes

Discussing concrete security parameters

Learning "future" crypto
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Course overview

=  Standard Public-Key Crypto

m  Basics: Notation, Complexity Theory, Reductions, Hardness Assumptions
m  Public-Key Encryption Scheme

= Digitial Signatures

m  Provable Security

®m  Fancy Public-Key Crypto

m  Zero-Knowledge
= Post-Quantum (Lattices)
= TBA
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Lecture material

= Slides are available
= No printed lecture notes
= Most topics covered by:

& Smart
Cryptography: An Introduction.

& Jonathan Katz and Yehuda Lindell
Introduction to Modern Cryptographys
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Assessment |

= Several exercises

@ Tick the examples you solved before each exercise class

% Solutions are presented (by you!) & discussed in class

% You must solve 50% of all examples - bonus points for more:
>50% +0 points
>60% +1 points
>70% +2 points

>80% +3points
>90% +4 points



Assessment |l

= Examination (32 points)

30.06.2021 Exam
?7.77.2021 “Second-chance” Exam

Points

Grade

< 16 points
> 16 points
> 20 points
> 24 points
> 28 points
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Exercises - STicS

Tick the tasks you solved in the Student Tick System (STicS):

https://stics.iaik.tugraz.at

Note: Even if you’ve used STicS before, you might have to request a new password.
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https://stics.iaik.tugraz.at

When and Where?

% 12:00 STicS tick deadline

© 14:00-16:00 Lecture/Exercises

= actually 14:15-15:45

a2 MS Teams
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Links
Course website, slides & links:

https://waw.iaik.tugraz.at/course/selected- topics- in- cryptography- and- privacy-modern- public- key- cryptography-705008- sommersemester-2021/

@ STicS to tick exercise tasks: https://stics.iaik.tugraz.at
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Questions?



