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Fully Homomorphic Encryption (FHE)

Describe ”second generation” FHE constructions [BV11a; BV11b; BGV12]. The
seminar paper should explain (in detail):

e the cryptosystem,

e the homomorphic operations,

key switching,
e error management and modulus switching, and
e bootstrapping.

In case you are already familiar with ”second generation” FHE constructions,
instead look at ”third generation” FHE constructions [GSW13]. Describe the
major difference to ”second generation” FHE constructions and highlight the
advantages.

Generalizations of LLL

In [HPS+08], they explain two generalizations of the LLL algorithm. Rewrite
this section and illustrate the difference to the standard LLL by constructing
an example for each variant.

Grobner Basis Attacks

Discuss the basic idea behind algebraic attacks on block ciphers using Grobner
bases. Whether you want to focus more on the interconnections of ideals in mul-
tivariate polynomial rings, multivariate polynomial division and Grobner bases
or more on applied aspects of Grobner bases in the context of solving systems



of non-linear equations is up to you. The paper [ACG+19] describes an attack
on a recent block cipher and hash function design called MARVELLOUS. You
could use it as a starting point to accustom yourself with the general approach
to Grobner basis attacks. Another reference for algebraic cryptanalysis of block
ciphers is the chapter “Block Ciphers: Algebraic Cryptanalysis and Grébner
Bases” in the book [SMP+09].
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