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An Introduction to MPC and secret sharing

A brief history

The Millionaires’ Problem (two-party)

First proposed by Andrew Yao (1982) for Boolean circuits

Secret sharing based (multi-party)

Further introduction of new protocols since then

Fabian Schmid, IAIK
28th November 2019



4

An Introduction to MPC and secret sharing

An intuition on secret sharing

Pi wants to share secret s ∈ Fq among n parties.

Additive sharing:

Distribute random shares si such that
∑n

j=0sj = s
Not robust in the general case, sufficient for MPC
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An Introduction to MPC and secret sharing

Arithmetic on secret shares

Suppose we have the shared secrets x and y

Performing addition:

Every party Pi has the shares xi and yi

Everyone adds their shares together zi = xi + yi

z =
∑n zj =

∑n xj +
∑n yj = x + y
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An Introduction to MPC and secret sharing

Arithmetic on secret shares

Suppose we have the shared secrets x and y

Performing multiplication:

Does zi = xi · yi also hold?
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An Introduction to MPC and secret sharing

Arithmetic on secret shares

Introduction of beaver triples ai , bi , ci

Only c = a · b is known
We now create and open αi = (xi − ai) and βi = (yi − bi)

Everyone computes zi = ci + αbi + βai , one party also adds α · β
Hence

∑n zj = c + αb + βa + αβ = xy
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An Introduction to SPDZ

What is SPDZ?

Preprocessing based MPC protocol

Sacrificing
Zero-Knowledge Proofs of Plaintext Knowledge
MACs
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An Introduction to SPDZ

The many faces of SPDZ

SPDZ2 - earlier MAC checks possible and better performance

MASCOT - Oblivious Transfer based preprocessing

Overdrive - Making SPDZ Great Again
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The benefits and challenges of SPDZ2k

Challenges of SPDZ2k

Information theoretically secure MAC

MASCOT variant in Z2k

Adaptation of online phase
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The benefits and challenges of SPDZ2k

Improving the online phase

SPDZ works in a finite field

The integers modulo 2k Z2k form a Ring

Modern CPUs also work with integers mod 2k

Many tricks and advantages in this domain.

Significant speedup for secure comparison and bit decomposition
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