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Differential Cryptanalysis

Definition
For f : S→ T we define the (first order) derivate at point a as

∆af (x) = f (x + a)− f (x) .

Idea: maximise Pr(∆af (x) = b)
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Differential Cryptanalysis

Table 1: Differential Distribution Table of a 4-bit S-box

0 1 2 3 4 5 6 7 8 9 a b c d e f

0 16 . . . . . . . . . . . . . . .
1 . . . 2 6 . . 4 . 2 . . . . 2 .
2 . . . . 6 2 . . 6 2 . . . . . .
3 . 2 . 4 . . . 2 . . 2 . 6 . . .
4 . . . . . 2 4 2 . 2 2 . 2 2 . .
5 . 2 4 . 2 . . . 2 . . . . 2 4 .
6 . 2 4 2 2 2 . . . . . . . 2 2 .
7 . 2 . . . 2 4 . . 2 4 . . 2 . .
8 . 4 . . . . . . . . 2 2 . 4 2 2
9 . . . . . 2 2 . 2 4 2 . . . 2 2
a . . 2 2 . 4 . . . 4 2 2 . . . .
b . 2 2 . . . 2 2 . . . . 2 4 2 .
c . 2 . . . . . 6 4 . 2 . 2 . . .
d . . . 6 . . 2 . . . . 2 . . 2 4
e . . 2 . . 2 . . 2 . . . 4 . . 6
f . . 2 . . . 2 . . . . 10 . . . 2
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Second Order Differentials

� What if we differentiate again?

∆
(2)
a1,a2f (x) = ∆a2∆a1f (x)

= ∆a2
(
f (x + a1)− f (x)

)
= f (x + a1 + a2)− f (x + a1)− f (x + a2) + f (x)
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Higher Order Differentials [Lai94]

Definition
For f : S→ T we define the derivate of order i at points a1, . . . ,ai as

∆
(i)
a1,...,aif (x) = ∆ai∆

(i−1)
a1,...,ai−1

f (x).
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Properties

Theorem
Let deg(f ) denote the degree of a polynomial. Then

deg (∆af (x)) ≤ deg (f (x))− 1

Theorem
Let f be a function of degree d and a1, . . . ,ad linearly independent points. Then

∆
(d)
a1,...,adf (x) = c
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Application on Binary Functions

Derivative of a binary function
Let f be a binary function and L denote the set of linear combinations.

∆
(i)
a1,...,aif (x) =

∑
c∈L[a1,...,an]

f (x ⊕ c)
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Zero-Sum Distinguishers

Definition
A zero sum for a function f is a set of inputs x1, . . . , xs such that

s∑
i=1

xi =
s∑
i=1

f (xi) = 0 .

• Allows us to distinguish f from a random permutation.
• Should be hard to find
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Building a Zero-Sum

Zero sum from higher order differential
If

deg(f ) = d

then
∆

(d+1)
a1,...,ad+1

f (x) =
∑

c∈L[a1,...,ad+1]

f (x ⊕ c) = 0
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The PURE cipher

• Feistel structure
• F(x, k) = (x + k)3 in GF(232)

(x + k1)3 (x + k2)3 (x + k3)3 (x + k4)3 (x + k5)3 (x + k6)3

L0

R0

L6

R6
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A Key Recovery Attack on a PURE [JK97]

(x + k1)3 (x + k2)3 (x + k3)3 (x + k4)3 (x + k5)3 (x + k6)3

L0

R0

L6

R6

∆
(9)
a1,...,a9 = 0

(x + k2)3 (x + k3)3 (x + k4)3

L0

guess k6verify using
∑

i Ri4 = 0
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Questions?
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