Consider the following Kripke structure K, with states (z1,xg,23) € {0,1}® and atomic proposition p.
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Task 1. [ 50 points | We want to use k-induction to prove that p is always true.

1.1 Will k-induction succeed in proving the property? If so, what is the smallest k such that k-induction
proves the property to be true? [ 10 point ]

1.2 Write the k induction formulae, both base case and induction case, for k = 2. [ 20 points |
1.3 Are the formulae satisfiable? Explain. [ 20 points |

For task 1.2, you can use the formulas R, Sy, and p for the transition relation, the initial states, and the
property p, respectively, without explicitly stating the concrete expression of the formulas.

Chapter 10

1.1 Yes. For k = 3, the following formula is
UNSAT, so the system is correct

k+1 i R(si,Si41) A /\ic—+11 p(s;) A —p(Sk+2)

k+1 pk+
i=1 /\ —l+1Sl i K

1.2
Base: So(s1) A Af=q R(sy, Si41) AVIET —p(s))

Induction: A7_ R(Sl,slﬂ) AN, p(s))
A =P (Sk2) A /\i=1 /\j=i+1 Si F Sj

1.3 The base formula is satisfiable if there is a
path from SO to —p of length k, which there
isn’t, so it’s unsat. The induction formula is SAT
with path 101 - 001 -011-111

Model Checking 1



) o))

unsat

Task 2. [ 50 points | Use Model Checking with Craig Interpolants to prove that p is always true.

Clearly indicate the steps. Show the interpolants as formulas, for anything else, you can use set nota-
tion. You can also draw the sets, but use enough copies of the Kripke structure to make sure we can
understand your steps, at least one for every k.

Use the same heuristic shown in class to find the interpolants. The heuristic shown in class is a hack,
but it works in this example.
procedure CraigReachability(model M, p € AP)
if So A —p is SAT return “M ¥ AGp ”;
k:=1;
Q = So(s0);
while true do
A :=Q(so) AR(s0,51) ;
B = VIZ! R(si, 5141) A Vi, =p(s);
if A A B is SAT then
if Q = S, then return “M ¥ AG p”;
Increase k
Q :=So(S0);

else

unsat

I = interpolate 4 and B;
If I(sy) == Q thenreturn “M = AG p”;
Q:=QVI(so);
end if
end while

unsat
Model Checking

end procedure




Property-Directed Reachability
or IC3

(a simplified version)

Chapter 10 Model Checking 3
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PDR

Property-Directed Reachability or IC3
* Makes no copies of transition relation — memory efficient

* Overapproximate postimage (like interpolation)



PDR Notation

Formula X(V) AR(V,V')AY (V') is shortenedto X ARAY’
Meaning: there is an edge from s to s’

s:=SAT(A AR A B'):
e s:= FALSE if =SAT(AAR A B")
e s := g state in A with an edge to a state in B, otherwise

Example
SAT(Xl ARA _le)
s = SAT(=x{ AR A x7)

Chapter 10 Model Checking



PDR Notation

Formula X(V) AR(V,V')AY (V') is shortenedto X ARAY’
Meaning: there is an edge from s to s’

s:=SAT(A AR A B'):
e s:= FALSE if =SAT(AAR A B")
e s := g state in A with an edge to a state in B, otherwise

Example
SAT(x;y ARA =x;) = FALSE.
s = SAT(=x{ AR A x7) can give =Xy A X, A 11X

Chapter 10 Model Checking



PDR: Notation

Definition
e ] € Sisinductive if
1. So—=1 (5 1)
2. IAR - I' (postimage(l) € 1)

Chapter 10 Model Checking



PDR: Notation

Definition
e ] € Sisinductive if

1. So—=1 (5 1)

2. IANR - I' (postimage(l) € I) So
| € Sisinductive relative to F if \Q

1. So—=1(So0<1)

2. INFAR - I'(postimage(Fnl) <)

Chapter 10 Model Checking 8



Relative Inductiveness

XXX Inductive facts
* |s =x4 inductive?

* Is x5 inductive?

* Is =x, inductive relative to x,?

Chapter 10 Model Checking 9



Relative Inductiveness

XXX Inductive facts

* |s =x4 inductive?
® SO - _le
e ax; AR > —x'isfalse
* No!
* Is x5, inductive?
s SO — 71Xy
* —x, AR - —x',
* Yes!
* Is =x4 inductive relative to —x,?
s SO — X4

* X, AXxq AR - ﬁx'l
* Yes!

Idea: Find (relatively) inductive facts.

Chapter 10 Model Checking 10



PDR: Data Structures & Invariants
Data Structures
Clause: Disjunction of literals. E.g. =x4 V X, V =X,
Cube: Conjunction of literals. E.g. =x1 A x5 A —1X3
* Astateis acube

* Clause and cubes are sets of states.
Longer clauses — more states. Longer cubes — fewer states

Formulas F,, ..., F}, over V,
stored as sets of Clauses as CNF (F, ..., F), © )

Chapter 10 Model Checking




PDR: Data Structures & Invariants

Invariants
i |1 SO — Fo. (SO C F())

*12: F; = Fipq. (I © Fiiq)
i |2'Z Fi = Fi+1 N\ Ci1 JANEEEWAY Cin

* |3: Fi —>P(Fl gp)
*14: F; AR - F'; 4 (postimg(F;) € F;,{)

Chapter 10 Model Checking
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PDR: Data Structures & Invariants

Invariants
* 11: 5y = Fy (5o = Fp)
* 120 Fy = Fiyq (F; S Fiyq)

12" F; = F;p 1 NCit N N\ Ciy
*13: F;, > P (F; € P)
*14: F; AR — F/. (postimg(F;) € F;,4)
Facts. Suppose we have frames F, through F,
1. V0 < i< k:Thereisnotracefrom F; to —p of k — i edges or less (I3,14)
2. There is no counterexample with k edges or less (with 11)
3. If F; = F; .1 then system is correct. (By 13, 14, F; is an inductive invariant)

Chapter 10 Model Checking 13



Storing Frames
12’ Fi = Fi+1 A\ Ci1 JARERIAN Cin

For each frame F;, store only A;, the clauses that are new to that
frame.

Fi —_ Fi+1 Iff Ai — @



PDR, First Version

function PDR(Model M)
if SAT(S; A =P) or SAT(Sy; AR A —P") then FAIL

Fo:=So; Fy = P; ke :=1; remove states in Fy
while(true) with edge to =P

while(s := SAT(F;; A R A =P’))
removeBad(k, s)
k++; F, .= P

ifid0 <i < k — 1:Fi = Fi+1 then SUCCEED

remove states in F;
// post: =SAT (F; A s) / with path to P of
. . lengthk —i+1
function removeBad(i € N, states) &

if SAT(Sy A s) then FAIL
while(t := SAT(F;_; AR A s"))
removeBad(i — 1, t)

VO <j<i:Fj=FA-s

Chapter 10 Model Checking



PDR, First Version

function PDR(Model M)
if SAT(S; A =P) or SAT(S; A R A =P") then FAIL
Fy=: Sy ;F; = P ;k;1=:

while(true)
you are here > while(s := SAT(F;, A R A —P'))
removeBad(k, s)
k++; F, =: P

ifid0 <i < k — 1:Fi = Fi+1 then SUCCEED

// post: =SAT (F; A s)

function removeBad(i € N, state s)
if SAT(Sy; A s) then FAIL
while(t := SAT(F;_;{ AR A 5'))

removeBad(i — 1, t)
VO<j<i:Fj:=FA-s

Chapter 10

Model Checking

Goal: look for counterexamples of length 3.

If we find one —done
If we don’t — We have an F3

16
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PDR, First Version

function PDR(Model M)
if SAT(S; A =P) or SAT(S; A R A =P") then FAIL
Fy=: Sy ;F; = P ;k;1=:

while(true)
you are here > while(s := SAT(F;, A R A —P'))
removeBad(k, s)
k++; F, =: P

if30 <i < k —1:F;:= F;,; then SUCCEED
// post: =SAT (F; A s)
function removeBad(i € N, state s)
if SAT(Sy; A s) then FAIL
while(t := SAT(F;_; AR As'((
removeBad(i — 1, t)

VO<j<i:Fj:==F A=s

Chapter 10

Model Checking

Do the invariants hold?
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PDR, First Version

function PDR(Model M)
if SAT(S; A =P) or SAT(S; A R A =P") then FAIL
Fy=: Sy ;F; = P ;k;1=:

while(true)
you are here > while(s := SAT(F, A R A =P’ ((

removeBad(k, s)
k++,' Fk =P

ifid0 <i < k — 1:Fi: = Fi+1 then SUCCEED

// post: =SAT (F; A s)

function removeBad(i € N, state s)
if SAT(Sy; A s) then FAIL
while(t := SAT(F;_;{ AR A 5'))

removeBad(i — 1, t)
VO<j<i:Fj:=FA-s

Chapter 10

Model Checking

Suppose s :=1101

removeBad(2, 1101)

SAT(F;_{ AR A s") = FALSE

Fy =F, A=(x; A Xg, X3 A x4), same for F;




PDR, First Version

function PDR(Model M)
if SAT(S; A =P) or SAT(S; A R A =P") then FAIL
Fy=: Sy ;F; = P ;k;1=:

while(true)
you are here > while(s := SAT(F, A R A =P’ ((
removeBad(k, s)
k++; F, =: P

if30 <i < k —1:F;:= F;,; then SUCCEED
// post: =SAT (F; A s)
function removeBad(i € N, state s)
if SAT(Sy; A s) then FAIL
while(t := SAT(F;_; AR As'((
removeBad(i — 1, t)

VO<j<i:Fj:==F A=s

Chapter 10

0000
1110 1111 1101

1100

- P

)
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Model Checking

Suppose s :=1101

removeBad(2, 1101)

SAT(F;_{ AR A s") = FALSE

Fy =F, A=(x; A Xg, T1X3 A x4), same for F;

» 1000



PDR, First Version

function PDR(Model M)
if SAT(S; A =P) or SAT(S; A R A =P") then FAIL
Fy=: Sy ;F; = P ;k;1=:

while(true)
you are here > while(s := SAT(F, A R A =P’ ((
removeBad(k, s)
k++; F, =: P

if30 <i < k —1:F;:= F;,; then SUCCEED
// post: =SAT (F; A s)
function removeBad(i € N, state s)
if SAT(Sy; A s) then FAIL
while(t := SAT(F;_; AR As'((
removeBad(i — 1, t)

VO<j<i:Fj:==F A=s

Chapter 10

0000
1110 1111

»
»

1101

1100

- P

© /97

Suppose s= 1100, this state is removed from F,

Suppose s =1010

(=)

» 1000

removeBad(2, 1010), leads to removal of 1011 from F;

Model Checking 20



PDR, First Version

function PDR(Model M)
if SAT(S; A =P) or SAT(S; A R A =P") then FAIL
Fy:=8y; F; :=P; k :=1;
while(true)
while(s := SAT(F;; A R A =P’))
removeBad(k, s)
k++; F, :=P

if30 <i < k —1:F;:= F;;; then SUCCEED
// post: =SAT (F; A s)
function removeBad(i € N, states)
if SAT(Sy A ¢) then FAIL
while(t := SAT(F;_{ AR A s"))
removeBad(i — 1, t)

VO<j<i:Fj:==F A=s

Chapter 10

Model Checking

1011
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PDR, First Version

function PDR(Model M)
if SAT(S; A =P) or SAT(S; A R A =P") then FAIL
Fo:=8¢;F; =P;k:=1
while(true)
while(s := SAT(F;; A R A =P’))
removeBad(k, s)
k++; F, =: P

if30 <i < k —1:F;:= F;,; then SUCCEED
// post: =SAT (F; A s)
function removeBad(i € N, states)
if SAT(Sy; A s) then FAIL
while(t := SAT(F;_{ AR A s"))
removeBad(i — 1, t)

VO<j<i:Fj:==F A=s

Chapter 10

Model Checking
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PDR, First Version

function PDR(Model M)
if SAT(S; A =P) or SAT(S; A R A =P") then FAIL
Fo:=8¢;F; =P;k:=1
while(true)
while(s := SAT(F;, A R A —P'))
removeBad(k, s)
k++; F, =: P

ifid0 <i < k — 1:Fi: = Fi+1 then SUCCEED

// post: =SAT (F; A s)

function removeBad(i € N, state s)
if SAT(Sy; A s) then FAIL
while(t := SAT(F;_;{ AR A 5'))

removeBad(i — 1, t)
VO<j<i:Fj:=FA-s

Chapter 10

Model Checking
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DraWbaCk k=2 X1X2X3X4

* First version considers every state
|nd|V|dua”y 0000 @

* Similar states behave similarly!
Example: 1100 and 1101.
Generalize

1101 to 110- = x; A x5 A x5!

1011
0011

Conditions

Chapter 10 Model Checking 24



Drawback k=2

* First version considers every state
individually o0 @
* Similar states behave similarly!
Example: 1100 and 1101.
Generalize
1101 to 110- = x; A x5 A x5!

X1X2X3X4

1011
0011

Conditions
¢ UNSAT(Fl ARA xll /A xlz N _leg)
¢ UNSAT(SO /\ x1 /\ xz /\ _Ix3)

Chapter 10 Model Checking 25
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PDR: Naive Generalization

function PDR(Model M)
if SAT(Sy A =P)) or SAT(S_0 A R A =P") then FAIL
Fy=:Sy;F =: P ;k;1=:
while(true)
while(s := SAT(F;, A R A —P'))
removeBad(k, s)
k++; F, =: P

ifid0 <i < k — 1: Fi: = Fi+1 then SUCCEED

// post: =SAT (F; A\ s)
function removeBad(i € N, states)
if SAT(Sy; A s) then FAIL
while(t := SAT(F;_{ AR A S"))
removeBad(i — 1, t)
g = generalizeNaive(i, s)
VO<j<i:Fj:==F A~g

Chapter 10

function generalizeNaive(i, state s)

return a shortest cube ¢ such that

Fo

0000

Model Checking

-C €< S

- aSAT(Fi_; ARAC")

- =SAT(S, A )

Fy

~—

- P




Generalize Further?

* We can generalize to 110-

* Can we generalize to 11--?

* NO: for c = x; A x,, we have
SAT(F; ARAC")

* Transition 1110 — 1111 is the
problem

Chapter 10

Model Checking
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Relative Inductiveness

shortest cube ¢ such that
-C <« S
- aSAT(—cAF;ARAC')
'_ISAT(SO N C)

—c is relative inductive wrt F;

Why?

Chapter 10

0000

Model Checking

M\ roWs

» 1010

&7

28
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Relative Inductiveness

shortest cube ¢ such that
-C <« S
- aSAT(—cAF;ARAC')
'_ISAT(SO N C)

—c is relative inductive wrt F;
Why?

Because we need to maintain
14: Fi AR - F,i+1

Chapter 10

0000

Model Checking
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PDR: Relative Inductiveness

function PDR(Model M) function generalize(i, state s)
if SAT(Sy A =P) or SAT (S, A R A —P") then FAIL return a shortest cube ¢ such that
Fy=: 8y ;F; =: P ;k;1=: -c« S
while(true) - aSAT(—~c AF;_{ ARAC")
while(s := SAT(F;, A R A —P')) - =SAT(Sy A c)
removeBad(k, s)
k++; F, =: P F, F, F, _p

ifid0 <i < k — 1:Fi = Fi+1 then SUCCEED

// post: =SAT (F; A\ s)

function removeBad(i € N, states)
if SAT(Sy; A s) then FAIL

while(t := SAT(F;_{ AR A 5')) @

removeBad(i — 1, t)

g = generalize(i,s)

VO<j<itF=FAng

Chapter 10 Model Checking 30



Generalization

function generalize(i, state s)
c =S8
while ¢ changes
let [4, ..., ,, be the literals of ¢
fori =1ton
¢’ = c with [; removed
if relind(c’) then ¢ = ¢’
return c

function rellnd(cube c)

return -SAT(—~cAF,_{; ARAC)



Propagate Clauses

Suppose you are removing 1110.
You can generalize to 1---

F1 ==F1/\—|X1

32
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Propagate Clauses

Suppose you are removing 1110.
You can generalize to 1---

F, = F NA-xq

F, A x; & postimg(F,), so we
can add —x; to F;

UNSAT(F; AR AF, Ax'y)

33
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PDR, Final: Propagate Clauses

function PDR(Model M)
if SAT(Sy A =P) or SAT (S, A R A —P") then FAIL
Fy:=Sy; F; :=P; k :=1;
while(true)
while(s := SAT(F;, A R A —P'))
removeBad(k, s)
k++; F, :=P
propagateClauses(k)
if30 <i < k—1:F; = F;,; then SUCCEED

// post: =SAT (F; A\ s)
function removeBad(i € N, states)
if SAT(Sy A s) then FAIL
while(t := SAT(F;_{ AR A S"))
removeBad(i — 1, t)
g = generalize(i,s)
VO<j<i:Fj=FA~g

Chapter 10

function gesneralize(i, state s)
return a shortest cube ¢ such that
-c« s

- =ic inductive relative to F;_4

function propagateClauses(k)
fori:=1tok-1
for every clause ¢ € F;
if =SAT(F; AR A —=c’)
Fii1:=Fipya A c

Model Checking 34



Further Ideas

 This version is simplified, doesn’t find long counterexamples quickly

* Equivalence of frames = syntactic check
e Use implication and subsumption to simplify clauses



Performance

Hardware Model Checking Competition 2020
1. AVR 11 variants of IC3+[abstraction], 2x BMC, 3x k-induction

= wnN

AVY interpolation + PDR
nuXmv “portfolio”, including IC3
Pono: protfolio, including BMC, k-induction, interpolation, IC3
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https://theory.stanford.edu/~arbrad/papers/Understanding |C3.pdf
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Task 1. [ 40 polnts | Use the “first version” of PDR to prove that P is always true, but stop after two

iterations, when you have frames Fh, -, F3. Clearly indicate the steps and the frames at the end of each
iteration.

Is the property verified at the end? Why (not)?

Task 2. [ 40 points | Perform the same task using “naive generalization” during the removal of bad
states, as shown in class. Again, stop after two iterations and indicate the steps and the frames at the
end of each 1teration.

Iz the property verified at the end? Why (not)?

Task 2. [ 20 points | Are the following statements true? Justify your answer.
2.1 The set —ry is inductive. | 10 polnts | Note: Tasks 2.x are 5 points each,
2.2 The set —r5 is inductive. | 10 polnts | See PDF
2.3 The set —ra is inductive relative to —r1. [ 10 points |

24 The sot —ra i inductive rolative to —zs. [ 10 @

]
Chapter 10 Mon(!'gfﬂChecking 39
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