Model Checking with Inductive Invariants

Chapter 10 Model Checking



Problems with k-induction

Problem: Sometimes k is very large
In the following machine, you need k = n + 1 to prove AG p.

Idea: Automatically find better inductive invariants. Avoid many copies
of R!

do



Inductive Invariant

Remember postimage(Q) = {s' | As.R(s,s")} (see Chapter 5).

Definition. I € S is an inductive invariant for AG p if
1. So <1

2. postimage(l) S |

3. VselsEp

If there is an inductive invariant for AG p, then AG p holds.

In formulas:

1. So—1

2 IAR - T
3. IT—-p
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Inductive Invariant

Remember postimage(Q) = {s' | As.R(s,s’)} (see Chapter 5).
Definition. I € S is an inductive invariant for AG p if

1. Sycl

2. postimage(l) C I

3. Vsel.skEp

If there is an inductive invariant for AG p, then AG p holds.

Still Chapter 10 S1



Multiple Invariants

LH o0 B  LHoHBeE

BobBoB BoBDoEL
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Strongest & Weakest Invariant

2 ONO=CNONO:

1. Smallest (strongest) invariant consists of reachable states
2. Largest (weakest) invariant consists of states that cannot reach —p

Cf. two hypothetical model checking algorithms:
1. Start with initial states, keep adding successors until nothing changes or you reach —p
2. Start with —p, keep adding predecessors until nothing changes or you reach an initial state



Model Checking with Craig Interpolants

Ken McMillan, 2003

2010 CAV Award: “has significantly influenced both academic
research and industrial practice, and has dramatically changed the
scale of systems that can be analyzed by model checking.”
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Interpolants as Inductive Invariants

 BMC finds bugs (and absence of bugs up to k steps)

e How to Show Correctness?
* k-induction
* Interpolants

* Find Interpolants / such that
 States reachable in k steps arein |
* no bad statesarein [

* Interpolants are (good) overapproximation of post-image
computation



Interpolant

Definition. Given formulas A, B such that AA B = 1, an interpolant is a formula | such that
1. A-1

Z IANB=L1

3. I only uses symbols that occur both in A and in B

William Craig, 1957

Example. Let
A= (al \ _Iaz) N (ﬂal \ ﬂag) N\ a,,
B = (_Iaz \ a3) AN ((12 VvV a4) N\ —10y4.
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Interpolant

Definition. Given formulas A, B such that AA B = 1, an interpolant is a formula | such that
1. A-1

Z IANB=L1

3. I only uses symbols that occur both in A and in B

William Craig, 1957

Example. Let

A= (ayV —a,)A(—ayV-as) Aa,,

B = (—a,Vas)A(a, Va,) A-ay.

A A B is not satisfiable.

—a3 A a, is an interpolant:

1 ((a1 V —a,) A (—aq V—as) A az) - (—az A ay)
2. (mashay) A((may vas) A(a, Vay) A—ay) =L
3. apandasoccurin AandinB
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Resolution (Chap 9)

¢»@)/1pvﬂx N

resolvent
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Interpolants from Resolution Proofs

For clause C, C|B is obtained by removing literals not in B

Algorithm. Go through resolution proof top-down.

1.
2.
3.

If leaf vislabeled C € A, then Itp(v) = C|B
If leaf vislabeled C € B, then Itp(v) =T

If node v has pivot variable x € B then Itp(v) = Itp(v™)
NItp(v™)

If node v has pivot variable x & B then Itp(v) = Itp(v™)
Vitp(v™)



Algorithm. Go through resolution proof top-down.

1. If leaf vislabeled C € A, then Itp(v) = C|B

2. If leaf vislabeled C € B, then Itp(v) =T

3. If node v has pivot variable x € B then Itp(v) = Itp(vT) Altp(v™)
4. If node v has pivot variable x & B then Itp(v) = Itp(vT) VItp(v™)

Interpolation Example

a, a,
N\ / DN / ~

NS NS ~.

a,as as a

1
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Algorithm. Go through resolution proof top-down.
| 1. If leaf vislabeled C € 4, then Itp(v) = C|B |
I nte rpolation Exa m ple 2. If leaf vislabeled C € B, then Itp(v) =T
3. If node v has pivot variable x € B then Itp(v) = Itp(vT) Altp(v™)
4. If node v has pivot variable x & B then Itp(v) = Itp(vT) VItp(v™)

_ i,
\a; /a3 \a / /

~__

a,as as a;

1
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Interpolation Example

Algorithm. Go through resolution proof top-down.

1.

If leaf vislabeled C € A, then Itp(v) = C|B

| 2.

If leaf vislabeled C € B, then Itp(v) =T ]

3.
4

If node v has pivot variable x € B then Itp(v) = Itp(vt) Altp(v™)
If node v has pivot variable x & B then Itp(v) = Itp(v*) V Itp(v™)

A, Ay ay

Chapter 10

1
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Interpolation Example

Algorithm. Go through resolution proof top-down.

1. If leaf vislabeled C € A, then Itp(v) = C|B

2. If leaf vislabeled C € B, then Itp(v) =T

3. If node v has pivot variable x € B then Itp(v) = Itp(vT) Altp(v7)

[4. If node v has pivot variable x & B then Itp(v) = Itp(v*) VItp(v™) ]

B
aa, a,as; a, a,as a,a, a,
\az\A / Qs \a\A// T T\A// T
a,az . _ as a;
a, V as
a
1
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Interpolation Example

Chapter 10

Algorithm. Go through resolution proof top-down.

1. If leaf vislabeled C € A, then Itp(v) = C|B

2. If leaf vislabeled C € B, then Itp(v) =T

[3. If node v has pivot variable x € B then Itp(v) = Itp(vt) Altp(v™) ]
4. If node v has pivot variable x & B then Itp(v) = Itp(vT) VItp(v™)

a,as a,0y a,
/ T T / T
a;
a ANT
Model Checking 17



Algorithm. Go through resolution proof top-down.
1. If leaf vislabeled C € A, then Itp(v) = C|B
I nte rpolation Exa m ple 2. If leaf vislabeled C € B, then Itp(v) =T
[3. If node v has pivot variable x € B then Itp(v) = Itp(vt) Altp(v™) ]
4. If node v has pivot variable x & B then Itp(v) = Itp(vT) VItp(v™)

B
ala_Z_ c_llc_l§ a, C_l2a3 a, Ay 6_14_
\az\A / ) \a / : T\A// :
a,az _  _ as a,
az V a3 az NT T

5_12 (azv C_lg) N a,

L (C_lzv 6_13)/\612 == 53 /\az
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Model Checking with Interpolations
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Overapproximation

BMC to prove p: .

k-1
So(so) A [\ RGsivsien) A \ [ o)
=0

1=0

Suppose we have another transition relation R’ with more edges: R — R’

What does this do? .

k—1
So(so) A [\ Rsivsi0) A \ [ =p(s)
(=0

=0

Chapter 10 Model Checking
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Idea 1:

01
02
03

04.

.if Sg A —p is SAT return “M ¥ AGp ”

. Q = So(So)

. while true

do

A :=Q(sp) ANR(s¢,51)

if A A B is SAT then

compute interpolant /(S;) for A and B;
if I(sg) == Q(sp) then return “M = AG p”;

05. B := —p(sqy)
06.

10. else

11.

12.

13. Q:=QVI(sy);
14. end if

15. end while

Chapter 10

Qx 2 postimg®(Sp)
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Q1

Qk
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Idea 1:

01.if Sg A —p is SAT return “M ¥ AGp ”
02.Q :=Sy(sp)

03. while true do

04. A:=Q(sy) ANR(sg,S1)

05. B := —p(sy)

06. if A A B is SAT then

10. else
11. compute interpolant I(s;) for A and B;
12. ifI(sy) == Q(sp) then return “M & AG p”;

13. Q:=QVI(sy);
14. end if
15. end while

What could go wrong?
And what do we do against it?

Chapter 10

Model Checking
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First Idea

Recall BMC check for =AGp:
So(S0) A NiZg R(si, Si41) A Vieo =D (S:)-

Instead, start from Q suchthat Q E p

¢ = Q(sp) ANR(sg,81) A—p (s1).
Suppose ¢ unsatisfiable, I(s1) is an interpolant

Q post(Q) I
R >

Chapter 10 Model Checking
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Reachability Checking with Interpolation

Recall BMC check for =AGp:
So(S0) A Ao R(s1,Si41) A Vizo 0 (S)).

Instead, start from Q suchthat Q E p

¢ = Q(sg) AR(sq,51) A /\{':11 R(sy, Siv1) A V{'(=1 —p(Si).
Suppose ¢ unsatisfiable, I(s;) is an interpolant

K \/ e

i=0

Chapter 10 Model Checking

24



Reachability Checking with Interpolation

Recall BMC check for =AGp: Note 1: =p(s;) — B
SO (SO) A /\{'cz_ol R(Si: Si+1) A V{'(=0 _Ip(Si). SO 1(51) A\ —|p(51) =1

. D)
Instead, start from Q such that Q E p Note 2: 1 2 post(Q)

¢ = Q(sg) AR(sq,51) A /\{':11 R(sy, Siv1) A V{'(=1 —p(Sy)-
Suppose ¢ unsatisfiable, I(s;) is an interpolant

R \/ ~p(s1)

Chapter 10 Model Checking 25




Interpolant Reachability Idea

¢ = Q(sg) ANR(sp,51) A /\i'(:_f R(si)Siy1) A Vi'czo —p(Si).
1. Q — SO
2. If @ not satisfiable,set QtoQ U I

3. If Qunchanged, p is not reachable (Interpolants are approximation
to post-image), otherwise goto 2

If ¢ is satisfiable and Q = §,, —p is reachable

5. If ¢ is satisfiable and Q # S, increase k to increase precision of
approximation, goto 1.

Procedure terminates when k is diameter of system (or earlier!)



01.if Sy A —p is SAT return “M ¥ AGp ”

02.Q := So(s0) Algorithm

03. while true do

04. A:=Q(sy) AR(sg,S1)

05. B:= /\{':11 R(s;, Siv1) A V{'(=1 —p(Si);

06. if A A B is SAT then

07. if Q = S, then return “M ¥ AGp”; // —p canbe reached from S,

08. | Increase k // Not sure if path to —p is real. Increase precision
09. @ :=S0(So0);
10. else

11. compute interpolant I(s;) for A and B;

12. ifI(sy) == Q(sy) then return “M = AG p”;
13. Q:=QVI(sy);

14. end if

15. end while
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10.4.4 Correctness

If CraigReachability returns “M = AG p” then M = AG p

Let Q; denote Q at iteration i. For all i, Q; < postimage'(Q,). If I = Q;, we have reached a fixed point
Q" = Q;so Q" « postimage”(Qy). Now because Q; A =p = L, we have postimage™(Qy) N =p = L.

If CraigReachability returns “M # AG p” then M  AG p
A A\ B encodes a path from Qg to —p.
CraigReachability terminates
Note that k increases.
If M ¥ AG p, there is a path of length [ to —p and we will find it when [ = k.

Suppose M E AG p. If k is the diameter of the graph, no I and thus no Q; can contain a state that reaches
—p. Thus, A A B is never SAT and the algorithm terminates because the Q; cannot grow forever.



X1X2X3

if A A B is SAT then
if Q = Sy then return “M ¥ AG p”;
increase k
Q =S (S0);
else
I =interpolate I A and B;
if I(sg) = Q thenreturn “M & AG p”;

Q:=Q Vv I(sp);

010

110

Example AG p

011

111

® = Q(sg) ANR(sp, S1)
A\ /\i'cz_ll R(SiJ Si+1) A Véc=1 _'p(Si)'

Model Checking
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Example AG p
)

(: ) '( p )
) ¢d = Q(SO) AR(50;51)
10 ANZT R(si, Si41) A Vi —p(sy).
L ~ k =1.

Q = =x; A =x, A =x3 = {000}

¢ is UNSAT
if A A B is SAT then
if Q = So then return “M # AG p”"; Invariant checks first bit: I = —x4
increase k
Q :=S50(s0);
else

compute interpolant I for A and B;
if I(sg) = Q thenreturn “M & AG p”;

Q:=Q VI(sp); Model Checking 32



Example AGp

~ \)
000 \ 010 011
L] oG

4

11

&

if A A B is SAT then
if Q = Sy then return “M ¥ AG p”;
increase k
Q =S (S0);
else
I =interpolate I A and B;
if I(sg) = Q thenreturn “M & AG p”;

Q:=Q Vv I(sp);

=\\

1

~—Post(Q)

® = Q(sg) ANR(sp, S1)
ANEZLR(Si,Si41) AViZq —p(s)).

k =1.

¢ is SAT

Model Checking

Q = —x; = {000,001,010,011 }.

33



Example AG p

010 011

¢ = Q(So) A R(s9,51)

0 — R(SUSL+1)/\V _1 P (Sp).
G w2

Q = —x1y A x5 A x3 = {000},

¢ is UNSAT
if A A B is SAT then
1#Q = So then return “M # AGp”; Invariant checks 2nd bit: I = —x;
increase k
Q :=S50(s0);
else

I =interpolate I A and B;
if I(sg) = Q thenreturn “M & AG p”;

Q:=Q VI(sp); Model Checking 34



Example AG p

010 011

® = Q(sg) ANR(sg,51)
N /\?:11 R(si, Si+1) A Véc=1 —p(S;).

GG ks

\ / Q = -x, = {000,001,100,101}
\ Dot (Q) _
¢ is UNSAT

I

if A A B is SAT then
if Q = S, then return “M ¥ AG p”; I — _le — Q'

increase k . .
0 t= 5o (50); Algorithm terminates.

else
I =interpolate I A and B;
if I(sg) = Q thenreturn “M & AG p”;

Q:=Q VI(sp); Model Checking 35



How Did | Pick the Interpolants?

What | did
e Start with A = postimg(Q)

* Perform each of the following steps
1. Canlthrow away x3? (Is (3x3.4A) N B = @?) Ifyes, A = Jx3. A
2. Canlthrow away x,? Ifyes, A = 3x,. A
3. Canlthrowaway x;? Ifyes, A = 3Jx;.A

This hack only works because the postimg(Q) is a state or a cube!
In the homework, you will get CNFs. Try getting rid of clauses.
Note that A is always a valid interpolant.



Chapter 10

Consider the following Kripke structure K, with states (z1,x2,23) € {0,1}* and atomic proposition p.

()

/_%g
\:?

/AN N

P P P
100 110 | [ 101 111
(100 ( ) \) .
P P P -p

Task 1. [ 50 points | We want to use k-induction to prove that p is always true.

1.1 Will k-induction succeed in proving the property? If so, what is the smallest k such that k-induction
proves the property to be true? [ 10 point |

1.2 Write the k induction formulae, both base case and induction case, for £ = 2. | 20 points |
1.3 Are the formulae satisfiable? Explain. [ 20 points ]

For task 1.2, you can use the formulas R, Sp, and p for the transition relation, the initial states, and the
property p, respectively, without explicitly stating the concrete expression of the formulas.

Task 2. [ 50 points | Use Model Checking with Craig Interpolants to prove that p is always true.

Clearly indicate the steps. Show the interpolants as formulas, for anything else, you can use set nota-
tion. You can also draw the sets, but use enough copies of the Kripke structure to make sure we can
understand your steps, at least one for every k.

Use the same heuristic shown in class to find the interpolants. The heuristic shown in class is a hack,
but it works in this example.
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