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What, When & Where?

* Lecture: every Friday 14:00-16:00
* 14:00 sharp
* in HSil11 (here)
* Recordings available on request

* Practicals:

* |Introduction with

" : after today’s lecture (here)
* P2 Intro with

gYl : 21 of March (replaces the lecture)

e Questions?

* Email us: sead.isec@tugraz.at
* Ask on ggy ISEC Discord: https://discord.gg/9KKGfndsD5
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/ Lecture Exam \

K-Ask for an oral exam date later!

How To Pass This Course

Written exam
End of semester (probably July 4t)

Partial Open-book exam

* One hand-written A4 sheet

* Two-sided

* Write whatever you want on it

Didn’t attend the main exam?

/ Seminar Talk \

/

Prepare a topic and:
1. submit a > 7 page report
2. give a 45min presentation

How this works:
1. Choose a topic by March 23
2. Email us at sead.isec@tugraz.at

3. We approve/reject your topic

Explicitly also invited:
* CS Ethics, Usability, ...

kalk to us if you’re unsure!

/
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March 7th
March 14t
March 28t
April 4th
April 11t

May 2"
May 9th
May 16t
May 23"
June 6t
June 13t
June 20t
June 27t

July 4th

Recap: Cryptography
Common Vulnerabilities
Trust & Privacy

|ldentity

Web Authentication Factors

OpenlD Connect & FedCM

Transparency

Trust in Keys & Software

Case Study: TLS

Case Study: ID Austria & elDAS

Case Study: towards the EU Digital Identity Wallet
Current Topics Spotlight

Seminar Presentations

Lecture Exam
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ENHANCE YOUR SKILLS
ISECINTERNSHIP

Have you started planning your next summer? Are you interested in what we
are doing at ISEC? Or do you want to broaden your knowledge in Security,
Privacy, Cryptography or Verification? Looking for a great work and study
environment where you can learn from the best while working on

professional projects outside of your daily work?

At ISEC, we know how important our people are, and we value each and every
one. Diversity is one of our highest goods, and we are happy to welcome people

from different backgrounds to enrich our research.

Every year, we offer over a dozen summer internships where students will
improve their knowledge and skills, get to know some of the best security
research experts and work on professional research projects.

QOur interns always become an important part of our project teams and
contribute significantly to our work. During this time, our experienced team
members help every intern to gain valuable working experience and develop

and refine their skills.

;;;;; BN PR B T R A T 1 <Py | [ & S———— S K S — 1

https://www.i isec. tugraz. at/join/internships- and-student-staff/

Looking forward to seeing you next summer @ ISEC!
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Secure Application Design

Recap: Cryptography

Summer 2025

Rty A-SIT

Jakob Heher, www.isec.tugraz.at



What are our goals?

&

o~

Confidentiality

but also sometimes:

Pr ivacy

A“O““m\w

Pseudonymity

5

Integrity

8

Availability

Time-stamping
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What tools do we have so far?

Cryntogranphy
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Hash Functions

* Finding a pre-image’ ° 'w

. . o Arbitrary binary data
* Given H(m), findm o

* Finding a second pre-image
e Givenm’, findmwithH(m) = H(m’)

n

* Finding a collision - * * TGP
* Find anym, m’ withH(m) = H(m’)

“Digest”

Fixed-length binary data

e Secure hash functions are
no worse than the generic bounds




Entropy

* Measure of unpredictability

Entropy: 1 bit

Entropy: O bits

Entropy: 2 bits
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Entropy

* How long does it take to brute force a hash pre-image?

Jentropy

!
(number of attempts) X (time per attempt)

(time to brute force) =

(number of parallel attempts)



UNCOMMON
(NON-GIBRERSH)
BASE WORD

TrQub4ddor &3

CAPS?

ORDER
UNKNOWN

COMMON
SUBSTITUTIONS NOMERAL

PUNCTUATION

~28 BITS OF ENTROPY

2" = 3 pavs AT
1000 GUESSES,/sec
( PLAUSIBLE ATACK ON A WEAK REMGTE
WEF SERVICE. YES, CRACKING A STOLEN

HESH 14 FRSTER, BUT i MoT wihaT THE
AVERAGE USER SHOULD ok ABoUT. )

DIFRCOLTY TO GUESS:

EASY

\WAS IT TROMBONE? NGO,
TROUBADOR. AND ONE OF
THE Os WRS A ZERD®

\
AND THERE WAS
SOME SYMBOL...

31

DIFFICULTY TO REMEMBER:
HARD

correct horse battery stople

FOUR RANDOM
COMMON WORDS

~ 44 BITS OF ENTROPY

2™ = 550 YEARS AT
1000 GUESSES/SEC

DIFFICOLTY To GUESS:
HARD

DIFFICULTY TO REMEMBER:
YOU'VE ALREADY
MEMORIZED IT

THROUGH 20 YEARS oF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TD USE PASSWORDS THIAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOrR COMPUTERS Tb GUESS.
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Password Hash Functions

* Designed to provide security for low-entropy input

Slow to calculate
\ 4

(number of attempts) X (time per attempt)

(time to brute force) = (number of pm;allel attempts)

Hard to parallelize

 Examples: Argon2, PBKDF2
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Message Authentication Codes

2
* Symmetric Authenticity
Arbitrary binary data ;i

Fixed-length binary data

* Cannot prove origin to third party 0

“Tag”
Fixed-length binary data
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DO,, It

Symmetric Encryption 8 thy

syoabs dlr

9 €,
’/@to t/y!
“Plaintext” .
Arbitrary binary data iiis : Ciphertext
Fixed-length binary data Binary data (* same size)

o
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Authenticated Encryption winadiional pats) et

 Ciphertext comes with authenticity “tag”

Key

leed—length binary data

Fixed-length binary data
“Ciphertext”
Binary data (~ same size)

Number used once per key

Nonce

Blnary data
Plamtext
Arbltrary binary data
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Authenticated Encryption winadiional pats) o,

 Ciphertext comes with authenticity “tag”
* Decryption will fail unless tag is correct

“ Key"
Fixed-length binary data

W

“Nonce”
Binary data

“Ciphertext”

_LTag _Checkpoint |

) )

“Plaintext”

Arbitrary binary data

Binary data (* same size)

 Examples: AES-GCM-SIV, AES-SIV, XChaCha20-Poly1305, AES-CCM
* Be careful with: AES-GCM




Digital Signatures

* Asymmetric Authenticity
& =
Nl

H< EE—— S

& 3

* No repudiation possible!




Digital Signatures

* Asymmetric Authenticity
* No repudiation possible!

“Message” I
Arbitrary binary data

“Signature” I
Fixed-length binary data

~ 3 | &
®
l Private Key”

Fixed-length binary data I

¢ ExamPIES: Ed25519, (deterministic) ECDSA

=

“Public Key” .
Fixed-length binary data

www.isec.tugraz.at
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Asymmetric Encryption

 \Very slow processing speed
* Private Key leaks are devastating

“Ciphertext”
- Binary data (x~ same size) »

“Public Key” i I g “Private Key”
Fixed-length binary data Fixed-length binary data

“Plaintext”
Arbitrary binary data »

“Plaintext”

- Arbitrary binary data
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This .
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Hybrid Encryption 0 s

* Asymmetric encryption with a twist!

Key Encapsulation Mechanism

Public Key 3 g Private Key
» Symmetric Key

Randomness I:> Symmetric Key ?

E » Encapsulated Key » D
asym asym I
|

A R

L E

 Examples: ECIES, RSA-KEM I
* Private Key leaks are still devastating!

L

symm

Plaintext - - Plaintext

symm




Forward Secrecy

1. Record Google Searches

Validity

Not Before

Not After

2. Steal Private Key

9%

Wed, 01 Feb 2023 19:43:59 GMT
Wed, 26 Apr 2023 19:43:58 GMT

3. Profit?
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Forward Secrecy

* Attackers might compromise long-lived keys

* Forward Secrecy means:
* Key compromise after the fact does not compromise any data
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(Ephemeral) Generate value pair

Key Ag reement I3} erive shared key

 Shared Secret over Insecure Channel

Randomness 1 Randomness 2

D No built-in authentication! D

Shared Key Shared Key



www.isec.tugraz.at

(Ephemeral) Generate value pair

Key Agreement — Monster in the Middle Bervesreredter

¥

Public Value 1 Public Value l
Private Value 1

3 H(r 3

Public Value 3!_ I “!Public Value 4
g ‘ Private Value 3 Private Value 4 '
Shared Key (1+3) Shared Key (2+4)

Asuuyd |90 Aq ,491SUOA,
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Shared Key (1+3)

Shared Key (2+4)
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(Ephemeral)

Session Key Agreement

&

~ SessionKey ~ SessionKey

 Compromise of existing key after the handshake?
» Attacker only sees the public messages of the handshake!



Forward Secrecy!

1. Record Google Searches

Validity

Not Before

Not After

2. Steal Private Key

9%

Wed, 01 Feb 2023 19:43:59 GMT
Wed, 26 Apr 2023 19:43:58 GMT

3. See a secure key exchange
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Recap: What Primitive Should | Use?

|l want to ...

... store a fingerprint of the data, ... guarantee that some authority ... prevent anyone except the
but nobody can retrieve the original. has approved the data in question. recipient from seeing the data.
(Cryptographic) Hash Functions Authenticity Primitives Some Kind Of Encryption

[ ] [ ] Yes No

Anyone The same authority .
Ephemeral Session Key
\B8 Hash Function -
| |

P8 Password Hash Function Digital Signatures = v

Authenticated Symmetric Encryption



Even Better: Use Existing Protocols

e TLS

* OAuth

 SAML

* Double Ratchet
* WebAuthn

* and many more...



