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AES Encryption
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AES Decryption
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Latency vs Throughput
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Block Cipher Implementations: Iterative Approach

Implement the combinational logic required for one round (supplemented with
register and multiplexers). Then, use it repeatedly.
* Only one block of data is encrypted at a time.
 The number of clock cycles necessary to encrypt a single block of data is
equal to the number of cipher rounds.
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AES Implementations: Iterative Approach
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AES Implementations: Iterative Approach
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AES Implementations: Iterative Approach

* SubBytes and AddRoundKey are instantiated twice.
 (Can we do better?



10 Rounds of AES
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10 Rounds of AES ... grouped to increase synergies among rounds
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AES Implementations: Iterative Approach

* Round (repeated Nr times): |
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AES Implementations: Iterative Approach

* High-level diagram of the architecture
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AES Implementations: Iterative Approach

* High-level diagram of the architecture
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AES Implementations: Iterative Approach

* High-level diagram of the architecture
 What happens if we divide a round into multiple stages?
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AES Implementations: Hardware

 What about decryption?
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AES Implementations: Hardware

e Can we make Enc. and Dec. look similar?
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AES Implementations: Hardware

e Swap InvShiftRows and InvSubBytes
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AES Implementations: Hardware

* Push InvShiftRows and InvSubBytes down
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Note:
Reorganization of the internal steps is specific to AES

Applicability to other ciphers may or may not be possible



Block Cipher Implementations: Partial Loop Unrolling

* Kround out of Nrround functions are implemented in combinational part.
e Partial loop unrolling
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Block Cipher Implementations: Partial Loop Unrolling

* Kround out of Nrround functions are implemented in combinational part.
e Partial loop unrolling
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Clock period (t.,) =K * t
Latency = t * (# of rounds)
Throughput =1/ (t * (# of rounds))

Without pipelining, unrolling offers no
throughput improvement.



Block Cipher Implementations: Loop Unrolling

e All round functions are implemented in combinational part.
* Full loop unrolling
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Block Cipher Implementations: Loop Unrolling

e All round functions are implemented in combinational part
* Full loop unrolling
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* Without pipelining, unrolling offers no throughput improvement.



Block Cipher Implementations: Pipelining

* A traditional methodology for design of high-performance implementations.
e Partial or full outer-loop pipelining (i.e., K=2 with Nr=4 rounds)
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Block Cipher Implementations: Pipelining

* A traditional methodology for design of high-performance implementations.
e Partial or full outer-loop pipelining (i.e., K=2 with Nr=4 rounds)
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Block Cipher Implementations: Pipelining

* A traditional methodology for design of high-performance implementations.
e Partial or full outer-loop pipelining (i.e., K=2 with Nr=4 rounds)
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Block Cipher Implementations: Pipelining

* A traditional methodology for design of high-performance implementations.
e Partial or full outer-loop pipelining (i.e., K=2 with Nr=4 rounds)
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Block Cipher Implementations: Pipelining

e Atraditional methodology for design of high-performance implementations.
e Partial or full outer-loop pipelining.
* Inner-loop pipelining.
e Partial or full outer-loop pipelining with inner loop pipelining.
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[GC2009] K. Gaj, FPGA and ASIC Implementations of AES, Cryptographic Engineering, 2009.



Block Cipher Implementations: Summary

Summary of implementation methods

* |terative
e Partial unroll
* Fully unroll
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[GC2009] K. Gaj, FPGA and ASIC Implementations of AES, Cryptographic Engineering, 2009.



Block Cipher Implementations: Summary

 Summary of implementation methods
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[GC2009] K. Gaj, FPGA and ASIC Implementations of AES, Cryptographic Engineering, 2009.
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