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Java Crypto
Operational Projects

(mostly for public sector)

Research & Teaching



A-SIT
https://www.a-sit.at

● Members

− Federal Ministry of Finance

− Federal Computing Centre (BRZ)

− Graz University of Technology

− Danube University Krems

− Johannes Kepler University Linz

● ISEC: IT Security Research

● A-SIT: Practical aspects + Counseling of public institutions

https://www.a-sit.at/
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● A-SIT @ ISEC

● Current focus

− iOS & Android Application Analysis

− Mobile Hardware Security

− App Supply and Distribution Chains

− Vulnerability Detection and Mitigation in Apps

● Lectures

− Mobile Security (MobileSec) VO & KU

● Seminar projects, theses

Myself
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Lecture (705.012)

● Registration Deadline: 14.03.2025, 23:59

● 3 ECTS credits

● Elective master course (+ part of InfoSec catalog)

Assignments (705.013)

● Deadline as above

● 2 ECTS credits

Course Facts
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Course Organisation

Lecture

● Fridays, 10:00 to 12:00

● English

Assignments

● Fridays, 12:00 to 13:00 but discussions only, no general „topic“ or lecture

● Your task: Do research and fast prototyping

● You are welcome to suggest your own project ideas!

● Could be a seed for theses, projects, and further research



https://isec.tugraz.at/mobilesec/

https://isec.tugraz.at/mobilesec/
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● For asking questions regarding assignments, exams, …

− Ask on Discord if your question is relevant for others as well!

● Receiving updates on organisational matters

1. Join ISEC server

https://discord.gg/66ZnGV8jJa

2. React with emoji in getting-started channel

3. You are automatically granted access to mobilesec channel 

We have a Discord channel!

https://discord.gg/66ZnGV8jJa
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● Three tasks

− The first to do individually (39%)

− The second to do in a group of max. 3 people (61%)

→ For a positive grade, >= 50% per assignment needed!

● Your creativity, skills, and ideas form an integral part

● Focus on research, fast-prototype oriented work

− Can serve as basis for future projects, theses, etc

Assignments
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Soft introduction to application analysis

− Requirements:

▪Acquired in „Computer Organization and Networks“ / „Information Security“

▪Man-in-the-middle (MITM)

▪Certificate Pinning

Analyze a set of Android applications

− Find out if their Data Safety section on Google Play is accurate

− Reverse Engineering, Traffic Analysis

− Task details on course website and in next week‘s lecture

Submit your results until 28.03.2025 and explain your findings

Assignment - Task 1

To solve individually!
(no group work)
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● Topics will be suggested but

− You are very welcome to bring in your own ideas, related to the lecture!

● Decide on a topic until 21.03.

● Final presentation: 13.06.

− Hand-in: 06.06.

● Grading depends on contribution / results

Assignment – Task 2

Max. group size: 3
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● Register to the lecture and assignments courses until 14.03., 23:59.

● Assignments – Task 1: Think about apps you would like to analyse

− Early start is possible ☺

● Assignments – Task 2: Think about a topic you would like to work on

− Choose from the list of topics or propose your own subject

− Decide on one until 21.03.

Next Steps
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Getting to know you

What is your experience with Mobile Security?

fbr.io/mobsec
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Getting to know you

What are your expectations for the lecture?

fbr.io/mobsec



Questions?
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