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Introduction



Introduction to Security Co-processors

� Specialized hardware

� cryptographic operations

� Enhanced system security

� Enhanced system performance

Figure 1: Infineon OPTIGA TPM [1]

� Secure environment for cryptographic

operations or key management

� Separation of security-critical parts of

the system

� Protection against side-channel

attacks

� Protection against physical attacks
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Capabilities of Security Co-Processors

� Secure key storage

� Key creation

� Source of randomness

� Secure boot

� Cryptographic operations

� Encryption / Decryption

� Hashing

� Signing / Verification
Figure 2: TPM capabilities [2]
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Differentiation

Secure Cryptoprocessors

� External IC

� Foundation for a secure system

� Independent of the CPU

Security Cores

� Dedicated core in the SOC

� Independent memory

� Only runs trusted code

Cryptographic Accelerators

� Increases performance

� Embedded systems or servers

� ISA extension or AXI peripheral

Trusted Execution Environment

� Not a security co-processor

� Only runs trusted code

� Core is shared with regular processes

� Isolated from the operating system
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Examples



Examples and Applications

NXP SmartMX2 SmartCard Controller [3]

� Secure microcontroller

� Cryptographic capabilities

� Usage: Banking, Access control,

E-Government, ...

Google Titan M2 [4]

� Android Keystore system

� Biometric authentication

� Usage: Google Pixel phones

Figure 3: E-Card [5]
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Examples and Applications cont.

Opentitan [6]

� Open Source

� Hardware Root of Trust (RoT) design

� Usable as e.g. TPM

IBM Cryptographic Coprocessors [7]

� Offload computationally expensive

cryptographic computations

� Physical tamper protection

� Usage: Data centers / Financial

services

Figure 4: IBM Cryptographic Coprocessor [7]
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Example for physical tamper protection

IBM Cryptographic Coprocessors [7]

� Metal enclosure

� Drilling and Probing protection

� Keys never leave the chip

� Tamper detection sensors

� Temperature manipulation

� Opening the enclosure

� Power manipulation

Detected tampering

� Destroys all critical data

� Renders itself inoperable

Figure 5: IBM Cryptographic Coprocessor [7]
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Integration of Security Co-Processors in a System

Example: Google Titan M2 in Pixel Phones [8]

� System security is not only the

co-processor

� Dedicated security core inside the SOC

� ARM TrustZone on the main CPU

� Titan chip stores keys outside the

SOC (android keystore system)

Figure 6: Google Android Security [8] 9



Implementation of Co-Processors



Coupling Approaches for Co-Processors

Tightly Coupling

� ISA extension

� Additional logic in the datapath

� Data exchange through existing

Registers

� Controlled by custom instructions

Loosely Coupling

� Dedicated co-processor / module

� No additional logic in the datapath

� Data exchange over bus as memory

mapping or DMA

� Controlled memory mapped registers
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Cryptographic Accelerators: Recap of ASCON

� Sponge construction

� Up to 12 rounds per permutation step

� 320 bit state

� Expensive in software

Figure 7: ASCON encryption [9]

11



Cryptographic Accelerator for ASCON-p

� Implemented as an ISA extension

� ASCON-p is used for ASCON and

ISAP

� Direct access to the registers

� 50 - 80 times faster than software

implementation [9]

Figure 8: ASCON-p integrated into the datapath [9] 12



Difference between Different Coupling Approaches

Tightly Coupling

/ ISA Extension

� Complicated to integrate

� Less area (reuse existing registers)

� Only small preparation overhead

before usable

� Different algorithms and modes that

use the same building blocks

� Blocking the CPU

Loosely Coupling

/ Dedicated Co-Processor

� Simple to integrate

� More area (own registers for state)

� Larger overhead (loading initial state

and values)

� Only supports fixed algorithms and

modes

� Not blocking the CPU
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Communication with Co-Processors

Internal Communication

� ISA extension

� Registers

� Dedicated co-processor

� AXI bus and DMA

Figure 9: TPM on mainboard [10]

External Communication

� TPM or external IC

� SPI

� I2C

� ...

� Extension cards (IBM Cryptographic
Coprocessor)

� PCIe
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