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Homework
Find results here:https://cloud.tugraz.at/index.php/s/zeEgt8ptcRQCXEW
Grades are pseudonymized, your code is the sha256 hash of yourmatriculation number
Questions? Ask in• discord #lecture,• discord FilipCC, or• write an email to modelchecking@iaik.
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Problems with k-induction
Problem: Sometimes k is very large
In the following machine, you need 𝑘 = 𝑛 + 1 to prove 𝐀𝐆 𝑝.
Idea: Automatically find better inductive invariants.
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Inductive Invariant
Remember 𝑝𝑜𝑠𝑡𝑖𝑚𝑎𝑔𝑒 𝑄 =  { 𝑠′ ∣ ∃𝑠. 𝑅 𝑠,𝑠′ } (see Chapter 5).
Definition. 𝐼 ⊆ 𝑆 is an inductive invariant for AG 𝑝 if
1. 𝑆0 ⊆ 𝐼
2. 𝑝𝑜𝑠𝑡𝑖𝑚𝑎𝑔𝑒 𝐼 ⊆ 𝐼
3. ∀𝑠∈𝐼. 𝑠 ⊨ 𝑝

If there is an inductive invariant for AG 𝑝, then AG 𝑝 holds.
In formulas:
1. 𝑆0 → 𝐼
2. 𝐼 ∧ 𝑅  → 𝐼′
3. I  → 𝑝

Still Chapter 10
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Inductive Invariant
Remember 𝑝𝑜𝑠𝑡𝑖𝑚𝑎𝑔𝑒 𝑄 =  { 𝑠′ ∣ ∃𝑠. 𝑅 𝑠,𝑠′ } (see Chapter 5).Definition. 𝐼 ⊆ 𝑆 is an inductive invariant for AG 𝑝 if
1. 𝑆0 ⊆ 𝐼
2. 𝑝𝑜𝑠𝑡𝑖𝑚𝑎𝑔𝑒 𝐼 ⊆ 𝐼
3. ∀𝑠∈𝐼. 𝑠 ⊨ 𝑝

If there is an inductive invariant for AG 𝑝, then AG 𝑝 holds.
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Multiple Invariants
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Strongest & Weakest Invariant
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Model Checking with Craig Interpolants
Ken McMillan, 2003
2010 CAV Award: “has significantly influenced both academicresearch and industrial practice, and has dramatically changed thescale of systems that can be analyzed by model checking.”
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Interpolants as Inductive Invariants
• BMC finds bugs (and absence of bugs up to 𝑘 steps)• How to Show Correctness?• 𝑘-induction• Interpolants
• Find Interpolants 𝐼 such that• States reachable in 𝑘 steps are in 𝐼• no bad states are in 𝐼• Interpolants are (good) overapproximation of post-imagecomputation
Chapter 10 61
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Interpolant
Definition. Given formulas 𝐴, 𝐵 such that A ∧ 𝐵 =   ⊥, an interpolant is a formula I such that
1. 𝐴 → 𝐼
2. 𝐼 ∧ 𝐵 ≡   ⊥
3. 𝐼 only uses symbols that occur both in 𝐴 and in 𝐵

Example. Let
𝐴 = 𝑎1 ∨ ¬𝑎2 ∧ ¬𝑎1 ∨ ¬𝑎3 ∧ 𝑎2,
B = ¬𝑎2 ∨ 𝑎3 ∧ 𝑎2 ∨ 𝑎4 ∧ ¬𝑎4.
𝐴 ∧ 𝐵 is not satisfiable.
¬𝑎3 ∧ 𝑎2 is an interpolant:
1. 𝑎1 ∨ ¬𝑎2 ∧ ¬𝑎1 ∨ ¬𝑎3 ∧ 𝑎2 → ¬𝑎3 ∧ 𝑎2
2. ¬𝑎3 ∧ 𝑎2 ∧ ¬𝑎2 ∨ 𝑎3 ∧ 𝑎2 ∨ 𝑎4 ∧ ¬𝑎4 ≡⊥  
3. 𝑎2 and 𝑎3 occur in 𝐴 and in 𝐵
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Interpolant
Definition. Given formulas 𝐴, 𝐵 such that A ∧ 𝐵 =   ⊥, an interpolant is a formula I such that
1. 𝐴 → 𝐼
2. 𝐼 ∧ 𝐵 ≡   ⊥
3. 𝐼 only uses symbols that occur both in 𝐴 and in 𝐵

Example. Let
𝐴 = 𝑎1 ∨ ¬𝑎2 ∧ ¬𝑎1 ∨ ¬𝑎3 ∧ 𝑎2,
B = ¬𝑎2 ∨ 𝑎3 ∧ 𝑎2 ∨ 𝑎4 ∧ ¬𝑎4.
𝐴 ∧ 𝐵 is not satisfiable.
¬𝑎3 ∧ 𝑎2 is an interpolant:
1. 𝑎1 ∨ ¬𝑎2 ∧ ¬𝑎1 ∨ ¬𝑎3 ∧ 𝑎2 → ¬𝑎3 ∧ 𝑎2
2. ¬𝑎3 ∧ 𝑎2 ∧ ¬𝑎2 ∨ 𝑎3 ∧ 𝑎2 ∨ 𝑎4 ∧ ¬𝑎4 ≡⊥  
3. 𝑎2 and 𝑎3 occur in 𝐴 and in 𝐵
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Resolution (Chap 9)
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Interpolants from Resolution Proofs
For clause 𝐶, 𝐶|𝐵 is obtained by removing literals not in 𝐵

Algorithm. Go through resolution proof top-down.
1. If leaf 𝑣 is labeled 𝐶∈𝐴, then 𝐼𝑡𝑝 𝑣 = 𝐶|𝐵
2. If leaf 𝑣 is labeled 𝐶∈𝐵, then 𝐼𝑡𝑝 𝑣 =⊤
3. If node 𝑣 has pivot variable 𝑥∈𝐵 then 𝐼𝑡𝑝 𝑣 = 𝐼𝑡𝑝 𝑣+ ∧ 𝐼𝑡𝑝(𝑣−)
4. If node 𝑣 has pivot variable 𝑥∉𝐵 then 𝐼𝑡𝑝 𝑣 = 𝐼𝑡𝑝 𝑣+ ∨ 𝐼𝑡𝑝(𝑣−)
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Interpolation Example
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Interpolation Example
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Interpolation Example
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Interpolation Example
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Interpolation Example
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Interpolation Example
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Model Checking with Interpolations
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Computation with Overapproximations
BMC to prove p: 𝑆0(𝑠0) ∧⋀𝑘−1

𝑖=0 𝑅(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=0 ¬𝑝(𝑠 𝑖).

Suppose R → 𝑅′

What does this do?
𝑆0(𝑠0) ∧⋀𝑘−1

𝑖=0 𝑅′(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=0 ¬𝑝(𝑠 𝑖)
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Idea 1:
if 𝑆0 ∧ ¬p is SAT return “𝑀 ⊭ AG 𝑝  ”;
𝑄 := 𝑆0 𝑠0 ;
while true do

𝐴 := 𝑄 𝑠0 ∧ 𝑅(𝑠0,𝑠1);
𝐵 := ¬𝑝;
if 𝐴 ∧ 𝐵 is SAT then
…
else

compute interpolant 𝐼 for 𝐴 and 𝐵;
If 𝐼 == 𝑄 then return “𝑀 ⊨ AG 𝑝”;
𝑄 := 𝑄 ∨ 𝐼;

end if
end while

What could possibly go wrong?
And what do we do against it?
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Reachability Checking with Interpolation
Recall BMC check for ¬𝐀𝐆𝑝:
𝑆0(𝑠0) ∧⋀𝑘−1

𝑖=0 𝑅(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=0 ¬𝑝(𝑠 𝑖).

Instead, start from 𝑄 such that 𝑄 ⊨ 𝑝
𝜙 =  𝑄 𝑠0 ∧ 𝑅 𝑠0,𝑠1 ∧⋀𝑘−1

𝑖=1 𝑅(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=1 ¬𝑝(𝑠 𝑖).Suppose 𝜙 unsatisfiable, 𝐼(𝑠1) is an interpolant

75
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𝑠2, 𝑠3,…, 𝑠𝑘
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Reachability Checking with Interpolation
Recall BMC check for ¬𝐀𝐆𝑝:
𝑆0(𝑠0) ∧⋀𝑘−1

𝑖=0 𝑅(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=0 ¬𝑝(𝑠 𝑖).

Instead, start from 𝑄 such that 𝑄 ⊨ 𝑝
𝜙 =  𝑄 𝑠0 ∧ 𝑅 𝑠0,𝑠1 ∧⋀𝑘−1

𝑖=1 𝑅(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=1 ¬𝑝(𝑠 𝑖).Suppose 𝜙 unsatisfiable, 𝐼(𝑠1) is an interpolant
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𝑄 𝑝𝑜𝑠𝑡(𝑄)
𝑘

𝑖=0
¬𝑝(𝑠𝑖)𝑅

𝐼

Note 1: ¬𝑝 𝑠1   → 𝐵so 𝐼(𝑠1) ∧ ¬𝑝(𝑠1) =   ⊥
Note 2: 𝐼 ⊇ 𝑝𝑜𝑠𝑡(𝑄)
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Interpolant Reachability Idea
𝜙 =  𝑄 𝑠0 ∧ 𝑅 𝑠0,𝑠1 ∧⋀𝑘−1

𝑖=1 𝑅(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=0 ¬𝑝(𝑠 𝑖).

1. Start with 𝑄 = 𝑆02. If 𝜙 not satisfiable, set 𝑄 to Q ∪ 𝐼
3. If Q remains unchanged, 𝑝 is not reachable (Interpolants areapproximation to post-image), otherwise goto 2
4. If 𝜙 is satisfiable and 𝑄 = 𝑆0, ¬𝑝 is reachable
5. If 𝜙 is satisfiable and 𝑄 ≠ 𝑆0, increase 𝑘 to increase precision ofapproximation, goto 1.
Procedure terminates when 𝑘 is diameter of system (or earlier!)
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Algorithm
procedure CraigReachability(model 𝑀, 𝑝∈𝐴𝑃)
if 𝑆0 ∧ ¬p is SAT return “𝑀 ⊭ AG 𝑝  ”;
𝑘 := 1;
𝑄 := 𝑆0 𝑠0 ;
while true do

𝐴 := 𝑄 𝑠0 ∧ 𝑅(𝑠0,𝑠1);
𝐵 := ⋁ 𝑘−1

𝑖=1 𝑅 𝑠 𝑖,𝑠 𝑖+1 ∧⋁ 𝑘
𝑖=1 ¬𝑝(𝑠 𝑖);

if 𝐴 ∧ 𝐵 is SAT then // ¬𝑝 can be reached from 𝑄
if 𝑄 = 𝑆0 then return “𝑀 ⊭ AG 𝑝”; // ¬𝑝 can be reached from 𝑆0

Increase 𝑘 // Not sure if path to ¬𝑝 is real. Increase precision
𝑄 := 𝑆0(𝑠0);

else
compute interpolant 𝐼 for 𝐴 and 𝐵;
If 𝐼 𝑠0 == 𝑄 then return “𝑀 ⊨ AG 𝑝”; // Reached the fixpoint of overapproximated reachability?
𝑄 := 𝑄 ∨ 𝐼(𝑠0); // Another step of overapproximated reachability?

end if
end while

end procedure
78Chapter 10



Model CheckingModel Checking

if 𝐴 ∧ 𝐵 is SAT then
if 𝑄 = 𝑆0 then return “𝑀 ⊭ AG 𝑝”;
increase 𝑘
𝑄 := 𝑆0(𝑠0);

else
compute interpolant 𝐼 for 𝐴 and 𝐵;
if 𝐼(𝑠0) → 𝑄 then return “𝑀 ⊨ AG 𝑝”;
𝑄:= 𝑄 ∨ 𝐼(𝑠0);

end if 79Chapter 10
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10.4.4 Correctness
If CraigReachability returns “𝑴 ⊨ 𝑨𝑮 𝒑” then 𝑴 ⊨ 𝑨𝑮 𝒑

Let 𝑄𝑖 denote 𝑄 at iteration 𝑖. For all 𝑖, 𝑄𝑖 ← 𝑝𝑜𝑠𝑡𝑖𝑚𝑎𝑔𝑒𝑖(𝑄0). If 𝐼 → 𝑄𝑖, we have reached a fixed point 𝑄∗ =
 𝑄𝑖 so 𝑄∗ ← 𝑝𝑜𝑠𝑡𝑖𝑚𝑎𝑔𝑒∗(𝑄0). Now because 𝑄𝑖 ∧ ¬𝑝 =   ⊥, we have 𝑝𝑜𝑠𝑡𝑖𝑚𝑎𝑔𝑒∗(𝑄0) ∧ ¬𝑝 =   ⊥.

If CraigReachability returns “𝑴 ⊭ 𝑨𝑮 𝒑” then 𝑴 ⊭ 𝑨𝑮 𝒑
𝐴 ∧ 𝐵 encodes a path from 𝑄0 to ¬𝑝.

CraigReachability terminates
Note that 𝑘 increases.
If 𝑀 ⊭ 𝐴𝐺 𝑝, there is a path of length 𝑙 to ¬𝑝 and we will find it when 𝑙 = 𝑘.
Suppose 𝑀 ⊨ 𝐴𝐺 𝑝. If 𝑘 is the diameter of the graph, no 𝐼 and thus no 𝑄𝑖 can contain a state that reaches
¬𝑝. Thus, 𝐴 ∧ 𝐵 is never SAT and the algorithm terminates because the 𝑄𝑖 cannot grow forever.
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Example 𝐀𝐆 𝒑
𝜙 = 𝑄 𝑠0 ∧ 𝑅 𝑠0,𝑠1 ∧
⋀𝑘−1

𝑖=1 𝑅(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=1 ¬𝑝(𝑠 𝑖).
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if 𝐴 ∧ 𝐵 is SAT then
if 𝑄 = 𝑆0 then return “𝑀 ⊭ AG 𝑝”;
increase 𝑘
𝑄 := 𝑆0(𝑠0);

else
compute interpolant 𝐼 for 𝐴 and 𝐵;
if 𝐼(𝑠0) → 𝑄 then return “𝑀 ⊨ AG 𝑝”;
𝑄:= 𝑄 ∨ 𝐼(𝑠0);



Model CheckingModel Checking

Example 𝐀𝐆 𝒑
𝜙 = 𝑄 𝑠0 ∧ 𝑅 𝑠0,𝑠1 ∧
⋀𝑘−1

𝑖=1 𝑅(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=1 ¬𝑝(𝑠 𝑖).

𝒌 =1.
𝑄 = ¬𝑥1 ∧ ¬𝑥2 ∧ ¬𝑥3 =   000 .
𝜙 is UNSAT
Invariant checks first bit: 𝐼 = ¬𝑥1

82

𝑝
000

𝑝
001

𝑝
010

𝑝
011

100

𝑝
101

𝑝
110 111

𝑝 ¬𝑝

𝑄 𝑝𝑜𝑠𝑡(𝑄)

𝑥1𝑥2𝑥3

if 𝐴 ∧ 𝐵 is SAT then
if 𝑄 = 𝑆0 then return “𝑀 ⊭ AG 𝑝”;
increase 𝑘
𝑄 := 𝑆0(𝑠0);

else
compute interpolant 𝐼 for 𝐴 and 𝐵;
if 𝐼(𝑠0) → 𝑄 then return “𝑀 ⊨ AG 𝑝”;
𝑄:= 𝑄 ∨ 𝐼(𝑠0);
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Example 𝐀𝐆 𝒑
𝜙 = 𝑄 𝑠0 ∧ 𝑅 𝑠0,𝑠1 ∧
⋀𝑘−1

𝑖=1 𝑅(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=1 ¬𝑝(𝑠 𝑖).

𝒌 =1.
𝑄 = ¬𝑥1 =   000,001,010,011  .
𝜙 is SAT
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if 𝑄 = 𝑆0 then return “𝑀 ⊭ AG 𝑝”;
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𝑄 := 𝑆0(𝑠0);

else
compute interpolant 𝐼 for 𝐴 and 𝐵;
if 𝐼(𝑠0) → 𝑄 then return “𝑀 ⊨ AG 𝑝”;
𝑄:= 𝑄 ∨ 𝐼(𝑠0);
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Example 𝐀𝐆 𝒑
𝜙 = 𝑄 𝑠0 ∧ 𝑅 𝑠0,𝑠1 ∧
⋀𝑘−1

𝑖=1 𝑅(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=1 ¬𝑝(𝑠 𝑖).

𝒌 = 𝟐.
𝑄 = ¬𝑥1 ∧ ¬𝑥2 ∧ ¬𝑥3 =   000 .
𝜙 is UNSAT
Invariant checks 2nd bit: 𝐼 = ¬𝑥2
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𝐼

if 𝐴 ∧ 𝐵 is SAT then
if 𝑄 = 𝑆0 then return “𝑀 ⊭ AG 𝑝”;
increase 𝑘
𝑄 := 𝑆0(𝑠0);

else
compute interpolant 𝐼 for 𝐴 and 𝐵;
if 𝐼(𝑠0) → 𝑄 then return “𝑀 ⊨ AG 𝑝”;
𝑄:= 𝑄 ∨ 𝐼(𝑠0);
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Example 𝐀𝐆 𝒑
𝜙 = 𝑄 𝑠0 ∧ 𝑅 𝑠0,𝑠1 ∧
⋀𝑘−1

𝑖=1 𝑅(𝑠 𝑖,𝑠 𝑖+1) ∧⋁𝑘
𝑖=1 ¬𝑝(𝑠 𝑖).

𝒌 = 𝟐.
𝑄 = ¬𝑥2 =   000, 001, 100, 101
𝜙 is UNSAT
𝑰 = ¬𝒙𝟐 = 𝑸.
Algorithm terminates.
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𝑝𝑜𝑠𝑡(𝑄)
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𝑄

𝐼if 𝐴 ∧ 𝐵 is SAT then
if 𝑄 = 𝑆0 then return “𝑀 ⊭ AG 𝑝”;
increase 𝑘
𝑄 := 𝑆0(𝑠0);

else
compute interpolant 𝐼 for 𝐴 and 𝐵;
if 𝐼(𝑠0) → 𝑄 then return “𝑀 ⊨ AG 𝑝”;
𝑄:= 𝑄 ∨ 𝐼(𝑠0);
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How Did I Pick the Interpolants?
What I did• Start with A =  𝑝𝑜𝑠𝑡𝑖𝑚𝑔 𝑄• Perform each of the following steps1. Can I throw away 𝑥3? (Is ∃𝑥3.𝐴 ∩ 𝐵 = ∅?) If yes, 𝐴  ≔ ∃𝑥3.𝐴2. Can I throw away 𝑥2? If yes, 𝐴  ≔ ∃𝑥2.𝐴3. Can I throw away 𝑥1? If yes, 𝐴  ≔ ∃𝑥1.𝐴

This hack only works because the postimg(Q) is a state or a cube!
In the homework, you will get CNFs. Try getting rid of clauses.
Note that A is always a valid interpolant.
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Next Week
2PM i13: Property-Directed Reachability
Homework!
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HW 3
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