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Model Checking of LTL
given an LTL property ¢ and a Kripke structure |V
check whether M = ¢

Construct -

Construct a Buchi automaton §_,

Translate M to an automaton A.

Construct the automaton B with £(B) = L(A) N L(S-,,)

If L(B) = @ => A satisfies ¢

Otherwise, a word v - w® € L(B) is a counterexample
: a computation in M that does not satisfy ¢
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Outline

= Finite automata on finite words

=  Automata on infinite words (Buchi automata)

= Deterministic vs non-deterministic Blichi automata
= |ntersection of Buchi automata

= Checking emptiness of Buchi automata

= Generalized Blchi automata

* Model checking using automata

= Translation of LTL to Blchi automata
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Automata on Infinite Words (Buchi)
B = (2,Q,4,Q°F)

An infinite run p IS accepting < it visits an accepting state
an infinite number of times.
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Outline

= Finite automata on finite words

=  Automata on infinite words (Buchi automata)

= Deterministic vs non-deterministic Blichi automata
= |ntersection of Buchi automata

= Checking emptiness of Blichi automata

= Generalized Blchi automata

= Model checking using automata
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Det. and Non-det. Bluchi Automata

= Deterministic Bluchi automata are strictly less
expressive than nondeterministic ones.

= Not every nondeterministic Blichi automaton has an equivalent
deterministic Blchi one.

= Deterministic Buchi automata are not closed under
complementation.

= Nondeterministic Blichli automata are closed under

complementation.
= The construction is very complicated. (Safra Construction)
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Outline

= Finite automata on finite words

=  Automata on infinite words (Buchi automata)

= Deterministic vs non-deterministic Blichi automata
= Intersection of Blchi automata

= Checking emptiness of Blichi automata

= Generalized Blchi automata

= Model checking using automata

Institute for Applied Information Processing and Communications SC@S
25.05.2023

Secure & Correct Systems



Ty,

Intersection of Blchi Automata

" GivenB,; =(2,Q,,4;,Q,°F;) and B, = (£,Q,,4,,Q,°.F,)

= B=(%,QAQ%F)s.t. L(B) = L(B,) N L(B,) is defined as follows:
: {0, 1, 2}
" {0}
" {2}

((1,92:X), @, (4'1,9'2,X)) € A <
(1) (g.8,9'3) € A; and (9,,a,9,) € A,
(2) Ifx=0andq’;e F,; then x'=1

If x=1 and q’,e F, then x'=2

If x=2 then x’=0

Else, x'=x
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Intersection of Biichi Automata

" GivenB,; =(2,Q,,4;,Q,°F;) and B, = (£,Q,,4,,Q,°.F,)
= B=(%,QAQ%F)s.t. L(B) = L(B,) N L(B,) is defined as follows:

" {0, 1}
" {0}
!
" ForA
= (2) If x=0and g, F; then x'=
If x=1 and qg,€ F, then x’= a b
Else, x'=x
= ForF ry, g, 1 : (rz, 94, 0)

" F=F; xQ; x{0}

b
<r2= q'1= 2) O <r11 q2! D>
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Intersection of Blichi Automata

= Question
= How do we define the transition relation for B, if X Is over
{0,1} only?
=  Answer
= For A

» (2) If x=0 and g,€ F; then x'=1
If x=1 and g, F, then x'=0
Else, x'=x
" For F
" F=F, xQ, x{0}
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= Checking emptiness of Buchi automata
= Generalized Buchi automata

= Automata and Kripke Structures

= Model checking using automata

= Translation of LTL to Buchi automata
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Checking for emptiness of £(B)

= How to check for L(A) = @7
= Empty if there is no reachable accepting state on a cycle.

Q
T
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» Generalized Blchi automata

= Automata and Kripke Structures

= Model checking using automata

= Translation of LTL to Blchi automata
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Generalized Blichi automata

= Have several sets of accepting states

= B =(X,Q,A,Q°F) is a generalized Bichi automaton:
= F={P,, ..., P}, where forevery 1 <si<k, P, € Q

= Arunp of Bis accepting if for each P,€ F, inf(p) N P;# @
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Translation from Generalized Biichi to Buichi

= Gjven ‘B = (21Q1’A11Q10’F1) with F = {Pl’ - Pk}

= How can we construct a Biichi automaton B’ that accepts the same
language?
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Translation from Generalized Biichi to Buichi

= B=(2,Q,A,Q°F)withF={P,, ..., P}
= B =(Z,Qx{0,1,...k}, A’,Q%0, Q x k) with:

= The transition relation A’:
((9,x),a,(d",y)) € A "when (g,a,q’) € A and x and y are as follows:

= |f q' € P, and x=i, then y=i+1 for i<k
= |f x=k, then y=0.

= QOtherwise, X =Y.

Size of B’ = (size of B) X (k+1)
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= Automata and Kripke Structures
= Model checking using automata
Translation of LTL to Blchi automata
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Kripke Structure M to Biichi Automaton A,

= Move labels to incoming transitions
* Push labels backwards

= All states are accepting
What about initial states?

{P}
Ay OO0,

S; ) {p,q}
{p,a} {a}

M: 2 Ay s,
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Kripke Structure M to Biichi Automaton A,

= Move labels to incoming transitions
= All states are accepting

)
(
= |ntroduce new Initial state t
{p,a} { P}
{P}
) )
S0 S {p,q}
{p,a} {a}
S s,

M. 2 ‘AM:
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Automata and Kripke Structures

M=(S,Sy;, R,AP, L) = A, =(Z, SU{L}, A, {1}, SU{L}),
where X = P(AP).

» (s,a,s')eAfors,s'’eS e (s,s')eRanda=L(s')

= (Las)eEAoseS,anda=L(s) |

P, 9} 1P}
1P}

i i T
S0 51 {p, q}
\ {p a} {a}
S

M- 2 (’AM : 52
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* Model checking using automata
Translation of LTL to Blchi automata
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Model Checking when
System A and Spec § are given as Blchi automata

= A satisfies § if L(A) S L(S)
* |s any behavior of A allowed by §7

Seguences satisfying §

{Computations of A J

All possible sequences
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Model Checking when
System A and Spec § are given as Blchi automata

= A does not satisfy 8§ if L(A) & L(S)

Seguences satisfying §

Counter-
examples

Computations of A

All possible sequences
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Model Checking when
System A and Spec § are given as Blchi automata

= Check whether £L(A) € L(S)
= Equivalent:

L(A) L LS) = LA)NLS)# O
L(A) € L(S) L(A) & L(S) = L(A)N LES)# 0
Sequences satisfying § Counter- Sequences satisfying §
examples )
{Computations of A } Computations of A J
All possible sequences All possible sequences
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Model Checking — suggested algorithm

when system A and spec 8§ are given as Blichi automata

Complement §. The resulting Biichi automaton is §
Construct the automaton B with £(B) = L(A) N L(S)
If L(B) = @ = A satisfies §

Otherwise, a word v - w® € L(B) IS a counterexample
- a computation in A that does not satisfy §

W Dhe

Counter- Sequences satisfying §

examples )
Computations of A

1:(:/[) < 1:(5) = 1:(04) N L(g) 0 All possible sequences
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Model Checking — suggested algorithm

when system A and spec § are given as Blichi automata

Loy 53

Complement 8. The resulting Blichi automaton is §
Construct the automaton B with £(B) = L(A) N L(S)
If L(B) = @ = A satisfies §

Otherwise, a word v - w® € L(B) IS a counterexample
: a computation in A that does not satisfy §

e
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Ty
Model Checking — suggested algorithm

when system A and spec § are given as Blichi automata

Loy 53

Complement 8. The resulting Blichi automaton is §
Construct the automaton B with £(B) = L(A) N L(S)
If L(B) = @ = A satisfies §

Otherwise, a word v - w® € L(B) IS a counterexample
: a computation in A that does not satisfy §

How can we avoid building the complement of §?

e
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Model Checking of LTL
given an LTL property ¢ and a Kripke structure M
check whether M = ¢
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Model Checking of LTL
given an LTL property ¢ and a Kripke structure M
check whether M E ¢

Construct -

Construct a Buchi automaton §_,

Translate M to an automaton A.

Construct the automaton B with £(B) = L(A) N £L(S-,,)
If L(B) = @ > A satisfies ¢

Otherwise, a word v - w® € L(B) is a counterexample
: a computation in M that does not satisfy ¢

o 0k W PE
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Model Checking of LTL
given an LTL property ¢ and a Kripke structure M
check whether M E ¢

Construct - N
o

Construct a Buchi automaton §_;°

Translate M to an automaton A.

Construct the automaton B with £(B) = L(A) N £L(S-,,)
If L(B) = @ = A satisfies ¢

Otherwise, a word v - w® € L(B) is a counterexample
: a computation in M that does not satisfy ¢
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Translation of LTL to Blichi automata
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Translation of LTL to Blichi automata

1. Translate ¢ into generalized Blchi Automaton
= A, accepts exactly all the traces that satisfy ¢

2. Translate generalized Buchi to Bluchi automaton
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Recall LTL Semantics

Xp O @ O @ » O O O
Gp O O O O > & & O
Fp O O O O * 0 O O
pUq @ @ @ O 0 O 0O
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Rewriting

= Algorithm only handles
= ,AVLX, U
= Use rewriting Rules
" Gp =Fag
" Fo =trueUg
" G = aF-@
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From LTL formula ¢ to GBA A,

= Step 1: Define the state space A, based on ¢

The set of all good sets of cl(¢) defines the state space of A,

* cl(¢) are subformulas of ¢ and their negation

= Formally:

" ¢ € cl(ep).

= Ifp, € cl(p),then @, € cl(e).

» If -, € cl(p) then ¢, € cl(p).

" Ifp, V @, € cl(p),then ¢, € cl(p) and ¢, € cl(p).
" IfX @, € cl(p), then @, € cl(p).

" Ifp, U@, € cl(p),then ¢, € cl(p) and ¢, € cl(p).
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From LTL formula ¢ to GBA A,

= Step 1: Define the state space A, based on ¢

The set of all good sets of cl(¢) defines the state space of A

* cl(¢) are subformulas of ¢ and their negation
= Example cl(p) for ¢ == (=p U ((Xq) V1))

cl(e) ={p,~@,—p,0,q9,0q, 7,1, (Xq), 7 (Xq),
(Xq)vr),—~((Xq)Vvr)}
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From LTL formula ¢ to GBA A,

= Step 1: Define the state space A, based on ¢

The set of all good sets of cl(¢) defines the state space of A,

* cl(¢) are subformulas of ¢ and their negation

» Good sets:
S c cl(p) Isgood in cl(p) if S Is a maximal set of
formulas in cl(¢) that is consistent

» Forallp, ecl(p): p,€ES©S -, &S
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SRS Give the state space of A, for the formula ¢= (=h U c)
C|(g0) = {—Ih, h, -c, c, (—Ih U C), —|(—|h U C)}

((ﬁh)Uc) (~h)Ue
h c h —c

. |
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From LTL formula ¢ to GBA A,

A, = (P(AP),Q,A,Q°F)
= Q< P (cl(g)) is the set of all the good sets in cl(¢p).
= Next: A

Each state of A, Is labelled with a set of properties that
should be satisfied on all paths starting at that state
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From LTL formula ¢ to GBA A,

A, = (P(AP),Q,A,Q°F)

* Forqgq,qg €eQando AP, (g,0,9) € Alf:
1. o = q N AP (pushlabels backwards)
2. Xp1 €q © @1 € ¢q
3 (Xp1) € q o 1€ Qq

4. @, U @, € q < either ¢, € g or both
¢, €qand o, U, eq

5 =(p, U @,) € q & either =g, € g and either
g €qoOra(p,Ugp,) €EQ
Institute for Applied Information Processing and Communications SCOS
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— 1. o = C[, Nn AP (push labels backwards)
= X=b )
2 Xp1 €Eq © @1 € q

= ToDo 3. a(Xp1) €Eq © g€ q
Draw the state space and the transitions.

Cl((p) = {b, —|b,X—|b, —|(X—|b)}

—-b
:@
—-b
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— 1. o = C[, Nn AP (push labels backwards)
= X=b )
2 Xp1 €Eq © @1 € q

= ToDo 3. a(Xp1) €Eq © g€ q
Draw the state space and the transitions.

Cl((p) = {b, —|b,X—|b, —|(X—|b)}

b
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— 1. o = C[, Nn AP (push labels backwards)
= X=b )
2 Xp1 €Eq © @1 € q

= ToDo 3. a(Xp1) €Eq © g€ q
Draw the state space and the transitions.

Cl((p) = {b, —|b,X—|b, —|(X—|b)}
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— X b 1. o = C[, Nn AP (push labels backwards)
¢ - 2. Xp, €Eq © @ € ¢
S ToDo 3. (X)) € g © =@ € ¢

Draw the state space and the transitions.

Cl((p) = {b, —|b,X—|b, —|(X—|b)}
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@=(-h U c)

1. 0 = q' n AP

3. ¢,U @, € qe either ¢, € g or both
p1€qand o, U g, €q

4. =(pq U @, ) € g & either =g, € q and either
apieqora(p,Ugy)eq

A T ) t"hq - - e L L el ? ;
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A, = (P(AP),Q,A,{1},F)

R '_ ‘

)= From LTL formula ¢ to GBA A,,

Q < P (cl(p)) u{y
IS the set of all the
good sets in
cl(p) u {u.

(La,) EA &
@ € and
o= q N AP
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From LTL formula ¢ to GBA A,

A, = (P(AP),Q,A{1},F)
= QC P (cl(p)) U{L}is the set of all the good sets in cl(¢p)
U {1}.
* (La,00eAs@peq and =g N AP
= Forevery ¢, U @, € cl(p), F includes the set
" Fp Ug,=1a€Q| 9, €qor-(p; Ug,)€q}.
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@=(-h U c)

7

= F={{1,25,6,7, 8)} O
- v
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From LTL formula ¢ to GBA A,,

A, = (P(AP),Q,A{1},F)
= QC P (cl(p)) U{L}is the set of all the good sets in cl(¢p)
U {1}.
* (La,00eAs@peq and =g N AP
= Forevery ¢, U @, € cl(p), F includes the set
" Fy, Ug,=10EQ|p,€qo0r-(p; Ug,) € q}

ToDo

q
|

What is the complexity?
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From LTL formula ¢ to GBAA, ,,,
A, = (P(AP),QA{t}F) C <

= QC P (cl(p)) U{L}is the set of all the good sets in cl(¢p)
U {1}.
* (La,00eAs@peq and =g N AP
= Forevery ¢, U @, € cl(p), F includes the set
" Fy Ugp,=1d€Q|p€q0r-(p; U, €q}

» What is the complexity?
= A, Is always exponential in the size of ¢.
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