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Background



TEE www.tugraz.at

• Runs separate OS/Kernel

• Not dependent on untrusted software

• Implements e.g. GlobalPlatform TEE API

• More functionality than SE

• Implementations:

• Android: Trusty, QTEE, ...

• Desktop: Intel CSME, AMD PSP, ...

• OPTEE

• iOS Secure Enclave

• ...
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TEE – Overview www.tugraz.at

Image: [Gon15]
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TPM/SE vs. TEE www.tugraz.at

• TPM/SE usually discrete

• TPM/SE has limited, well-defined functionality
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ARM TrustZone



TrustZone www.tugraz.at

• Cortex-A series

• Splits system in normal/secure world
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TrustZone for Cortex-M www.tugraz.at

• Similar name but incompatible

• Lower latency

• For systems without MMU
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TrustZone – Example: Trusty www.tugraz.at

Image: Android OS Documentation
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https://source.android.com/security/trusty


TrustZone – AXI Bus Integration www.tugraz.at

• AxPROT[0] (P): Privileged/unprivileged

• AxPROT[1] (NS): Non-secure/secure

• AxPROT[2] (I): Instruction/data
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Intel SGX



SGX www.tugraz.at

• Since Skylake (2015)

• Memory encryption, integrity protection

• Remote attestation

• Trusted time and monotonic counters

• Small enclaves
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SGX – Security Model www.tugraz.at

• Trusted enclave

• Untrusted OS, userspace

• Trusted hardware, firmware (TCB)
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SGX – Caveats www.tugraz.at

• Enclave relies on untrusted OS
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SGX – Attacks www.tugraz.at

• Cache attacks (Prime+Probe [Sch+17])

• Transient execution attacks (SGAxe [Sch+20], MicroScope [Ska+19], ...)

• Software triggered fault attack (PlunderVolt [Mur+20], SGX-Bomb [Jan+17])
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AMD SEV



SEV www.tugraz.at

• Since EPYC Naples (2017)

• Secure full system virtualization

• On Naples: Only memory encryption
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SEV-ES www.tugraz.at

• Since EPYC Rome (2019)

• Protected register state
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SEV-SNP www.tugraz.at

• Since EPYC Milan (2021)

• Memory integrity protection

• Support for non-enlightened guests
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SEV – Security Model www.tugraz.at

• Trusted Guest

• Untrusted Hypervisor

• Trusted hardware, firmware (TCB)
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SEV – Caveats www.tugraz.at

• VM relies on untrusted Hypervisor

• Before SEV-ES: Register state not protected

• Before SEV-SNP: No memory integrity protection
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SEV – Attacks www.tugraz.at

• CEK extraction through PSP bug [BWS19][Buh+21]

• Exploiting unprotected I/O operations [Li+19]
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Thank you!
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