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Introduction

What we now about FPGAs so far:

e Large global market

e FPGAs are becoming increasingly popular
e Easy to configure

e Using bitstreams
e Stored in external memory
e In plaintext



Why do we need bitstream encryption?

FPGA

Inside our FPGA we store valuable secrets:

e Details of design

e Proprietary algorithms

e Implementation specifics



Why do we need bitstream encryption?

Inside our FPGA we store valuable secrets:

e Details of design

e Proprietary algorithms

e Implementation specifics

© We want to secure our bitstream to protect our IP



Bitstream Encryption
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e Encrypt bitstream when creating
e Add decryption logic to FPGA

Program E AES
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e Encrypt bitstream when creating
e Add decryption logic to FPGA

© Where does the key come from?
© Can we use that logic for other things?



e Happens during creation of bitstream ‘

e Specify key and options in XDC file -a

e For details see [5]



Encryption Example

Add to XDC file:

set_property BITSTREAM.ENCRYPTION.ENCRYPT

< YES [current_design]

set_property BITSTREAM.ENCRYPTION.ENCRYPTKEYSELECT
< BBRAM [current_design]

#set_property BITSTREAM.ENCRYPTION.ENCRYPTKEYSELECT
— eFUSE [current_design]

set_property BITSTREAM.ENCRYPTION.KEYO

< 256'h46AC...3E7A [current_design]

e Other options: HKEY, KEYFILE, and STARTCBC
© Generates NKY file which can be loaded into FPGA



Decryption logic

e AES-256 in CBC mode
e Supply key and IV when writing
bitstream
e Decryption logic can not be used for
anything else
e Key storage

o BBRAM
e eFUSE



Key storage: BBRAM

e Battery-backed RAM
e Volatile storage ﬁ
Reprogrammable (2 2 2 |

@ Needs external battery



Key storage: eFUSE

e Non-volatile

e One-time programmable
No battery required
N

@ Key can not be cleared/changed/removed
@ ‘“Less secure than BBRAM" (?)
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Bitstream Authentication




Bitstream Authentication

Not only confidentiality

e Make sure no one changed bitstream "
e Comes together with encryption

e Key not stored on-chip
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Bitstream Authentication Details

Providing integrity and authenticity

e HMAC using SHA-256 A R
e Separate key from AES (XDC) ,
e Key wrapped in encrypted bitstream

e MAC contained in encrypted bitstream
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Bitstream Structure




Bitstream Structure

encrypted

SYNC

«<—— Synchronization word

CTL

«—— Tell FPGA security is enabled

CBC IV

<— I|nitialization vector for CBC mode

DWC

AKEY

Header CMDs

Write FDRI

FDRI

Footer CMDs

ALIGN

AKEY

MAC

«—— Decrypt word count (amount)
«—— Authentication key

} FPGA configuration data

«—— Pad to multiple of 512 bits
«—— Authentication key (again)
«—— Message authentication code
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Conclusion

FPGAs contain valuable secrets

e Protect IP in FPGA @
e Encrypt bitstream using AES &

e Authenticate bitstream
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