The initial value of the state variable v, of the circuit is false. The initial values of v;and v, are

unknown.
v2 .I >° ) Task 1a. [5 Points]
e State the formula Sy that represents the set of initial states and the formula R that
represents the transition relation of C.
vl D Task 1b. [5 Points] VO, Vl, v2

e Draw the Kripke Structure M = (S, So, R, AP, L) that represents C.

taken from an anonymous student
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Outline

* Bounded Model Checking

* VVerifying Reachability Properties with k-induction
* Model Checking with Inductive Invariants

* Model Checking with Craig Interpolants

* Property-Directed Reachability



Overview

» SAT solvers can solve propositional formulas. (See Chapter 9.)
» SAT solvers have become very fast

Techniques
* Bounded Model Checking: Is there a trace of length k that violates the property?
* k-induction: Can we prove the property inductively for any trace?

* Create an inductive invariant that is stronger than the property
* Craig Interpolants
* Property-Directed Reachability

In this chapter, we will only consider LTL formulas



Preliminaries
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Postimage

postimg(S) = states reachable from S in one step

postimg({ (0,1) }) =
postimg( {(0,0), (1,1)} ) =

Kripke structure



Paths

Initial states: Sy(x,y) = (x =1Ay=1)
Transitions: R (x,y,x",y') = (x' = (x + @

y)mod 2) A (y' = y) <

Path;(S(V)) =SARW,V') = @

V. =x /\y A (X’ — (x + y) mOd 2) A (y, — y) — Kripke structure



Paths

Initial states: Sy(x,y) = (x =1Ay=1)
Transitions: R (x,y,x",y') = (x' = (x + @

y) mod 2) A (y' =) <
Path,(S(V)) = SARV, V') =. @
X/\y/\(x' — (X+J’) mOd 2)/\(3" =)’) —. Kripke structure

XANYyA=x Ay,



Bounded Model Checking
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Computer Aided Verification Award 2018

Bounded Model Checking
has revolutionized the way
model checking is used and
perceived. It has increased
the capabilities of model
checkers by orders of
magnitude, turning them
into a standard tool for
hardware verification and a
very important component
of the toolkit available for
software verification...

(1999)

Model Checking
Chapter 10

Flavio Lerda, Daniel Kroening, Armin Biere, Alessandro Cimatti,
Not pictured: Edmund M. Clarke, Yunshan Zhu



Bounded Model Checking
|

build BMC
formula for Search for bugs within k steps.
bound k
l Correctness can only be proven if we

know maximal value for k

is formula
satisfiable?

UNSAT SAT

stop, property is violated;

increase k return satisfying assign-
ment as counterexample




Reachability Properties

Property
p always holds iff we cannot reach a state with —p

Kripke Structure
M = (§,Sy, R, AP, L) — represented symbolically (see chapter 3)
State variables V = {v4, ..., v, }



Reachability — Paths

pathq(sp)
path,(sg,s1)
path;,(sg, ..., S2 )

pathk (SOJ vy Sk )
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Reachability — Paths

pathy(so) = S50(So)

path,(so, s1) = So(So) AR (S, 1)

path,(sg, ..., S2) = So(So) A R(Sq,81) AR(S1,52)

pathz(sg, ...,s3) = So(So) A R(Sq,51) A R(S1,52) AR(Sy,53)

path(sg, ..., Sk ) = So(Sp) A /\i'{=_01 R(s;, Si+1)



Chapter 10

Reachability — Building the Formula

Model Checking
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Reachability — Building the Formula

k—1
pathy(sg, ..., Sk) = So(so) A /\R(Si»5i+1)
/ =0\
Path starts in initial state Exists transition from s; to s;,
System is incorrect within k steps if )
path; (S, ..., S) A \/ -p(s;)

/ =0 \

There is a path to sy One of the state violates p

Chapter 10 Model Checking
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Reachability — Correctness

Theorem 10.1. pathys,,..s;) A VX, =p(s;) is satisfiable iff there is a
counterexample to AG p of length < k.

Chapter 10 Model Checking

17
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Example

Model Checking

AGa
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Example

SO (vo, Ul) = V) N\ V4

R(vo, vl,v(’),v{) = 1V AN %] AN U(’) AN _Ivi
Vvo/\_lvl/\U:,l ’ ,
VvV _IUO /\Ul N\ _Ivo N —|171
VoAV Avy Avyg

a(vy,v1) = =vy V a1y

Model Checking

AGa
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Example

Uo,vl
00 10 0 11

v path,(sg,S1,52) = So(So) A R(Sg,51) AR(s1,52)

SO (vo, Ul) = V) N\ V4 = —o,0 A V1,0 A

I} I} / / _Ivoo /\ _Ivlo /\ v01 /\ _Ivll
R(UOJ vl’ UO’ vl) - _IUO A _Ivl A UO A _Ivl V vOO/\ —V19 N V11

V (%0} N\ mi%] N\ U:,l
V _IUO A\ vl A\ —|U(’) A —|Ui Vv =1 Vg0 N\ V10 N\ _Iv01 N\ V11

VoAV Avy Avyg V Voo A V10 A Vo1 A V13

a(vy,v1) = =vy V a1y

k
\/ _Ia(Si) == _I(_Ivoo V —|v10) V —|(—|v01 V —|v11)

i=0
Model Checking 20
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Example

Uo,vl
00 10 0 11
v pathy(so, S1,52) = So(So) A R(Sg,51) A R(s1,52)
SO (vo, Ul) = _IUO N\ _Ivl = _'UO,O A _'vl,O A

R( , ’) /\ A , /\ , _IvOO /\ _Ivlo /\ v01 /\ _Ivll
vOl vl) vOI vl \7 _Ilj\o _”j\l IUO _Ivl V UOO/\ —|v10 N vll
Vo mi%] Vg N
V =vg A vy A =vp A =g vV TWoo A P10 A W01 A1
VoAV Avy Avyg V Voo A V10 A Vo1 A V13

a(vy,v1) = =vy V a1y o1 A V11 A Vg2 A V12
\Y U01/\ V11 N V12
\ Vg1 N V11 AN Vg2 AN Ly

Vv Vo1 N V11 N\ UOZ N\ V19

k

\/ _Ia(Sl') == _I(_Ivoo V _Ivlo) V —|(—|v01 V —|v11) V _I(_Ivoz V —|v12)
i=0
Chapter 10 Model Checking 21



Example

Vo, V1
00 10 0 11

path, (o, s1,52) = So(so) AR(So,51) AR(s1,52) Satisfying assignment

AGa

= _'UO,O N —|v1’0 N
ﬁvoo /\ ﬁvlo /\ v01 /\ ﬁvll I

V voo/\ V19 N V11

V _Ivoo /\ vlo /\ —|U01 /\ —|v11

V Vgg A V19 A Vg A V14 V1i

—|v01 /\ —|v11 /\ UOZ /\ —|v12
V 1701/\ —|v11 /\ 1712
V —|1701 /\ 1711 /\ _IUOZ /\ —|1712

V Vo1 AV11 AVga AVpy
k

\/ _Ia(Sl') ES _I(_Ivoo V —|v10) \ —|(—|v01 V —|v11) VvV _I(_Ivoz V _Ivlz)
i=0

Chapter 10 Model Checking
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Try it with Z3!

(declare-const v00 Bool)
(declare-const v10 Bool)
(declare-const v01l Bool)
(declare-const v11l Bool)
(declare-const v02 Bool)
(declare-const v12 Bool)

(define-fun SO ((v0 Bool) (vl Bool)) Bool
(and (not v0) (not wvl1l)))
(define-fun R ((v0 Bool) (vl Bool) (w0 Bool) (wl Bool))
Bool
(or
(and (not v0) (not vl) wO (not wl))
(and v0 (not vl1) wl)
(and (not v0) vl (not wO) (not wl))
(and v0 vl wO wl))
)
(define-fun a ((v0 Bool) (vl Bool)) Bool
(or (not v0) (not vl))
)
(define-fun pathl ((v00 Bool) (v10 Bool) (v0l Bool) (vl1l

Bool)) Bool
(and (SO v00 v10)
(R v0O v10 v01 wv11l)
)

)

Chapter 10

(define-fun path2 ((v00 Bool) (v10 Bool)
Bool) (v02 Bool) (v12 Bool)) Bool
(and (SO v00 v10)
(R vOO v10 v01 v11)
(R v01l v11l v02 v12)
)

k=1
(assert
(and (pathl v00 v10 v01 wv11l)
(or (not (a v00 v10))
\ (not (a v01 v11))
)

Ne Ne Ne No Ne No Ne N

)

; k =2
(assert
(and (path2 v00 v10 v0l v11l v02 v12)
(or (not (a v00 v10))
(not (a v01 wv11))
(not (a v02 v12))
)
)
)

(check-sat)
(get-model)

(v0l Bool)

(v11

https://rise4fun.com/Z3

Model Checking
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Another Example ¢ (H_)D

Does modulo-8 counter of Chapter 3.5 ever reach 47 v —)D_
=P = Vg A v A Dy, % Do—‘
SO (V) — _IUO N —|v1 N _Ivz.

RW, V)=, e v AN(v; o vy Bv) A(vy, © (vgAvy) D vy).

k =0:
So(v) =1V N V4 N %) N

\neg p(v) =1V N V4 N (%X

Chapter 10 Model Checking 24



So(V)

R(v,v")

Another Example

Does module-8 counter of Chapter 3.5 ever reach 47
P = Ve A v AV,

SO (V) = TV /A V4 N V5.

R(WV,V") = (g © —wo) ANy @ vg D v1) A(vg © (v Avy) D vy).

k=1:

Vg A V1 AUy A

(v © ) A (] © vy D V) A(vy © (Vg Avy) D vy) A
(AU AV AV, V Vg AV AV').

-p(v) —p(v")

Chapter 10 Model Checking
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So(v)

R(v,v")

R, v'")

Another Example

Does module-8 counter of Chapter 3.5 ever reach 47
P = Ve A v AV,

SO (V) = TV /A V4 N V5.

R(WV,V") = (g © —wo) ANy @ vg D v1) A(vg © (v Avy) D vy).

k = 2:

Vg A V1 AUy A

(v © ) A (] © vy D V) A(vy © (Vg Avy) D vy) A

(g & W )A[V1 eV @V )A[ e @AY ) BV';)A

(Vg AV AV, V aV{AV; AV, Vo Vg A vy AV'S)

Model Checking

-p(v) —p(v') —p(v")

| >-

) >
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Eventuality Properties

Property

Suppose = AF p

Counterexamples fulfill EG —p
Counterexamples have Lasso Shape (see chapter 4.)

stem loop

Chapter 10 Model Checking
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Completeness

BMC finds bugs of length < k.

Longer counterexamples may exist!

Is there a k big enough to exclude any counterexample?
Def. M &, ¢: all computations of length k satisfy .

Completeness threshold: Number CT suchthat M E.r ¢ > M E ¢
If completeness threshold known, stop BMC when k = CT

Ideas for finding CT ?

Chapter 10 Model Checking
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Completeness Threshold

Finding smallest CT is as difficult as model checking!

* Smallest CT is size of shortest counterexample, or O if the property is
satisfied

Simple values for CT

* Number of state of M is bound on CT

* Diameter (longest simple path between two states) is bound on CT
These are typically really large numbers



Chapter 10

Verifying Reachability Properties
with k-induction

Mary Sheeran, Koen Claessen, Per Bjesse,
2000
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Motivation

* Completeness thresholds usually very large

e Can we prove a property with fewer unrollings?
* Idea: Use induction.

Base: Prove Q(0)

Induction: Prove Q(n — 1) = Q(n)

Conclusion: Vn.Q(n)

Caveat: Property may be true, but not inductive (see below)

Chapter 10 Model Checking



Induction

Let’s prove AG p on the following structure.

Take arbitrary path

* Base case: (0) E p true:q: Fp

* Induction: if t(n — 1) E p then m(n) E p true: any successor of a p-state is a p-state

* Conclusion: for any path m we have Vn.n(n) E p

Chapter 10 Model Checking 37



Satisfiability

Let’s prove AG p on the following structure. How can these properties be violated?
Take arbitrary path

* Base case: 7(0) E p S,(s) A =p(s) Unsatisfiable

* Induction:ift(n —1) Epthent(n) Ep p(s) AR(s,s") A=p(s’) Unsatisfiable

* Conclusion: for any path w we have Vn.m(n) E p

o000

Chapter 10 Model Checking



A Problem

Let’s prove AG g on the following structure.

Take arbitrary path

 Base case: 7(0) E g

* Induction:ift(n— 1) E gthenm(n) Eq not true!

not all true properties are inductive

OO oo e

Chapter 10 Model Checking



k-induction

Base:
Induction:
Conclusion: Vn. Q(n)

In our setting:

Base. all paths of length k from S, are labeled g

Induction. all paths of length k labeled with all gs are followed by a g
Conclusion. All paths from S, are labeled g

o—e—EH—0o0--



k-induction

Base: Prove Q(0) A---AQ(k —1)
Induction: Prove Q(n —K)A---AQ(n—1) = Q(n)
Conclusion: Vn.Q(n)

In our setting:

Base. all paths of length k from S, are labeled g

Induction. all paths of length k labeled with all gs are followed by a g
Conclusion. All paths from S, are labeled g

a
EO———C



Prove AG q using 2-induction

Base: Consider all paths of length 2 from g;: g E gand g, E g.
Induction: Do all successors of paths of length 2 labeled q, g fulfill g?

* (91, 92)
* (92, 93)
* (q3,94)

* (94, 94)
Conclusion: for any path m we have Vn.m(n) E p

o—e—EH—0o0--



k-induction as Satisfiability

Base. all paths of length k from S, are labeledp ° 2
This is BMC! So(s0) A NG R(s,8i41) AVIZo —p(s:)
Induction. all paths of length k labeled with all p’s are followed by a p

k-1 k-1
/\R(Si: Si+1) N /\P(Si) A —p(Sk)
i=0 1=0

Formula satisfiable iff there is a counterexample

. 2. k_. . .
43
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k-induction

while(k=0; ; k++){
build BMC formula ¢
if @ SAT return “bug!”

build induction formula ¥
if @ UNSAT return “correct!”



k-induction is not Complete

System satisfies AG g, but induction step fails for any k

Base. all paths of length k from S, are labeled g
Induction. all paths of length k labeled with all gs are followed by a q. FALSE

1 2 3

Chapter 10 Model Checking
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Making k-induction Complete

Induction. all noncyclic paths of length k labeled with all gs are followed by a g

/\R<sl,sl+1> ] /\p<s ) A =p(s50) A

_ /\/\]
- ﬂ

1 2 3

Chapter 10 Model Checking

48



HW2

Chapter 10

Consider the following synchronous Kripke structure K.

do

We wish to prove that p is always true.
Task 2a. [5 points]

Suppose that g4 is the initial state. Suppose you are given formulas R, S, and p for the transition
relation, the initial states and the property, resp.

e Whatis the smallest k such that BMC finds a counterexample?
e Show the BMC formula, using R, Sy, and p.
e |sthe formula satisfiable? Explain.

Task 2c. [5 points]
Suppose that g, is the initial state. The new formula for the initial states is S',.

e Whatis the smallest k such that k-induction can prove the property correct?

e Suppose n=2. Choose an appropriate k and show the k-induction formula, using R, S’, and p.

e Isthe formula satisfiable? Explain.

49



Note to myself

e There is a BASE formula and an INDUCTION formula. You need both
to do k-induction. That was unclear in the home work.h



Chapter 10

Model Checking with Inductive Invariants

Model Checking
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Task 2a. [5 points]
Consider the following synchronous Kripke structure K.

Suppose that g, is the initial state. Suppose you are given formulas R, Sy, and p for the transition
relation, the initial states and the property, resp.

e What is the smallest k such that BMC finds a counterexample?
¢ Show the BMC formula, using R, Sy, and p.
e |sthe formula satisfiable? Explain.

do pathk(SO, ""Sk) = So(So) /\/\i'{:_()lR(Si, Si+1)
We wish to prove that p is always true. k
pathy(sg, ..., S) A \/ -p(s;)
=0
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Consider the following synchronous Kripke structure K.
Task 2c. [5 points]

Suppose that q, is the initial state. The new formula for the initial states is S”,.

¢ What is the smallest k such that k-induction can prove the property correct?
e Suppose n=2. Choose an appropriate k and show the k-induction formula, using R, S',, and p.
¢ |sthe formula satisfiable? Explain.

q
’ k-2 k-1 k-1 k-1
We wish to prove that p is always true.
Sos) A [\ RGsused A\ ) [\RGusu A [\ pisd n-w(si)
=0 =0 =0 =0
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Homework Results

* Find the results here:
https://cloud.tugraz.at/index.php/s/zeEgt8ptcRQCXEW

* Confused? Write an email to modelchecking@iaik.

Chapter 10 Model Checking
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Problems with k-induction

Problem: Sometimes k is very large
In the following machine, you need k = n + 1 to prove AG p.
Idea: Automatically find better inductive invariants.

do



Inductive Invariant

Remember postimage(Q) = {s’ | 3s. R(s,s")} (see Chapter 5).

Definition. I € S is an inductive invariant for AG p if
1. So <1

2. postimage(l) S |

3. VselsEp

If there is an inductive invariant for AG p, then AG p holds.

In formulas:

1. So—1

2 IAR - T
3. IT—-p

Still Chapter 10 Model Checking

no edges leave [

P




Inductive Invariant

Remember postimage(Q) = {s’ | As.R(s,s’)} (see Chapter 5).
Definition. I € S is an inductive invariant for AG p if

1. Syl

2. postimage(l) C I

3. Vsel.skEp

If there is an inductive invariant for AG p, then AG p holds.

Still Chapter 10 Sl



Multiple Invariants

S oD Bod Do beod

Bob BB HLoLOE
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Strongest & Weakest Invariant

Lo B o8

Smallest (strongest) invariant is reachable state
Largest (weakest) invariant is states that cannot reach —p

Chapter 10 Model Checking 60



Model Checking with Craig Interpolants

Ken McMiillan, 2003

2010 CAV Award: “has significantly influenced both academic
research and industrial practice, and has dramatically changed the
scale of systems that can be analyzed by model checking.”

Chapter 10 Model Checking Keeth 1eMillan



Interpolants as Inductive Invariants

 BMC finds bugs (and absence of bugs up to k steps)

e How to Show Correctness?
* k-induction
* Interpolants

* Find Interpolants I such that
 States reachable in k steps arein |
* no bad statesarein |

* Interpolants are (good) overapproximation of post-image
computation



Interpolant

Definition. Given formulas A, B such that AA B = 1, an interpolant is a formula | such that
1. A-1

Z IANB=L1

3. I only uses symbols that occur both in A and in B

William Craig, 1957

Example. Let
A= (al \ _Iaz) N (ﬂal \ _Iag) N\ a,,
B = (_Iaz \ a3) AN (az VvV a4) N\ 10y
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Interpolant

Definition. Given formulas A, B such that AA B = 1, an interpolant is a formula | such that
1. A-1
Z. IANB=1

3. I only uses symbols that occur both in A and in B

William Craig, 1957

Example. Let

A= (a,V-a,)A(—ayV-as)Aa,,

B = (—a, Vas) A(a, Va,) A-ay.

A A B is not satisfiable.

—a3 A a, is an interpolant:

1 ((a1 V —a,) A (—aq V—aas) A az) - (—az A ay)
2. (masnay) A((may vas) A(a, Va,) A—ay) =L
3. apandasoccurin AandinB
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Chapter 10

pivot

Resolution (Chap 9)

¢\@)/lpvﬂx N

resolvent

Model Checking
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Interpolants from Resolution Proofs

For clause C, C|B is obtained by removing literals not in B

Algorithm. Go through resolution proof top-down.

1.
2.
3.

If leaf vislabeled C € A, then Itp(v) = C|B
If leaf vislabeled C € B, then Itp(v) =T

If node v has pivot variable x € B then Itp(v) = Itp(v™) A
Itp(v™)
If node v has pivot variable x € B then Itp(v) = Itp(v*) v
Itp(v™)



Algorithm. Go through resolution proof top-down.

1. If leaf vislabeled C € A, then Itp(v) = C|B

2. If leaf vislabeled C € B, then Itp(v) =T

3. If node v has pivot variable x € B then Itp(v) = Itp(vT) A ltp(v™)
4. If node v has pivot variable x & B then Itp(v) = Itp(v*) v Itp(v™)

Interpolation Example

aia; C_ll C_l3 a, aas A, Ay 6,4_

1
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Algorithm. Go through resolution proof top-down.
[ 1. If leaf vislabeled C € A, then Itp(v) = C|B ]
2. If leaf vislabeled C € B, then Itp(v) =T
3. If node v has pivot variable x € B then Itp(v) = Itp(vT) A ltp(v™)
4. If node v has pivot variable x & B then Itp(v) = Itp(v*) v Itp(v™)

Interpolation Example

ala_Z C_ll C_l3 a, aas A, Ay 6,4_

1
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Interpolation Example

Algorithm. Go through resolution proof top-down.

If leaf vislabeled C € A, then Itp(v) = C|B

If leaf vislabeled C € B, then Itp(v) =T ]

1
| 2.
3.

4,

If node v has pivot variable x € B then Itp(v) = Itp(vt) A ltp(v™)
If node v has pivot variable x & B then Itp(v) = Itp(v*) v Itp(v™)

a,04 ay

Chapter 10

1

Model Checking
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Interpolation Example

Algorithm. Go through resolution proof top-down.

1. If leaf vislabeled C € A, then Itp(v) = C|B

2. If leaf vislabeled C € B, then Itp(v) =T

3. If node v has pivot variable x € B then Itp(v) = Itp(vT) A ltp(v7)

4. If node v has pivot variable x & B then Itp(v) = Itp(v*) v Itp(v™) ]

B
aia; 6_116_13 a, C_lZaB A, Ay 6,4_
\\az\A - \// T T\M/ T
aaz _ as a;
a, V ds
a
1
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Algorithm. Go through resolution proof top-down.
1. If leaf vislabeled C € A, then Itp(v) = C|B
I nte rpolation Exa m ple 2. If leaf vislabeled C € B, then Itp(v) =T
[3. If node v has pivot variable x € B then Itp(v) = Itp(vt) A ltp(v™) ]
4. If node v has pivot variable x & B then Itp(v) = Itp(v*) v Itp(v™)

B
ala_Z_ c_llc_l§ a, C_lZaB A, Ay 6,4_
\az / a3 a / T T T
dzc_lg _ _ a a,
az V a3 a AT

1
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Algorithm. Go through resolution proof top-down.
1. If leaf vislabeled C € A, then Itp(v) = C|B
I nte rpolation Exa m ple 2. If leaf vislabeled C € B, then Itp(v) =T
[3. If node v has pivot variable x € B then Itp(v) = Itp(vt) A ltp(v™) ]
4. If node v has pivot variable x & B then Itp(v) = Itp(v*) v Itp(v™)

B
ala_Z_ c_llc_l§ a, C_l2a3 A, Ay 6,4_
a2 /a3 a yal T T
a,az _  _ as a,
az V a3 az NT T

C_lz (azv C_lg) N a,

L (C_lzv 6_13)/\612 == 53 /\az
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Reachability Checking with Interpolation

Recall BMC check for - AGp:
So(S0) AN R(Si, Siv1) A Vizo ap(s1).
Start from Q suchthat Q E p

® = Q(sg) ANR(sp,51) A /\5:11 R(si)Siv1) A V?=1 —p(Si)-
Suppose @ unsatisfiable, /(s;) is an interpolant

@ @ ! @’\/\N\/\M
R ' \_Ic/ﬂp(si)

Chapter 10 Model Checking
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Reachability Checking with Interpolation

Note 1: =p(s;) — B

Recall BMC check for mAGp: I(s)) A=p(s;) = L
so [(sq P(S1) =

So(50) A NZg R(si, Six1) AVisg —(sy).
Start from Q suchthatQ E p Note 2: I 2 post(Q)

¢ = Q(so) AR(sp,51) A /\5:11 R(s;) Siv1) A V?=1 —p(s;).
Suppose ¢ unsatisfiable, /(s,) is an interpolant.

R ' \_Ic/ﬂp(si)
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Interpolant Reachability Idea

¢ = Q(so) AR(Sp,51) A /\{'(:_11 R(s;) Si+1) A Vi'czo —p(S;)-
1. StartwithQ = §,

2. If ¢ is satisfiable, —p is reachable

3. Ifnot,setQ to]

4

If I remains unchanged, p cannot be reached (Interpolants are
approximation to post-image)

5. If ¢ is eventually satisfiable, increase k to increase precision of
approximation.

Procedure terminates when k is diameter of system (or earlier!)



Algorithm

procedure CraigReachability(model M, p € AP)

if Sg A =p is SAT return “M ¥ AGp 7;

k:=1;

Q :=So(s0);

while true do

A :=Q(so) AR(sp,51);

B := V! R(s;, 5i41) A ViZy =0 (s));

if A A B is SAT then // —p can be reached from Q
if Q = S, thenreturn “M ¥ AG p”; // —p can be reached from S,
Increase k // Not sure if path to —p is real. Increase precision
Q = So(so0);

else

compute interpolant I for A and B;
If I(sy) == Q then return “M = AG p”; // Reached the fixpoint of overapproximated reachability?

Q:=QVI(sy); // Another step of overapproximated reachability?
end if
end while

end procedure

Chapter 10 Model Checking
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10.4.4 Correctness

If CraigReachability returns “M = AG p” then M = AG p

Let Q; denote Q at iteration i. For all i, Q; < postimage'(Q,). If I = Q;, we have reached a fixed point
Q" = Q;so Q" « postimage”(Qy). Now because Q; A =p = L, we have postimage*(Qy) A —p = L.

If CraigReachability returns “M ¥ AG p” then M # AG p
A A B encodes a path from Q, to —p.
CraigReachability terminates
Note that k increases.
If M ¥ AG p, there is a path of length [ to —p and we will find it when [ = k.

Suppose M E AG p. If k is the diameter of the graph, no I and thus no Q; can contain a state that reaches
—p. Thus, A A B is never SAT and the algorithm terminates because the J; cannot grow forever.



X1X2X3

if A A B is SAT then
if Q = Sy then return “M ¥ AG p”;
increase k
Q = So(S0);
else
compute interpolant I for A and B;
if I(Sg) — Q then return “M & AG p”;

Q:=Q Vv I(sp);

Example AG p

010 011

® = Q(sp) AR(sp,51) A
/\{'cz_ll R(SiJ Si+1) A Véc=1 _'p(Si)'

Model Checking
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Example AG p
)

( : ) '( p )
) ¢d = Q(SO) A R(50;51) A\
10 /\éc=_11 R(Si! Si+1) A Véczl _lp(Si)-
L ™~ k =1.

Q = =x; A =xy, A =x3 = {000}.

¢ is UNSAT
if A A B is SAT then
if Q = So then return “M i AG p”; Invariant checks first bit: I = —x4
increase k
Q :=S50(S0);
else

compute interpolant I for A and B;
if I(sg) = Q then return “M &= AG p”;

Q:=Q VI(sp); Model Checking 80



X1X2X3

Example AG p

if A A B is SAT then
if Q = Sy then return “M ¥ AG p”;
increase k
Q = So(S0);
else
compute interpolant I for A and B;
if I(sg) = Q then return “M &= AG p”;

Q:=Q Vv I(sp);

/q
1

&

® = Q(sp) AR(sp,51) A
/\écz_ll R(SiJ Si+1) A Véc=1 _'p(Si)'
k =1.

¢ is SAT

Model Checking

Q = —x; = {000,001,010,011 }.
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Example AG p

® = Q(sp) AR(sp,51) A
/\{'cz_ll R(SiJ Si+1) A Vé(=1 _'p(Si)'

k = 2.
Q = —x1 A x5 A x3 = {000},
¢ is UNSAT
if A A B is SAT then
it Q = So then return “M i AG p"; Invariant checks 2nd bit: I = —x4
increase k
Q :=So(So);
else

compute interpolant I for A and B;
if I(sg) = Q then return “M &= AG p”;

Q:=Q VI(sp); Model Checking 82



Example AG p

010 011

® = Q(sp) AR(sp,51) A
/\éc—_ll R(SiJ Si+1) A Vé(=1 _'p(Si)'

) e

\ / Q = -x, = {000,001,100,101}
\ Dosf(Q) _
¢ is UNSAT

I

if A A B is SAT then
if Q = S, then return “M # AG p”; I — _|x2 — Q-
increase k . .
0 =5 (50): Algorithm terminates.
else
compute interpolant I for A and B;
if I(sg) = Q then return “M &= AG p”;

Q:=Q VI(sp); Model Checking 83



How Did | Pick the Interpolants?

What | did
e Start with A = postimg(Q)

* Perform each of the following steps
1. Canlthrow away x3? (Is (3x3.A) N B = @?) Ifyes, A = Jx3. A
2. Canlthrow away x,? Ifyes, A = 3dx,. A
3. Canlthrowaway x;? Ifyes, A = 3dx,.A

(This hack only works because the postimg(Q) is a state or a cube!)

Chapter 10 Model Checking
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Model checking - HW2 - Frequent mistakes

2c
Suppose that ¢ is the initial state. The new formula for
the initial states is Sj,.

e What is the smallest £ such that k-induction can prove
the property correct?

qo q1 q2 In
— S <
k-induction as Satisfiability
f r--.\'| __-xr--.\'u R |'/.--q‘\~'|
Correct answer : k = n + 1 (understanding & as number of states Base. all paths of length k from Sl] are labeled p o~ 2 e
of a path).

| This is BMC! ¢= So(50) ANEER(sy, 5141) AVEZS —p(si)
Induction. all paths of length k labeled with all p’s are followed by a p

A common mistake was answering

g g/uj“’- k—1 k—1
&")l:;y; éﬂw . '\ (‘/ - &R(Suswl)“&p(sl)ﬁ_'p(sk)

Formula satisfiable iff there is a counterexample
Q() _— g | —_— Q’L I'/.-:\" "II/I-I; 3 L | .-p ).'—'4'/""'

Ny o
Chapter 10 - 'F P — J;




Chapter 10

HW 3
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Property-Directed Reachability
or IC3

Chapter 10 Model Checking

Aaron Bradley



PDR

Property-Directed Reachability or IC3
* Makes no copies of transition relation — memory efficient
* Overapproximate postimage (like interpolation)



PDR: Data Structures & Invariants

Data Structure
Clause: Disjunction of literals. Cube: Conjunction of literals.

Clause and cubes signify a set of states. Longer clauses — more states. Longer cubes — fewer
states

Formulas Fy, ..., F}, over I/, stored as sets of Clauses (Sets Fy, ..., Fj, © 5)

008 001 010
Example ’ Uil
—»
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PDR: Data Structures & Invariants

Invariants Fy

° |1: SO — FO (SO - Fo)

* 120 F; = Fiyq (F; € Fiiq)
d |2’:Fi = Fi+1 /\Cil/\'“/\ Cin

+ 13: F; A =P = FALSE (F, A —P = )
*14: F; AR > F';.{ (postimg(F;) € F;,,)
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PDR: Data Structures & Invariants

Invariants
d Il SO = FO (SO — FO)

* 120 F; = Fyyq (F; € Fiiq)
¢ IZI:FL' = Fi+1 /\Cil JANRERAY Cin

* 13: F; AP = FALSE (F; A =P = ()

*14:F; AR > F';.{ (postimg(F;) € F;,,)

Facts

* VO < i < k: Thereis no trace from F; to —p of k — i edges or less (13,14)

* There are no counterexamples of length < k
* If F; = F;, 1 then system is correct. (By I3, 14, F; is an inductive invariant)
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PDR: Notation

Notation
* s:=SAT(F; ARA —P'):
o s:= FALSE if =SAT(F; AR A —P’)
* 5 := a state satisfying in F; with an edge to a state in =P in otherwise
Definition
e | € Sisinductive if
1. So—-1 (So€1])
2. IAR - I' (postimage(l) € 1)
| € Sisinductive relative to F if
1. So—-1 (5 <)
2. INFAR - I (postimage(Fnl) <)

Chapter 10 Model Checking
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X1X2X3

Chapter 10

Relative Inductiveness

Inductive facts
* |s =x4 inductive?

* Is x5, inductive?

Model Checking
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X1X2X3

Chapter 10

Relative Inductiveness

Inductive facts

* |s =x4 inductive?
° SO — X4
* axy AR > —x'jisfalse
* No!

* Is x5, inductive?
* SO — 71Xy
¢ Xy AR - _I.x,2
* Yes!

* Is x4 inductive relative to x,?
* SO — X4
¢ Xy N —1X1 AR - _Ix’]_
* Yes!

Idea: Find (relatively) inductive facts.

Model Checking
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PDR, First Version

function PDR(Model M)
if SAT(Sy A =P) or SAT(Sy; AR A —P') then FAIL

Fo :=So; F1 = P; ke :=1; remove states in Fy
while(true) / with edge to =P
while(s := SAT(F;; A R A =P’))
removeBad(k, s)
k++; F =P

ifid0 <i < k — 1: Fi = Fi+1 then SUCCEED

remove states in F;

/] post: ~SAT (F; A s) / with path to =P of
lengthk —i+1
function removeBad(i € N, state s) S l
if SAT(Sy A s) then FAIL

while(t := SAT(F;_{ AR A s"))
removeBad(i — 1, t)

VO <j<i:Fj=FA-s

Chapter 10 Model Checking



PDR, First Version

function PDR(Model M)
if SAT(Sy A =P) or SAT(S; A R A —~P") then FAIL
Fy:=8y; F; :=P; k :=1;
while(true)
while(s := SAT(F;, A R A —P'))
removeBad(k, s)
k++; F =P

if30 <i < k —1:F;:= F;;; then SUCCEED
// post: =SAT (F; A\ s)
function removeBad(i € N, state s)
if SAT(Sy A ¢) then FAIL
while(t := SAT(F;_{ AR A s"))
removeBad(i — 1, t)

VO<j<i:Fj:==F A=s

Chapter 10

Model Checking

k=2
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PDR, First Version

function PDR(Model M)
if SAT(Sy A =P) or SAT(S; A R A —~P") then FAIL
Fy:=8y; F; :=P; k :=1;
while(true)
while(s := SAT(F;; A R A =P’))
removeBad(k, s)
k++; F =P

if30 <i < k —1:F;:= F;;; then SUCCEED
// post: =SAT (F; A\ s)
function removeBad(i € N, state s)
if SAT(Sy A ¢) then FAIL
while(t := SAT(F;_{ AR A s"))
removeBad(i — 1, t)

VO<j<i:Fj:==F A=s

Chapter 10
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PDR, First Version

function PDR(Model M)
if SAT(Sy A =P) or SAT(S; A R A —~P") then FAIL
Fy:=8y; F; :=P; k :=1;
while(true)
while(s := SAT(F;, A R A —P'))
removeBad(k, s)
k++; F =P

if30 <i < k —1:F;:= F;;; then SUCCEED
// post: =SAT (F; A\ s)
function removeBad(i € N, state s)
if SAT(Sy A ¢) then FAIL
while(t := SAT(F;_{ AR A s"))
removeBad(i — 1, t)

VO<j<i:Fj:==F A=s

Chapter 10

k =3

Fo=F F,

0000

Model Checking
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Drawback

FO Fl FZ _IP

Il
N

* The first version considers every
state individually 2000 @

e But similar states behave similarly.
Example: 1100 and 1101.
Generalizeto 110-=x; A x5 A
—|x3!

1011
0011 /

Conditions
¢ UNSAT(Fl ARA xll N xlz N\ _leg)
¢ l.JI\JSSIQ(T-(;S;() N X1 N X9 N "13(}3:)



PDR: Naive Generalization

function PDR(Model M) function generalizeNaive(i, state s)
if SAT(Sy A =P)) or SAT(S_0 AR A —P') then FAIL return a shortest cube c¢ such that
Fy:=Sy; F; :=P; k :=1; -C« S
while(true) - SAT(Fi_{ ARAC")
while(s := SAT(F;, A R A —P')) - =SAT(Sy A €)
removeBad(k, s)
k++; F, =P F, F, F, _p

ifid0 <i < k — 1: Fi: = Fi+1 then SUCCEED

/] post: =SAT (F; A\ s)
function removeBad(i € N, state s)
if SAT(Sy A ¢) then FAIL
while(t := SAT(F;_{ AR A's"))
removeBad(i — 1, t)

©

)
D\ O
—

)\ 4

1010

g = generalizeNaive(i, s)
VO<j<i:Fj:==FA~g
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Generalize Further?

e Generalize to 110-

* For f = x4 A x5, we have k=2
SAT(F1 ARAN f) Fo Fy F, —P
*Sameforf=x, A—x3,f= x, A
_IX3

 State 1100 is the problem




Relative Inductiveness

shortest cube ¢ such that
-C &« S
- aSAT(=c AF; ARAC)
- =SAT (5,5 A ¢)

—c is relative inductive wrt F;

Chapter 10

Fo

0000

Model Checking

Fl FZ —-P

[

1011 / » 1010
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PDR: Relative Inductiveness

function generalize(i, state s)

function PDR(Model M)
if SAT(Sy A =P) or SAT (S, A R A —P") then FAIL
Fy:=8y; F; :=P; k :=1;
while(true)
while(s := SAT(F;, A R A —P'))
removeBad(k, s)
k++; F, =P

ifid0 <i < k — 1: Fi = Fi+1 then SUCCEED

/] post: =SAT (F; A\ s)
function removeBad(i € N, state s)
if SAT(Sy A ¢) then FAIL
while(t := SAT(F;_{ AR A's"))
removeBad(i — 1, t)
g = generalize(i,s)
VO<j<i:Fj=FA~g

Chapter 10

return a shortest cube ¢ such that

Fo

0000

Model Checking

-C €< S

- aSAT(—-cAF;_{ ARAC")

- =SAT(S, A )

Fy

F

\
D)\

S

» 1010

- P
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Generalization

function generalize(i, state s)
c =S8
while ¢ changes
let [4, ..., l,, be the literals of ¢
fori =1ton
¢’ = c with [; removed
if relind(c’) then ¢ = ¢’
return c

function rellnd(cube c)

return =SAT(—-cAFi_{ ARAC) A



Propagate Clauses

Suppose you are removing 1110.
You can generalize to 1---

F,=F N-xq

106
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Propagate Clauses

F, A xy & postimg(F;), so we
can add —x; to F,

UNSAT(F; ARAF'5; Ax')

107
107
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PDR, Final:

function PDR(Model M)
if SAT(Sy A =P) or SAT (S, A R A —P") then FAIL
Fy:=Sy; F; :=P; k :=1;
while(true)
while(s := SAT(F;, A R A —P'))
removeBad(k, s)
k++; F, =P
propagateClauses(k)
if30 <i < k—1:F; = F;,; then SUCCEED

/] post: =SAT (F; A\ s)
function removeBad(i € N, state s)
if SAT(Sy A s) then FAIL
while(t := SAT(F;_{ AR A's"))
removeBad(i — 1, t)
g = generalize(i,s)
VO<j<i:Fj=FA~g

Chapter 10

Propagate Clauses

function generalize(i, state s)
return a shortest cube ¢ such that
-c« s

- =ic inductive relative to F;_4

function propagateClauses(k)
fori:=1tok-1
for every clause ¢ € F;
if =SAT(F; AR A —=c’)
Fii1:=Fipa A c

Model Checking
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Further Ideas

* Equivalence of frames = syntactic check
e Use implication and subsumption to simplify clauses
* Check Mischchenko paper to see if we add clauses when they are subsumed

e Use a queue to find long counterexamples quickly



Performance

Hardware Model Checking Competition 2020
1. AVR 11 variants of IC3+[abstraction], 2x BMC, 3x k-induction

= W N

AVY interpolation + PDR
nuXmyv “portfolio”, including IC3

Pono: protfolio, including BMC, k-induction, interpolation, IC3
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Model Checking Homework 4

Deadline: 22 April 4:00pm Question hour
Send solution to: modelchecking@iaik.tugraz.at Mon 19 Apr 10 AM, discord

Consider the following Kripke structure K.

X1 XoX3

p p p p p P p

-p

We will use the variant of PDR shown in class to prove that the property is true. (If you want to use a
different variant, talk to us first.) Clearly indicate the steps. Indicate at least the frames at every step,
the function calls, and the generalizations you use. The two subtasks differ in how to build the
generalizations. We will use a generalization algorithm that finds a relative inductive clause from a
fixed order of preference.

Task 3a. [5 points]. Suppose the stateiss = [; Al; A lg, where l; = x; or [; = —x;. The following is a
list of all cubes that are implied by s.

true, '!ll Ez, Il N Iz, {3, Il N Ig, Iz A 13, '!1 N Iz A l!g

The generalization algorithm takes the first cube from this list such that its negation is relative
inductive with respect to F;. This order should allow you to find the inductive invariant quickly. (Note
that false is not relative inductive to any clause, because of initialization.)

Task 3a. [5 points]. Now use the following order, which should lead to more iterations:

Chapter 10 t'rue, I!g, Iz, Ig N |!2, 11, Ig M |!1, I!z A Il! 11 A Iz A I!g. 113



