Model Checking with Inductive Invariants
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Consider the following synchronous Kripke structure K.

We wish to prove that p is always true.

Chapter 10

Task 2a. [5 points]

Suppose that g, is the initial state. Suppose you are given formulas R, Sy, and p for the transition
relation, the initial states and the property, resp.

e What is the smallest k such that BMC finds a counterexample?
e Show the BMC formula, using R, Sg, and p.
e |s the formula satisfiable? Explain.

pathy(so, ..., 5k ) = So(So) A /\{':ol R(si, Si+1)

K

pathy(sg, ..., Sk) A \/ —p(s;)

[~
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Consider the following synchronous Kripke structure K.
Task 2c. [5 points]

Suppose that g, is the initial state. The new formula for the initial states is §',.

e What is the smallest k such that k-induction can prove the property correct?
e Suppose n=2. Choose an appropriate k and show the k-induction formula, using R, §', and p.
e |sthe formula satisfiable? Explain.

> 2
We wish to prove that p is always true. }’24 k Z y 2. /k"’f
So(sp) A /\ R(s;, Sj11) A -p(s;) /\ R(s;, Sj41) A /\p(si) A —p(sk)
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Homework Results

* Find the results here:
https://cloud.tugraz.at/index.php/s/zeEgt8ptcRQCXEW

e Confused? Write an email to modelchecking@iaik.

Chapter 10 Model Checking
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Problems with k-induction DAQ/\ P

Problem: Sometimes k is very large
In the following machine, you need k = n + 1 to prove AG p. C( 4 < G ot
Idea: Automatically find better inductive invariants. /\ /\1 v
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Inductive Invariant

Remember postimage(Q) = {s' | 3s.R(s,s’)} (see Chapter 5).
(Definition. I € Sis aninductive invariant for AG p if

1 S,cl

2. postimage(l) €|

3. Vsel.skEp

P

no edges leave [

L

If there is an inductive invariant for AG p, then AG p holds.

—_——

In formulas:

1. Sy—-1

2 IANR -
3. I —-p
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Inductive Invariant

Remember postimage(Q) = {s' | 3s.R(s,s")} (see Chapter 5).
Definition. I € S is an inductive invariant for AG p if

1 Sycl

2. postimage(l) C I

3. VselskEp

If there is an inductive invariant for AG p, then AG p holds.
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Strongest & Weakest Invariant

S ONOSONOROSS

Smallest (strongest) invariant is reachable state
Largest (weakest) invariant is states that cannot reach —p
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Model Checking with Craig Interpolants

Ken McMillan, 2003

2010 CAV Award: “has significantly influenced both academic
research and industrial practice, and has dramatically changed the
scale of systems that can be analyzed by model checking.”
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Interpolants as Inductive Invariants

 BMC finds bugs (and absence of bugs up to k steps)

e How to Show Correctness?
* k-induction
* Interpolants

* Find Interpolants I such that
 States reachable in k stepsarein |
* no bad statesarein [

* Interpolants are (good) overapproximation of post-image
computation



Interpolant

Definition. Given formulas A, B such that AA B = 1, aninterpolant is a formula | such that
1. A-1
Z. IANB=1

I only uses symbols that occur both in A and in B

William Craig, 1957

Example. Let

A=(CQV7&@A(7&{V—£3) az,
B = (ﬁa2Va3)/\(a2Va4)/\—|a4.

]’Z Ay A 145
U ATV

—

g IaR=FAT
5 V0
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Interpolant

Definition. Given formulas A, B such that AA B = 1, aninterpolant is a formula | such that
7 A->] William Craig, 1957

Z. IANB=1
3. I only uses symbols that occur both in A and in B

Example. Let

A= (a,V-—a,)A(=a,V-aas)Aa,,

B = (—a, Vas)A(a, Vay) A-ay.

A A B is not satisfiable.

—a3 A a, is an interpolant:

1. ((ay V=ay) A(=ay vV —as) Aay) = (mas Aay)
2 (masnay)) A((mayvas) A(a, Vay) A—ay) =1L
3. apandaszoccurin Aandin B
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Chapter 10

pivot

Resolution (Chap 9)

¢»@/¢vﬂ N

resolvent
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Interpolants from Resolution Proofs
For clause C, C|B is obtained by removing literals not in B

Algorithm. Go through resolution proof top-down.
1. If leaf vislabeled C € A, then Itp(v) = C|B
2. If leafvislabeled C € B, then Itp(v) =T

3. If node v has pivot variable x € B then Itp(v) = Itp(v') A
Itp(v™)

4. If node v has pivot variable x € B then Itp(v) = Itp(vT) vV
Itp(v™)




Algorithm. Go through resolution proof top-down.

1. If leaf vislabeled C € A, then Itp(v) = C|B

2. If leaf vislabeled C € B, then Itp(v) =T

3. If node v has pivot variable x € B then Itp(v) = Itp(v*) Altp(v™)
4. If node v has pivot variable x & B then Itp(v) = Itp(vt) VItp(v™)

Interpolation Example

N y Y

1
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Algorithm. Go through resolution proof top-down.
[ 1. If leaf vislabeled C € A, then Itp(v) = C|B ]
I nterpolation Exa m ple 2. If leaf vislabeled C € B, then Itp(v) =T
3. If node v has pivot variable x € B then Itp(v) = Itp(v*) Altp(v™)
4. If node v has pivot variable x & B then Itp(v) = Itp(vt) VItp(v™)

a’la_z 51(73 a, 6_1'2 as a, a4_ a

a2 / as a /

a,as as a;

1
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Algorithm. Go through resolution proof top-down.
1. If leaf vislabeled C € A, then Itp(v) = C|B
Interpolation Example [2. If leaf vislabeled C € B, then Itp(v) =T ]
3. If node v has pivot variable x € B then Itp(v) = Itp(v*) Altp(v™)
4. If node v has pivot variable x & B then Itp(v) = Itp(vt) VItp(v™)

aq0; a, azas a,04 a

a2 / as a ya T T

a,as as a;

1
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Interpolation Example

Algorithm. Go through resolution proof top-down.
1. If leaf vislabeled C € A, then Itp(v) = C|B
2. If leaf vislabeled C € B, then Itp(v) =T

3. If node v has pivot variable x € B then Itp(v) = Itp(v*) A Itp(v™)

[4. If node v has pivot variable x & B then Itp(v) = Itp(v™) V Itp(v ™) ]

B
aia; 51(73 a, 6_1'2 as a, Ay 6_14
\az / a3 a\‘// T \/ T
a,az _  _ as a,
a, V as
a,
Chapter 10
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Algorithm. Go through resolution proof top-down.
1. If leaf vislabeled C € A, then Itp(v) = C|B
I nterpolation Exa m ple 2. If leaf vislabeled C € B, then Itp(v) =T
[3. If node v has pivot variable x € B then Itp(v) = Itp(v*) Altp(v™) ]
4. If node v has pivot variable x & B then Itp(v) = Itp(vt) VItp(v™)

A B
aia; 51(73 a, 6_1'2 as a, Ay 6_14
\az / a3 a\‘// T \/ T
a,az _  _ as a,
a, V as a, ANT
a,
1
Chapter 10
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Algorithm. Go through resolution proof top-down.
1. If leaf vislabeled C € A, then Itp(v) = C|B
I nterpolation Exa m ple 2. If leaf vislabeled C € B, then Itp(v) =T
[3. If node v has pivot variable x € B then Itp(v) = Itp(v*) Altp(v™) ]
4. If node v has pivot variable x & B then Itp(v) = Itp(vt) VItp(v™)

A B
a’laZ 51(73 a, { _2 as a, a4_ 6_14
\az e a\“/ T \/ T
a,az . _ as a,
a, V as a, NT T

(dzv C_lg) N a, = C_l3 N a,
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Reachability Checking with Interpolation

12 VOSJ‘ %) <®J

Recall BMC check for ~AGp: _ _ Q/
k—1 k L0 =
S0(s0) A NiZg R(Si, Si+1) A Vizo —p(S1).
Start from Q suchthat Q Ep fﬁ
— ¢ = QI(SO) A R(So»@ 4 /\?=_11 R(s) Siv1) A Vé(=1 —p(S;)-

Suppose ¢ unsatisfiable, I(s;) is an interpolant

Chapter 10 Model Checking
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Reachability Checking with Interpolation

Note 1: -p(s;) —» B

Recall BMC check for mAGp: I(s)) A —=p(sy) = L
so /(s —1P(S1) =

So(50) A NiZo R(si,Si41) AVicg —(sy).
Start from Q suchthat Q = p Note 2: 1 2 post(Q)

¢ = Q(so) AR(sg,51) A /\?=_11 R(sy, Siv1) A Vé{=1 —p(si).
Suppose ¢ unsatisfiable, /(s;) is an interpolant.

@ @ ! @WAM
R ' \_I(/ﬂp(si>
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Interpolant Reachability Idea

¢ = Q(so) AR(Sp,51) A {\;{:—11 R(si) Siv1) A Vic:o —p(S;)- ,
1. StartwithQ = §,

2. If ¢ is satisfiable, —p is reachable
3

4

fnot,set Q to [

f I remains unchanged, p cannot be reached (Interpolants are
approximation to post-image)

5. If @ is eventually satisfiable, increase k to increase precision of
approximation.

Procedure terminates when k is diameter of system (or earlier!)



Algorithm

procedure CraigReachability(model M, p € AP)
if So A —p is SAT return “M ¥ AGp ”;
k=1
= Q :=5(s0);
while true do
A= Qls) A Blsg.51);
B := VT R(s, 8i41) A Vi, —0(s);

__if A A B is SAT then // —p can be reached from Q
if Q = S, then return “M ¥ AG p”; // —p can be reached from §,,
Increase k // Not sure if path to —p is real. Increase precision
Q :=S50(So);
else

compute interpolant I for A and B;
If I(sy) == Q then return “M & AG p”; // Reached the fixpoint of overapproximated reachability?

Q:=QVI(sy); // Another step of overapproximated reachability?
end if
end while

end procedure

Chapter 10 Model Checking
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10.4.4 Correctness

If CraigReachability returns “M = AG p” then M = AG p

Let Q; denote Q at iteration i. Forall i, Q; « postimagei(QO). If I - Q;, we have reached a fixed point
Q" = Q;so Q" « postimage™(Qy). Now because Q; A =p = L, we have postimage*(Qy) A —p = L.

If CraigReachability returns “M # AG p” then M + AG p
A N\ B encodes a path from Q, to —p.
CraigReachability terminates
Note that k increases.
If M ¥ AG p, there is a path of length [ to —p and we will find it when [ = k.

Suppose M E AG p. If k is the diameter of the graph, no I and thus no Q; can contain a state that reaches
—p. Thus, A A B is never SAT and the algorithm terminates because the Q; cannot grow forever.



X1X2X3

if A A B is SAT then
if Q = S, then return “M ¥ AG p”;
increase k
Q :=So(So);

else

compute interpolant I for A and B;

if [(Sg) = Q then return “M &= AG p”;
Q:=Q V I(So);

010

110

Example AG p

011

Q ¢ = Q(sy) NR(sg,51) A
AL R(sy, si01) AV —p(s)).

DY) os b

Model Checking
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Example AG p

[ 000 001 010 01?
:[Q ’6 ]post@: :p: ) ¢ = Q(So) A R(Sg,51) A

k—1 Kk
‘ 101 110 F 111) Ai:l R(Si’ Si+1) A Vi:l _Ip(si)'

\ k =1.

Q = —x; A —=x, A —x3 = {000}

¢ is UNSAT
if AA B is SAT then 77 PR3
Q= Sy then retum “M 1 AGp"; LYCME n?‘tjbgcks first bit: —1X1
increase k TRATNA K X ATy J
Q :=So(So);

else I :—7>()

compute interpolant I for A and B;
if I(sg) = Q then return “M & AG p”;

Q:=Q VI(so); Model Checking 79



X1X2X3

if A A B is SAT then
if Q = S, then return “M ¥ AG p”;
increase k
Q :=So(So);

else

compute interpolant I for A and B;

if [(Sg) = Q then return “M &= AG p”;

Q:=Q V I(syp);

Example AG p

¢ = Q(sy) NR(sg,51) A
AL R(sy, si01) AV —p(s)).
k =1.

¢ is SAT

Model Checking

Q = —-x,; = {000,001,010,011 }.
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Example AG p

® = Q(sp) AN R(sg,51) A

N1 R(si,Siva) AVieg =p(50).
k = 2.

Q — _le N\ —|x2 N\ _I.X3 — {OOO}

if A A B is SAT then ¢ IS UNSAT
if Q = S, then return “M ¥ AG p”; mﬁdrmw&ecksaxgé\g I)(-E I . ; x1

increase k Qo0 \

Q :=50(S0); VvV

else — 1(2
compute interpolant I for A and B; 2 0 2

if [(Sg) = Q then return “M &= AG p”;

Q:=Q VI(so); Model Checking 81



Example AG p

¢ = Q(sy) NR(sg,51) A

AL R(si,5i41) AViZ, —p(s).

k = 2.

Q = -x, = {000,001,100,101}

¢ is UNSAT

if A ANB_is SAT then
if Q = S, then return “M ¥ AG p”; I — _lxz — Q'

increase k I . h .
0 5= Su(50): Algorithm terminates.

else

compute interpolant I for A and B;
if I(sg) = Q then return “M & AG p”;

Q:=Q VI(so); Model Checking 82



How Did | Pick the Interpolants?

What | did

e Start with A = postimg(Q) \ Q

 Can | throw away x3? (Does (3x3.4) N B hold?) If yes, A = Jx3. A
* Can | throw away x,? Ifyes, A = 3x,. A

* Can | throw away x{? Ifyes, A :=3dx,. A

(This is a hack that only works because the postimg(Q) is simple (state
or cube)!)
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