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Push and Pop



Push and pop

registers stack
ADDI x2,x0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

I
ADDI x2,x2,-4
b e [ ]

ADDI x2,x2,-4
Sw x6,0(x2)
— 2. X6 |:|
Sw x7,0(x2)

7]
LW x7,0(x2)
b e pc [0x00000000

ADDI x2,x2,4

Lw x5,0(x2) 0X700

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDI x2,x0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,x0,3 x2 | 0x00000700
ADDIT x2,x2,-4
s s ]

ADDI x2,x2,-4
SW x6,0(x2)
ADDI x2,x2,-4 X6 |:|
SW x7,0(x2)

7]
LW x7,0(x2)
b e pc [0x00000000

ADDI x2,x2,4

LW x5,0(x2)
ADDI  x2,x2,4 X2 — 0x700
EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

o 5,00,0 x0 [ 0x00000000 ow ar

ADDI x6,x0,2

ADDI  x7,x0,3 x2 | 0x00000700
ADDIT x2,x2,-4
s s ]

ADDI x2,x2,-4
sW x6,0(x2)
ADDI x2,x2,-4 x6 |:|
sW x7,0(x2)

7]
LW x7,0(x2)
b e pc [ 0x00000004

ADDI x2,x2,4

LW x5,0(x2)
ADDI x2,x2,4

X2 — 0x700

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

o 5,00,0 x0 [ 0x00000000 ow ar

ADDI x6,x0,2

AT x7,0,3 x2 [ 0x00000700
SN x5 [ 000000001

ADDI x2,x2,-4

SW x6,0(x2)
o[ ]
SW x7,0(x2)

7]
LW x7,0(x2)
b e pc [ 0x00000004

ADDI x2,x2,4

LW x5,0(x2)
ADDI  x2,x2,4 X2 — 0x700

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

AODT 27,20,5 x2 [ 0x00000700
SN x5 [ 000000001

ADDI x2,x2,-4

SW x6,0(x2)
e[ ]
SW x7,0(x2)

7]
LW x7,0(x2)
b e pc [ 0x00000008

ADDI x2,x2,4

LW x5,0(x2) X2 — 0x700

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

AODT 27,20,5 x2 [ 0x00000700
SN x5 [ 000000001

ADDI x2,x2,-4

SW x6,0(x2)
ADT  x2,x2,-4 x6 | 0x00000002
SW x7,0(x2)

7]
LW x7,0(x2)
b e pc [ 0x00000008

ADDI x2,x2,4

LW x5,0(x2)
ADDI  x2,x2,4 X2 — 0x700
EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

AT 70,5 x2 [ 0x00000700
SN x5 [ 000000001

ADDI x2,%x2,-4

SW x6,0(x2)
ADT  x2,x2,-4 x6 | 0x00000002
sSW x7,0(x2)

7]
LW x7,0(x2)
b e pc [0x0000000C

ADDI x2,x2,4

LW x5,0(x2)
ADDI  x2,x2,4 X2 — 0x700
EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

MDD x7,x0,3 x2 | 0x00000700
ADDI x2,%x2,-4
Sw x5,0(x2) x5 | 0x00000001
ADDI x2,x2,-4
ot s x6 | 000000002
SwW x7,0(x2)

x7 | 000000003
LW x7,0(x2)
b e pc [0x0000000C

ADDI x2,x2,4

LW x5,0(x2)
ADDI  x2,x2,4 X2 — 0x700
EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

x2 | 0x00000700
ADDI x2,%2,-4
Sw x5,0(x2) x5 | 0x00000001
ADDI x2,x2,-4
o x6 [ 0x00000002
SwW x7,0(x2)

x7 | 0x00000003
LW x7,0(x2)
b e pc [0x00000010

ADDI x2,x2,4

LW x5,0(x2)
ADDI  x2,x2,4 X2 — 0x700
EBREAK

high addr

1/4



Push and pop

registers stack
ADDI x2,x0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 |0x000006FC
ADDI  x2,x2,-4
S x5,0(x2) x5 0x00000001

ADDI x2,x2,-4

W 6
e 7 [0x00000003]

b o pc [0x00000010 o

ADDI  x2,x2,4

LW x5,0(x2) 0X700

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDI x2,x0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 [0x000006FC
ST x5 [ 0x00000001

ADDI x2,x2,-4

W 6
e 7 [0x00000003]

b o pc [0x00000014 | o

ADDI  x2,x2,4

LW x5,0(x2) 0X700

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 [0x000006FC
ST x5 [ 0x00000001

ADDI x2,x2,-4
ot s x6 [ 0x00000002
SwW x7,0(x2)

x7 [0x00000003
LW x7,0(x2)
c
ot st PC0x00000014 |, 1100000001

ADDI x2,x2,4

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 [0x000006FC
SN x5 [ 000000001

ADDI  x2,x2,-4
ot e x6 [ 0x00000002
SwW x7,0(x2)

x7 [0x00000003
LW x7,0(x2)
c
oot st PC0x00000018 |, 1100000001

ADDI x2,x2,4

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 | 0x000006F8
SN x5 [ 000000001

ADDI  x2,%x2,-4
oot o x6 [0x00000002
Sw x7,0(x2)
X7 | 0x00000003
i‘gnl X;,O(XQ) X2 —
2606 c
Ly 6,0(x2) pc | 0x00000018 0x00000001

ADDI x2,x2,4

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 | 0x000006F8
SN x5 [ 000000001

ADDI x2,%x2,-4

T x6 [ 0x00000002
Sw x7,0(x2)
X7 | 0x00000003
i‘gnl X;,O(XQ) X2 —
2606 c
LW 6,0(x2) pPC | 0x0000001C 0x00000001

ADDI x2,x2,4

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 | 0x000006F8
SN x5 [ 000000001

ADDI x2,%x2,-4

T x6 [ 0x00000002
SwW x7,0(x2)

e x7 [0x00000003
ADDI x2:x2,4 x2 —1 0x00000002
T PC10x0000001C 0x00000001

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 | 0x000006F8
SN x5 [ 000000001

ADDI x2,x2,-4

A x6 | 0x00000002
SwW x7,0(x2)

b oo x7 | 000000003
ADDI x2:x2,4 x2 —1 0x00000002
O PC10x00000020 0x00000001

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 | 0x000006F4
SN x5 [ 000000001

ADDI x2,x2,-4

A x6 | 0x00000002

SwW x7,0(x2)

b oo x7 | 0x00000003 | x2 —
ADDI x2:x2,4 0x00000002
O PC10x00000020 0x00000001

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 | 0x000006F4
SN x5 [ 000000001

ADDI x2,x2,-4

ot e x6 [ 0x00000002

Sw x7,0(x2)

e x7 [0x00000003 | x2—
ADDI x2:x2,4 0x00000002
O P 10x00000024 0x00000001

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 | 0x000006F4
SN x5 [ 000000001

ADDI x2,x2,-4

ot e x6 [ 0x00000002
Sw x7,0(x2)

e x7 [0x00000003 | x2—{ 0x00000003
ADDI x2:x2,4 0x00000002
O P 10x00000024 0x00000001

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 | 0x000006F4
SN x5 [ 000000001

ADDI x2,x2,-4

ot e x6 [ 0x00000002

SwW x7,0(x2)

— x7 [0x00000003 | x2—{ 0x00000003

DI x2x2,t 0x00000002
i e [0:00000028]

O P¢10x00000028 0x00000001

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 | 0x000006F4
SN x5 [ 000000001

ADDT x2,x2,-4

S x6 [ 0x00000002
Sw x7,0(x2)

- 7002 X7 | 0x00000003 | x2—{ 0x00000003
ADDI  x2,x2,4 c _ 0x00000002
O Pe [0x0000002C | 0x00000001

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 | 0x000006F8
SN x5 [ 000000001

ADDI x2,x2,-4
ot e x6 [ 0x00000002
SwW x7,0(x2)
e x7 [0x00000003
ADDI x2,%2,4 c _ x2 —1 0x00000002
o o P {0x0000002C | 0x00000001

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 | 0x000006F8
SN x5 [ 000000001

ADDI x2,x2,-4
ot e x6 [ 0x00000002
SwW x7,0(x2)
e x7 [0x00000003
ADDI x2:x2,4 x2 —1 0x00000002
A— PC10x00000030 0x00000001

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDI x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

x2 [ 0x000006F8
SN x5 [ 000000001
ADDI x2,x2,-4

ot e x6 [ 0x00000002
SwW x7,0(x2)

e x7 [ 000000003
ADDI x2’x2 4 x2 —1 0x00000002

o o (600000034

A P¢10x00000034 0x00000001

Lw x5,0(x2) 0X700

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 [0x000006FC
SN x5 [ 000000001

ADDI x2,x2,-4
ot e x6 [ 0x00000002
SwW x7,0(x2)

x7 [0x00000003
LW x7,0(x2)
c
T PC0x00000034 |, 1100000001

ADDI  x2,x2,4

LW x5,0(x2) 0X7OO

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 [0x000006FC
SN x5 [ 000000001

ADDI x2,x2,-4
ot e x6 [ 0x00000002
SwW x7,0(x2)

x7 [0x00000003
LW x7,0(x2)
c
o1 ot PC|0x00000038 |, _,I'1x00000001

ADDI x2,x2,4

Lw x5,0(x2) Ox700

ADDI x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

ADDI  x7,%0,3 x2 [0x000006FC
SN x5 [ 000000001

ADDI x2,x2,-4
ot e x6 [ 0x00000002
SwW x7,0(x2)

x7 [0x00000003
LW x7,0(x2)
c
oot ot PC[0x0000003C |, _,I'5,90000001

ADDI x2,x2,4

LW x5,0(x2) 0X7OO

ADDI  x2,x2,4

EBREAK

high addr

1/4



Push and pop

registers stack
ADDT x2,%0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

x2 | 0x00000700
ADDI x2,%x2,-4
Sw x5,0(x2) x5 | 0x00000001
ADDI x2,x2,-4
o s x6 | 000000002
SwW x7,0(x2)

x7 | 000000003
LW x7,0(x2)
b e pc [0x0000003C

ADDI x2,x2,4

LW x5,0(x2)
ADDI  x2,x2,4 X2 — 0x700
EBREAK

high addr

1/4



Push and pop

registers stack
ADDI x2,%0,0x700

DT 35,30,1 x0 | 0x00000000 o et

ADDI x6,x0,2

ADDI  x7,x0,3 x2 | Ox00000700

ADDI x2,x2,-4

SW x5,0(x2) x5 0X00000001
ADDI x2,x2,-4
ot e x6 [ 0x00000002

Sw x7,0(x2)

x7 [0x00000003
LW x7,0(x2)
b e pc [0x00000040

ADDI x2,%2,4
LW x5,0(x2)

ADDI  x2,x2,4 X2 — 0x700

EBREAK

high addr

1/4



Push and pop

registers stack
ADDI x2,x0,0x700

ADDI  x5,x0,1 x0 | 0x00000000 low adar

ADDI x6,x0,2

x2 [ 0x00000700
SN x5 [ 000000001

ADDI x2,x2,-4
s o 6
e «7 [0x00000003 ]
ﬁff’l ﬁ’éf,ﬁ) pc
ADDI  x2,x2,4

LW x5,0(x2) 0X700

ADDI x2,x2,4

EBREAK

high addr

1/4



Recursive call on a stack



Recursive call on a stack

// Computes the sum of the arithmetic progression defined by
// result = sum init+(n-1), n=[1,count]
int arith_series(int init, int count) {
if (1 >= count)
return init;

return count + arith_series(init, count-1);

int main(void) {

return arith_series(1l, 3);

2/4



Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 |:|
SW al, 0(sp)

ADDI ail, al, -1

JAL ra, arith_series Sp=X2 |:|

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)
S —
JALR zero, 0(ra)
main:
ADDI sp, sp, -4 al=x11 |:|

SW ra, 0(sp)

ADDI al, zero, 3

ADDT 20, zero, 1 PC | 0x00000000 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 |:|
SW al, 0(sp)

ADDI ail, al, -1

JAL ra, arith_series Sp=X2 0X00000700

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)
S —
JALR zero, 0(ra)
main:
ADDI sp, sp, -4 al=x11 |:|

SW ra, 0(sp)

ADDI al, zero, 3

ADDI a0, zero, 1 pC OXOOOOOOOO Sp_) OX7OO

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
e s zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 |:|
SW al, 0(sp)

ADDI ail, al, -1

JAL ra, arith_series Sp=X2 0X00000700

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)
VI —
JALR zero, 0(ra)
main:
ADDI sp, sp, -4 al=x11 |:|

SW ra, 0(sp)

ADDI al, zero, 3

ADDI a0, zero, 1 pC OXOOOOOOO4 Sp_) OX7OO

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OXOOOOOOO8
SW al, 0(sp)

ADDI al, al, -1

JAL ra, arith_series Sp=X2 0X00000700

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)
) —
JALR zero, 0(ra)
main:
01 5, . = at=xt1[ ]

SW ra, 0(sp)

ADDI al, zero, 3

ADDI 20, zero, 1 PC | 0x0000003C | SP — 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OXOOOOOOO8
SW al, 0(sp)

ADDI al, al, -1

JAL ra, arith_series Sp=X2 OXOOOOOGFC

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)
) —
JALR zero, 0(ra)
main:
01 5, . = at=xt1[ g

SW ra, 0(sp)
ADDI al, zero, 3

ADDT 20 sore 1 PC | 0x0000003C 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OXOOOOOOO8
SW al, 0(sp)

ADDI al, al, -1

JAL ra, arith_series Sp=X2 OXOOOOOGFC

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)
VI —
JALR zero, 0(ra)
main:
ADDI sp, sp, -4 al=x11 |:| Sp—

SW ra, 0(sp)
ADDI al, zero, 3

ADDI 20, more. 1 PC | 0x00000040 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

start:
ADDI sp, zero, 0x700
JAL ra, main
EBREAK
arith_series:
ADDI sp, sp, -8
SW ra, 4(sp)
ADDI tO, zero, 1
BGE t0, al, arith_series_return
SW al, 0(sp)
ADDI ail, al, -1
JAL ra, arith_series
LW a1, 0(sp)
ADD a0, a0, al
arith_series_return:
LW ra, 4(sp)
ADDI sp, sp, 8
JALR zero, 0(ra)
main:
ADDI sp, sp, -4
SW ra, 0(sp)
ADDI al, zero, 3
ADDI a0, zero, 1
JAL ra, arith_series
LW ra, 0(sp)
ADDI sp, sp, 4
JALR zero, 0(ra)

registers

stack

zero=x0 [ 0x00000000
ra=x1 | 0x00000008
sp=x2 | 0x000006FC

0x00000008

PC | 0x00000040

low addr

0x700

high addr
3/4



Recursive call on a stack

start:
ADDI sp, zero, 0x700
JAL ra, main
EBREAK
arith_series:
ADDI sp, sp, -8
SW ra, 4(sp)
ADDI tO, zero, 1
BGE t0, al, arith_series_return
SW al, 0(sp)
ADDI ail, al, -1
JAL ra, arith_series
LW a1, 0(sp)
ADD a0, a0, al
arith_series_return:
LW ra, 4(sp)
ADDI sp, sp, 8
JALR zero, 0(ra)
main:
ADDI sp, sp, -4
SW ra, 0(sp)
ADDI al, zero, 3
ADDI a0, zero, 1
JAL ra, arith_series
LW ra, 0(sp)
ADDI sp, sp, 4
JALR zero, 0(ra)

registers

stack

zero=x0 [ 0x00000000
ra=x1 | 0x00000008
sp=x2 | 0x000006FC

0x00000008

PC | 0x00000044

low addr

0x700

high addr
3/4



Recursive call on a stack

start:
ADDI sp, zero, 0x700

JAL ra, main .
EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OXOOOOOOO8

SW at, 0(sp)

L e et series sp=x2 [0x000006FC

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)
o —
JALR zero, 0(ra)

o0t o5, 25, 4 al=x11{0x00000003 | o, .15 56000008

SW ra, 0(sp)

r— PC [0x00000044 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

start:
ADDI sp, zero, 0x700
JAL ra, main
EBREAK
arith_series:
ADDI sp, sp, -8
SW ra, 4(sp)
ADDI tO, zero, 1
BGE t0, al, arith_series_return
SW al, 0(sp)
ADDI ail, al, -1
JAL ra, arith_series
LW a1, 0(sp)
ADD a0, a0, al
arith_series_return:
LW ra, 4(sp)
ADDI sp, sp, 8
JALR zero, 0(ra)
main:
ADDI sp, sp, -4
SW ra, 0(sp)
ADDI al, zero, 3
ADDI a0, zero, 1
JAL ra, arith_series
LW ra, 0(sp)
ADDI sp, sp, 4
JALR zero, 0(ra)

registers

zero=x0
ra=x1
spox2
x5 ]
a0=x10[ ]

al=x11 sp
pe

stack

—1 0x00000008

low addr

0x700

high addr
3/4



Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main
EBREAK
arith_series:
ADDI sp, sp, -8
SW ra, 4(sp)
ADDI tO, zero, 1
BGE t0, al, arith_series_return
SW al, 0(sp)
ADDI ail, al, -1
JAL ra, arith_series
LW a1, 0(sp)
ADD a0, a0, al
arith_series_return:
LW ra, 4(sp)
ADDI sp, sp, 8
JALR zero, 0(ra)
main:
ADDI sp, sp, -4
SW ra, 0(sp)
ADDI al, zero, 3
ADDI a0, zero, 1
JAL ra, arith_series
LW ra, 0(sp)
ADDI sp, sp, 4
JALR zero, 0(ra)

registers

zero=x0
ra=x1
sp=x2
to=xs| |
a0=x10

al=x11 sp
pe

stack

—1 0x00000008

low addr

0x700

high addr
3/4



Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OXOOOOOOO8
SW al, 0(sp)

ADDI al, al, -1

JAL ra, arith_series Sp=X2 OXOOOOOGFC

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 | 0x00000001

JALR zero, 0(ra)

o0t o5, 25, 4 al=x11{0x00000003 | o, .15 56000008

SW ra, 0(sp)
ADDI al, zero, 3

ADDI 20, zero, 1 pPC [ 0Ox00000052 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

sp, Sp, - low addr
T zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056
SW al, 0(sp)

ADDI al, al, -1

JAL ra, arith_series Sp=X2 OXOOOOOGFC

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)

Ton e a0=x10 [ 0x00000001

o0t o5, 25, al=x11{0x00000003 | o, .15 56000008

SW ra, 0(sp)

ADDI al, zero, 3

ADDI 20, zero, 1 PC [ 0x0000000C 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

sp, Sp, - low addr
T zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056
SW al, 0(sp)

ADDI ail, al, -1

JAL ra, arith_series Sp=X2 0X000006F4

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)

PN a0=x10 [ 0x00000001 | SP—;

ADDI sp, sp, -4 8.1 =X11 0X00000003 0X00000008

SW ra, 0(sp)

ADDI al, zero, 3

ADDI 20, zero, 1 PC [ 0x0000000C 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

low addr
ADDI sp, sp, -8
SW za, 4Gsp) zero=x0 | 0x00000000

ADDI tO, zero, 1

BGE t0O, al, arith_series_return ra=x1 OX00000056
SW al, 0(sp)

ADDI ail, al, -1

JAL ra, arith_series Sp=X2 0X000006F4

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 [ 0x00000001 | SP—;

JALR zero, 0(ra)

ADDI sp, sp, -4 8.1 =X11 0X00000003 0X00000008

SW ra, 0(sp)
ADDI al, zero, 3

ADDI 20, more. 1 PC | 0x00000010 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

low addr
ADDI sp, sp, -8
SW za, 4Gsp) zero=x0 | 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW at, 0(sp)

ﬁzEIrzT’a:;h::eries Sp=X2 0X000006F4

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 [ 0x00000001 | SP—;

JALR zero, 0(ra)

main: 0x00000056
fsxani:p(,)(:; -4 al=x11|0x00000003 0x00000008

ADDI al, zero, 3

ADDT 20, zero, 1 PC | 0x00000010 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW at, 0(sp)

ﬁzEIrzT’a:;h::eries Sp=X2 0X000006F4

LW a1, 0(sp)

ADD a0, a0, al
arith_series_return: t0=X5 :

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 [ 0x00000001 | SP—;

JALR zero, 0(ra)

main: 0x00000056
fsxani:p(,)(:; -4 al=x11|0x00000003 0x00000008

ADDI al, zero, 3

ADDT 20, zero, 1 PC | 0x00000014 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW at, 0(sp)

ﬁzEIrzT’a:;h::eries Sp=X2 0X000006F4

LW a1, 0(sp)

oty t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 [ 0x00000001 | SP—;

JALR zero, 0(ra)

main: 0x00000056
fsxani:p(,)(:; -4 al=x11|0x00000003 0x00000008

ADDI al, zero, 3

ADDI a0, zero, 1 pC OXOOOOOO14 OX7OO
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW a1, 0(sp)

ﬁzEIrzT’a:;h::eries Sp=X2 0X000006F4

LW a1, 0(sp)

oty t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 [ 0x00000001 | SP—;

JALR zero, 0(ra)

main: 0x00000056
ggni:pé(:; -4 al=x11|0x00000003 0x00000008

ADDI al, zero, 3

ADDT 20, zero, 1 PC | 0x00000018 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW al, 0(sp)

ﬁzEIrzT’a:;h::eries Sp=X2 0X000006F4

LW a1, 0(sp)

oty t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 [ 0x00000001 | SP—;

JALR zero, 0(ra)

main: 0x00000056
fsxani:p(,)(:; -4 al=x11|0x00000003 0x00000008

ADDI al, zero, 3

ADDI 20 sore 1 PC | 0x0000001C 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW al, 0(sp)

ﬁzEIrzT’a:;h::eries Sp=X2 0X000006F4

LW a1, 0(sp)

oty t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, 8 a0=x10 [ 0x00000001 | SP—1{ 0x00000003

JALR zero, 0(ra)

main: 0x00000056
ggni:pé(:; -4 al=x11|0x00000003 0x00000008

ADDI al, zero, 3

ADDI 20 sore 1 PC | 0x0000001C 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056
SW al, 0(sp)

ADDI ai, al, -1

JAL ra, arith_series Sp=X2 0X000006F4

LW a1, 0(sp)

oty t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, B a0=x10 [ 0x00000001 | SP—1{ 0x00000003

JALR zero, 0(ra)

main: 0x00000056
fsxani:p(,)(:; -4 al=x11|0x00000003 0x00000008

ADDI al, zero, 3

ADDT 20, zero, 1 PC | 0x00000020 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056
SW al, 0(sp)

ADDI ai, al, -1

JAL ra, arith_series Sp=X2 0X000006F4

LW a1, 0(sp)

oty t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, B a0=x10 [ 0x00000001 | SP—1{ 0x00000003

JALR zero, 0(ra)

main: 0x00000056
fsxani:p(,)(:; -4 al=x11|0x00000002 0x00000008

ADDI al, zero, 3

ADDT 20, zero, 1 PC | 0x00000020 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW a1, 0(sp)

e sp=x2 [ 0x000006F4

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, B a0=x10 [ 0x00000001 | SP—1{ 0x00000003

JALR zero, 0(ra)

main: 0x00000056
ggni:pé(:; -4 al=x11|0x00000002 0x00000008

ADDI al, zero, 3

ADDI a0, zero, 1 pC OX00000024 OX7OO
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

sp, Sp, - low addr
T zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000028
SW al, 0(sp)

ADDI ail, al, -1

JAL ra, arith_series Sp=X2 0X000006F4

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, B a0=x10 [ 0x00000001 | SP—1{ 0x00000003

JALR zero, 0(ra)

main: 0x00000056
fsxani:p(,)(:; -4 al=x11|0x00000002 0x00000008

ADDI al, zero, 3

ADDI 20, zero, 1 PC [ 0x0000000C 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

sp, Sp, - low addr
T zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000028
SW al, 0(sp)

ADDI al, al, -1

JAL ra, arith_series Sp=X2 0X000006EC

LW a1, 0(sp)

ADD a0, a0, al SP —
arlt:)iscjl;si';tzrn: t0=X5 OX00000001

LW ra, 4(sp)

ADDI sp, sp, B a0=x10 [ 0x00000001 0x00000003

JALR zero, 0(ra)

main: 0x00000056
fsxani:p(,)(:; -4 al=x11|0x00000002 0x00000008

ADDI al, zero, 3

ADDI 20, zero, 1 PC [ 0x0000000C 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

low addr
ADDI sp, sp, -8
SW za, 4Gsp) zero=x0 | 0x00000000

ADDI tO, zero, 1

BGE t0O, al, arith_series_return ra=x1 OX00000028
SW al, 0(sp)

ADDI al, al, -1

JAL ra, arith_series Sp=X2 0X000006EC

LW a1, 0(sp)

ADD a0, a0, al SP —
arlt:)iscjl;si';tzrn: t0=X5 OX00000001

LW ra, 4(sp)

ADDI sp, sp, B a0=x10 [ 0x00000001 0x00000003

JALR zero, 0(ra)

main: 0x00000056
fsxani:p(,)(:; -4 al=x11|0x00000002 0x00000008

ADDI al, zero, 3

ADDT 20, zero, 1 PC | 0x00000010 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

low addr
ADDI sp, sp, -8
SW za, 4Gsp) zero=x0 | 0x00000000

ADDI tO, zero, 1

BGE t0O, al, arith_series_return ra=x1 OX00000028
SW a1, 0(sp)

ADDI al, al, -1

JAL ra, arith_series Sp=X2 0X000006EC

LW a1, 0(sp)

0D 20, 20, 2t 10=x5 [ 0x00000001 | "]
arith_series_return: =X X 0X00000028

LW ra, 4(sp)

ADDI sp, sp, 8 a0=x10 [ 0x00000001 0x00000003

JALR zero, 0(ra)

main: 0x00000056
ggni:pé(:; -4 al=x11|0x00000002 0x00000008

ADDI al, zero, 3

ADDT 20, zero, 1 PC | 0x00000010 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000028

SW a1, 0(sp)

L e e series sp=x2 [0x000006EC

LW a1, 0(sp)

0D 20, 20, 2t 10=x5 [ 0x00000001 | "]
arith_series_return: =X X 0X00000028

LW ra, 4(sp)

ADDI sp, sp, 8 a0=x10 [ 0x00000001 0x00000003

JALR zero, 0(ra)

main: 0x00000056
ggni:pé(:; -4 al=x11|0x00000002 0x00000008

ADDI al, zero, 3

ADDI a0, zero, 1 pC OXOOOOOO14 OX7OO
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000028

SW a1, 0(sp)

L e e series sp=x2 [0x000006EC

LW a1, 0(sp)

0D 20, 20, 2t 10=x5 [ 0x00000001 | "]
arith_series_return: =X X 0X00000028

LW ra, 4(sp)

ADDI sp, sp, 8 a0=x10 [ 0x00000001 0x00000003

JALR zero, 0(ra)

main: 0x00000056
ggni:pé(:; -4 al=x11|0x00000002 0x00000008

ADDI al, zero, 3

ADDT 20, zero, 1 PC | 0x00000018 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000028

SW al, 0(sp)

L e e series sp=x2 [0x000006EC

LW a1, 0(sp)

0D 20, 20, 2t 10=x5 [ 0x00000001 | "]
arith_series_return: =X X 0X00000028

LW ra, 4(sp)

ADDI sp, sp, 8 a0=x10 [ 0x00000001 0x00000003

JALR zero, 0(ra)

main: 0x00000056
ggni:pé(:; -4 al=x11|0x00000002 0x00000008

ADDI al, zero, 3

ADDI 20 sore 1 PC | 0x0000001C 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main
EBREAK
arith_series:
ADDI sp, sp, -8
SW ra, 4(sp)
ADDI tO, zero, 1
BGE t0, al, arith_series_return
SW a1, 0(sp)
ADDI ail, al, -1
JAL ra, arith_series
LW a1, 0(sp)
ADD a0, a0, al
arith_series_return:
LW ra, 4(sp)
ADDI sp, sp, 8
JALR zero, 0(ra)
main:
ADDI sp, sp, -4
SW ra, 0(sp)
ADDI al, zero, 3
ADDI a0, zero, 1
JAL ra, arith_series
LW ra, 0(sp)
ADDI sp, sp, 4
JALR zero, 0(ra)

registers

zero=x0
ra=x1
sp-12

10=x5 P
a0=x10
al=x11
pe

stack

—1 0x00000002

0x00000028

0x00000003

0x00000056

0x00000008

low addr

0x700

high addr
3/4



Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main
EBREAK
arith_series:
ADDI sp, sp, -8
SW ra, 4(sp)
ADDI tO, zero, 1
BGE t0, al, arith_series_return
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Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000028

SW a1, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, 8 a0=x10 [ 0x00000003 | SP—1{ 0x00000003

JALR zero, 0(ra)

main: 0x00000056
ggni:pé(:; -4 al=x11|0x00000002 0x00000008

ADDI al, zero, 3
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JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000028

SW at, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, B a0=x10 [ 0x00000006 | SP—1{ 0x00000003

JALR zero, 0(ra)

main: 0x00000056
fsxani:p(,)(:; -4 al=x11|0x00000003 0x00000008

ADDI al, zero, 3

ADDI a0, zero, 1 pC OXOOOOOOSO OX7OO
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW at, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, B a0=x10 [ 0x00000006 | SP—1{ 0x00000003

JALR zero, 0(ra)

main: 0x00000056
fsxani:p(,)(:; -4 al=x11|0x00000003 0x00000008

ADDI al, zero, 3

ADDI a0, zero, 1 pC OXOOOOOOSO OX7OO
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW a1, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, 8 a0=x10 [ 0x00000006 | SP—1{ 0x00000003

JALR zero, 0(ra)

main: 0x00000056
ggni:pé(:; -4 al=x11|0x00000003 0x00000008

ADDI al, zero, 3

ADDI a0, zero, 1 pC OX00000034 OX7OO
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW at, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, © a0=x10 | 0x00000006

JALR zero, 0(ra)

o0t o5, 25, al=x11{0x00000003 | o, .15 56000008

SW ra, 0(sp)
ADDI al, zero, 3

ADDI 20, more. 1 PC | 0x00000034 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW at, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, a0=x10 | 0x00000006

JALR zero, O(ra)

o0t o5, 25, al=x11{0x00000003 | o, .15 56000008

SW ra, 0(sp)
ADDI al, zero, 3

ADDI 20, more. 1 PC | 0x00000038 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OX00000056

SW at, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 | 0x00000006

JALR zero, 0(ra)

o0t o5, 25, 4 al=x11{0x00000003 | o, .15 56000008

SW ra, 0(sp)
ADDI al, zero, 3

ADDI 20, more. 1 PC | 0x00000056 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OXOOOOOOO8

SW at, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 | 0x00000006

JALR zero, 0(ra)

o0t o5, 25, 4 al=x11{0x00000003 | o, .15 56000008

SW ra, 0(sp)
ADDI al, zero, 3

ADDI 20, more. 1 PC | 0x00000056 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OXOOOOOOO8

SW at, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 | 0x00000006

JALR zero, 0(ra)

o0t o5, 25, 4 al=x11{0x00000003 | o, .15 56000008

SW ra, 0(sp)
ADDI al, zero, 3

ADDI 20, zero, 1 PC [ 0xO000005A 0x700
JAL ra, arith_series
LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OXOOOOOOO8

SW at, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 | 0x00000006

JALR zero, 0(ra)

oot s, ep, a1=x11[0x00000003

SW ra, 0(sp)

ADDI al, zero, 3

ADDT 20, zero, 1 PC | 0xO000005A | SP — 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

sp, sp, — low addr
e zero=x0 [ 0x00000000

ADDI t0, zero, 1

BGE t0O, al, arith_series_return ra=X1 OXOOOOOOO8
SW a1, 0(sp)

ADDI ail, al, -1

JAL ra, arith_series Sp=X2 0X000006E8

LW a1, 0(sp)

o t0=x5 [ 0x00000001

LW ra, 4(sp)

ADDI sp, sp, 8 a0=x10| 0x00000006
JALR zero, 0(ra)
0T p, sp, 4 al=x11[0x00000003

SW ra, 0(sp)

ADDI al, zero, 3

ADDI 20, zero, 1 PC | 0x0000005E | SP — 0x700

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
e s zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OXOOOOOOO8

SW at, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 | 0x00000006

JALR zero, 0(ra)

oot s, ep, a1=x11[0x00000003

SW ra, 0(sp)

ADDI al, zero, 3

ADDI a0, zero, 1 pC OXOOOOOOO8 Sp_) OX7OO

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Recursive call on a stack

_start:
ADDI sp, zero, 0x700
JAL ra, main

EBREAK registers stack

arith_series:

5 sp, - low addr
SR zero=x0 [ 0x00000000

ADDI tO, zero, 1

BGE t0, al, arith_series_return ra=x1 OXOOOOOOO8

SW a1, 0(sp)

L e et series sp=x2 [0x000006E8

LW a1, 0(sp)

e t0=x5 [ 000000001

LW ra, 4(sp)

ADDI sp, sp, & a0=x10 | 0x00000006

JALR zero, 0(ra)

oot s, ep, a1=x11[0x00000003

SW ra, 0(sp)

ADDI al, zero, 3

ADDI a0, zero, 1 pC OX00000008 Sp_) OX7OO

JAL ra, arith_series

LW ra, 0(sp)

ADDI sp, sp, 4

JALR zero, 0(ra) high addr
3/4




Buffer overflow




Buffer overflow

registers stack

low addr
zero=x0 | 0x00000000
_start:
ADDI sp,zero,0x700
ADDI fp,zero,0x700 ra=x1 |:|

JAL ra,main

] —
VADDi sp,sp,-8
it to=xs[ ]
SW  £p,0(sp)
ADDI fp,sp,8
S —
LW  £p,0(sp)
LW ra,4(sp) —
a0=xt0[ ]
JALR zero,0(ra)

PC | 0x00000000 0x700

0x7FC

high addr4/4




Buffer overflow

registers stack

low addr
. zero=x0 | 0x00000000
7ADDI sp,zero,0x700
ADDI fp,zero,0x700 ra=x1 |:|

JAL ra,main

o sp=x2 [ 000000700

ADDI sp,sp,-8
it to=xs[ ]
SW  £p,0(sp)
ADDI fp,sp,8
S —
LW  £p,0(sp)
LW ra,4(sp) —
a0x10 ]
JALR zero,0(ra)

PC | 0x00000000 0x700

0x7FC

high addr4/4




Buffer overflow

registers stack

low addr
zero=x0 | 0x00000000
_start:
ADDI sp,zero,0x700
ADDI f£p,zero,0x700 ra=x1 |:|

JAL ra,main

o sp=x2 [ 000000700

ADDI sp,sp,-8
b to=xs[ ]
SW  £p,0(sp)
ADDI fp,sp,8
S —
LW  £p,0(sp)
LW ra,4(sp) _
a0x10 ]
JALR zero,0(ra)

PC | 0x00000004 0x700

0x7FC

high addr4/4




Buffer overflow

registers stack

low addr
- zero=x0 | 0x00000000
7ADDI sp,zero,0x700
ADDI f£p,zero,0x700 ra=x1 |:|

JAL ra,main

o sp=x2 [ 000000700

ADDI sp,sp,-8
5 ruson o=xs ]
SW  £p,0(sp)
e eaie fp=x8 [ 0x00000700
LW  £p,0(sp)
- 2 S —
JALR zero,0(ra)

pC | 0x00000004 0x700

0x7FC

high addr4/4




Buffer overflow

registers stack

low addr
- zero=x0 | 0x00000000
7ADDI sp,zero,0x700
ADDI fp,zero,0x700 ra=x1 |:|

JAL ra,main

o sp=x2 [ 000000700

ADDI sp,sp,-8
i o=xs ]
SW  £p,0(sp)
L caven fp=x8 [ 0x00000700
LW  £p,0(sp)
I1;‘3[)1 :::TZ) a0=x10 |:|
JALR zero,0(ra)

pC | 0x00000008 0x700

0x7FC

high addr4/4




Buffer overflow

registers stack

start: Zero=x0 OXOOOOOOOO low addr
o e - x1 [0-0000000G

JAL ra,main

o sp=x2 [ 000000700

ADDI sp,sp,-8

L oss[___]
SW  £p,0(sp)

ADDI fp,sp,8

AL remain fp=x8 [ 0x00000700

LW  £p,0(sp)
P R
SP,SP,
JALR zero,0(ra)
pC | 0x00000010 0x700

0x7FC

high addr4/4




Buffer overflow

registers stack

start: Zero=x0 OXOOOOOOOO low addr
o e - x1 [0-0000000G

JAL ra,main

o sp=x2 [ 0x000006F8

ADDI sp,sp,-8

L oss[___]
SW  £p,0(sp)

ADDI fp,sp,8

AL remain fp=x8 [ 0x00000700

LW  £p,0(sp)
P R
SP,SP,
JALR zero,0(ra)
pC | 0x00000010 0x700

0x7FC

high addr4/4




Buffer overflow

registers stack

start: zero=x0 | 0x00000000 low addr
e e

JAL ra,main

o sp=x2 [ 0x000006F8

ADDI sp,sp,-8

SW  ra,4(sp) tO=X5|:|
SW £p,0(sp)
. reoin fp=x8 [ 0x00000700
LW  £p,0(sp)
: S I E—
SP,Sp,
JALR zero,0(ra)
pPC [ 0Ox00000014 0x700

0x7FC

high addr4/4




Buffer overflow

registers stack

start: Zero=x0 OXOOOOOOOO low addr
o e - x1 [0-0000000G

JAL ra,main

o sp=x2 [ 0x000006F8

ADDI sp,sp,-8

5l oss [ ]
SW  £p,0(sp)

ADDI fp,sp,8

AL remain fp=x8 [ 0x00000700
LW  £p,0(sp)

ik o) a0=x10 0x0000000C
pc [0x00000014 0x700

0x7FC

high addr4/4




Buffer overflow

registers stack

start: Zero=x0 OXOOOOOOOO low addr
o e - x1 [0-0000000G

JAL ra,main

o sp=x2 [ 0x000006F8

ADDI sp,sp,-8

EREAS oss[___]
SW  £p,0(sp)

ADDI fp,sp,8

AL e main fp=x8 [ 0x00000700

LW  £p,0(sp)

ik oz a0=x10 0x0000000C
pc [0x00000018 0x700

0x7FC

high addr4/4




Buffer overflow

registers stack

start: Zero=x0 OXOOOOOOOO low addr
o e - x1 [0-0000000G

JAL ra,main

o sp=x2 [ 0x000006F8

ADDI sp,sp,-8

EREAS oss[___]
SW  £p,0(sp)

ADDI fp,sp,8

AL e main fp=x8 [ 0x00000700

woey 0x00000700
ik oz a0=x10 0x0000000C
pc [0x00000018 0x700
Ox7FC
high addr,

/4



Buffer overflow

registers stack

start: Zero=x0 OXOOOOOOOO low addr
o e - x1 [0-0000000G

JAL ra,main

o sp=x2 [ 0x000006F8

ADDI sp,sp,-8

=" L o
SW  fp,0(sp)

ADDI fp,sp,8

AL ra vuin fp=x8 | 0x00000700

woey 0x00000700
ik oz a0=x10 0x0000000C
pc [0x0000001C 0x700
Ox7FC
high addr,

/4



Buffer overflow

registers stack

start: Zero=x0 OXOOOOOOOO low addr
o e - x1 [0-0000000G

JAL ra,main

o sp=x2 [ 0x000006F8

ADDI sp,sp,-8

5 s
SW  fp,0(sp)

ADDI fp,sp,8

I fp=x8 | 0x00000700

o moen 0x00000700
oo 20=x10 0x0000000C
pc [ 0x00000020 0x700
Ox7FC
high addr,

/4



Buffer overflow

registers stack
vuln:

ADDI sp,sp,-24 low addr
SW ra,20(sp) ZerO=XO OXOOOOOOOO

SW  fp,16(sp)
gﬁi ?S’;i’f; ra=x1 [ 0x00000024
b et sp=x2 [ 0x000006F8

LW  £p,16(sp)

ADDI sp,sp,24
JALR zero,0(ra) t0=x5 |:|

gets:

;: zg:g;({:x(zero) fp=x8 0x00000700

g[nqgl ag,a0,4 20=x10 |:| 0x00000700
e a 0x0000000C

JALR zero,0(ra)

5;\;rﬁ;ero,Ox?FC(zeru) pC OX00000038 OX700

EBREAK

0x7FC

high addr4/4




Buffer overflow

registers stack
vuln:

ADDI sp,sp,-24 low addr
SW ra,20(sp) ZerO=XO OXOOOOOOOO

SW  fp,16(sp)
gﬁi ?S’;i’f; ra=x1 [ 0x00000024
b et sp=x2 [ 0x000006E0

LW  £p,16(sp)

ADDI sp,sp,24
JALR zero,0(ra) t0=x5 |:|

gets:

;: zg:g;({:x(zero) fp=x8 0x00000700

g[nqgl ag,a0,4 20=x10 |:| 0x00000700
e a 0x0000000C

JALR zero,0(ra)

5;\;rﬁ;ero,Ox?FC(zeru) pC OX00000038 OX700

EBREAK

0x7FC

high addr4/4




Buffer overflow

registers stack
vuln:

o low addr
ot rﬁﬂg(;‘; zero=x0 [ 0x00000000

SW  fp,16(sp)
gﬁi ?S’;i’f; ra=x1 [ 0x00000024
b et sp=x2 [ 0x000006E0

LW  £p,16(sp)

ADDI sp,sp,24
JALR zero,0(ra) t0=x5 |:|

gets:

;: zg:g;({:x(zero) fp=x8 0x00000700

g[nqgl ag,a0,4 20=x10 |:| 0x00000700
e a 0x0000000C

JALR zero,0(ra)

5;\;rﬁ;ero,Ox?FC(zeru) pC OXOOOOOOSC OX7OO

EBREAK

0x7FC

high addr4/4




Buffer overflow

registers stack
vuln:

o low addr
ot rﬁﬂg(;‘; zero=x0 [ 0x00000000

SW  fp,16(sp)
gﬁi ?S’;i’f; ra=x1 [ 0x00000024
b et sp=x2 [ 0x000006E0

LW  £p,16(sp)

ADDI sp,sp,24
JALR zero,0(ra) t0=x5 |:|

gets:

B 0070 aere) fp=x8 | 0x00000700 0x00000024

g[nqgl ag,a0,4 20=x10 |:| 0x00000700
e a 0x0000000C

JALR zero,0(ra)

5;\;rﬁ;ero,Ox?FC(zeru) pC OXOOOOOOSC OX7OO

EBREAK

0x7FC

high addr4/4




Buffer overflow

registers stack
vuln:

ADDI sp,sp,-24 low addr
S0 o 20(ep) zero=x0 | 0x00000000

SW  fp,16(sp)
e ra=x1 | 0x00000024
b et sp=x2 [ 0x000006E0

LW  £p,16(sp)

ADDI sp,sp,24
JALR zero,0(ra) t0=x5 |:|

gets:

Lo fp=x8 [ 0x00000700 0x00000024

g[nqgl ag,a0,4 20=x10 |:| 0x00000700
e a 0x0000000C

JALR zero,0(ra)

"0 sero,0x7EC(zere) pc [ 0x00000040 0x700

EBREAK

0x7FC

high addr4/4




Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  fp,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
to=xs| |
-
a0=x10 |:|
pe

stack

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  fp,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
to=xs| |
-
a0=x10 |:|
pe

stack

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  fp,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
to=xs| |
o
a0=x10 |:|
pe

stack

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  fp,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
to=xs| |
o
a0=x10 |:|
pe

stack

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  fp,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
o=xs ]
s
a0=x10
pe

stack

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  fp,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
o=xs ]
s
a0=x10
pe

stack

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
o=xs ]
s
a0=x10
pe

stack

0x00000700

0x00000024

0x00000700

0x0000000C

0x00000001

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000700

0x00000024

0x00000700

0x0000000C

0x00000001

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000700

0x00000024

0x00000700

0x0000000C

0x00000002

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000700

0x00000024

0x00000700

0x0000000C

0x00000002

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000700

0x00000024

0x00000700

0x0000000C

0x00000003

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000700

0x00000024

0x00000700

0x0000000C

0x00000003

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000700

0x00000024

0x00000700

0x0000000C

0x00000004

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000700

0x00000024

0x00000700

0x0000000C

0x00000004

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000700

0x00000024

0x00000700

0x0000000C

0x00000005

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000700

0x00000024

0x00000700

0x0000000C

0x00000005

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000700

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000024

0x00000700

0x0000000C

0x00000070

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000024

0x00000700

0x0000000C

0x00000070

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000024

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
s
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000700

0x0000000C

0x00000000

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000700

0x0000000C

0x00000000

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000700

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000000

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000000

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000000

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000000

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
gets:

LW  t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000000

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
ets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000000

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
ets:

LW t0,0x7FC(zero)
SW  t0,0(a0)
ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000000

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
ets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
o
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000000

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)
SW  £p,16(sp)
ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)
LW  £p,16(sp)
ADDI sp,sp,24

JALR zero,0(ra)
ets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
-
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000000

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

vuln:

ADDI sp,sp,-24

SW  ra,20(sp)

SW  £p,16(sp)

ADDI fp,sp,24

ADDI a0,fp,-24

JAL ra,gets

LW ra,20(sp)

LW  £p,16(sp)

ADDI sp,sp,24

JALR zero,0(ra)
ets:

LW t0,0x7FC(zero)
SW  t0,0(a0)

ADDI a0,a0,4

BNE t0,zero,gets
JALR zero,0(ra)
secret:

SW  zero,0x7FC(zero)
EBREAK

registers

zero=x0
ra=x1
sper2
t0=x5
-
a0=x10
pe

stack

0x00000001

0x00000002

0x00000003

0x00000004

0x00000005

0x00000070

0x00000000

0x0000000C

low addr

0x700

0x7FC

high addr4/4



Buffer overflow

registers stack
vuln:

e =x0 [ 0x00000000 oo
SW  ra,20(sp) Zero=x X

SW  fp,16(sp)

ADDI fp,sp,24 ra=x1 [ 0x00000070

ADDI a0,fp,-24

b sp=x2 [ 0x000006F8

LW  £p,16(sp)

i t0=x5 [ 0x00000000

ts:

g;w ‘ t0,0x7FC(zero) fp=X8 0X00000005

SW  t0,0(a0)

ADDI 20,20,4 0x00000000
R =x10 [0x000006FC|
e s a0-x10 | 0x000006FC 0x0000000C
“*‘;;I'Ct;em,om(m) PC | 0x00000058 0x700
EBREAK -
0x7FC
high addr,

/4



Buffer overflow

registers stack
vuln:

e =x0 [ 0x00000000 oo
SW  ra,20(sp) Zero=x X

SW  £p,16(sp)

ADDI fp,sp,24 ra=x1 [ 0x00000070

ADDI a0,fp,-24

b sp=x2 [ 0x000006F8

LW  £p,16(sp)

s t0=x5 [ 0x00000000

ts:

g;w ‘ t0,0x7FC(zero) fp=X8 0X00000005

SW  t0,0(a0)

ADDI 20,20,4 _ 0x00000000
ﬁﬁfR :Zl,jfzr:;i;ets aO—X1 0 OXOOOOOGFC OXOOOOOOOC
Sg;lict;ero,OxTFC(zero) pC OXOOOOOOSC OX7OO
EBREAK P
0x7FC
high addr,

/4



Buffer overflow

registers stack
vuln:

e =x0 [ 0x00000000 oo
SW  ra,20(sp) Zero=x X

SW  £p,16(sp)

ADDI fp,sp,24 ra=x1 [ 0x00000070

ADDI a0,fp,-24

ESL i::iZ:p) Sp=X2 0x000006F8

LW  £p,16(sp)

AN t0=x5 [ 0x00000000

ts:

g;w ‘ t0,0x7FC(zero) fp=X8 0X00000005

SW  t0,0(a0)

ADDI 20,20,4 _ 0x00000000
ﬁﬁfR :Zl,jfzr:;i;ets aO—X1 0 OXOOOOOGFC OXOOOOOOOC
S;;I-Ct;ero,O}:ﬂ'-‘C(zero) pC OXOOOOOO?O OX7OO
EBREAK P
0x7FC
high addr,

/4



Buffer overflow

registers stack
vuln:

e =x0 [ 0x00000000 oo
SW  ra,20(sp) Zero=x X

SW  £p,16(sp)

ADDI fp,sp,24 ra=x1 [ 0x00000070

ADDI a0,fp,-24

ESL i::iZ:p) Sp=X2 0x000006F8

LW  £p,16(sp)

AN t0=x5 [ 0x00000000

ts:

g;w ‘ t0,0x7FC(zero) fp=X8 0X00000005

SW  t0,0(a0)

ADDI 20,20,4 _ 0x00000000

ﬁﬁfR :Zl,jfzr:;i;ets aO—X1 0 OXOOOOOGFC OXOOOOOOOC
S;;I-Ct;ero,O}:ﬂ'-‘C(zero) pC OXOOOOOO?O OX7OO
EBREAK

0x00000000 | 0x7FC

high addr4/4




Buffer overflow

registers stack
vuln:

ADDI sp,sp,-24 low addr
SW ra,20(sp) ZerO=XO OXOOOOOOOO

SW  £p,16(sp)

o 5p.5p.2 ra=x1 [ 0x00000070
a0,fp,-24
b sp=x2 [ 0x000006F8

LW  £p,16(sp)

AL e t0=x5 [ 000000000

gets:

G;: Zg,g?t:l;(;(zero) fp=x8 OXOOOOOOO5

ADDI a0,20,4 _ 0x00000000

?ﬁf}{ ::;it’e;?;i()ets aO—X1 0 OXOOOOOGFC OXOOOOOOOC
Sgglit\t;ero,OXTFC(zero) pC OXOOOOOO74 OX7OO
EBREAK

0x00000000 | 0x7FC

high addr4/4




Buffer overflow

registers stack
vuln:

e =x0 [ 0x00000000 oo
SW  ra,20(sp) Zero=x X

SW  fp,16(sp)

ADDI fp,sp,24 ra=x1 [ 0x00000070

ADDI a0,fp,-24

b sp=x2 [ 0x000006F8

LW  £p,16(sp)

AN t0=x5 [ 0x00000000

ts:

é:w . t0,0x7FC(zero) fp=X8 0X00000005

SW  t0,0(a0)

ADDI 20,20,4 0x00000000
R =x10 [0x000006FC|

?ﬁfR z:;o,o(i) a0=x10 [0x000006FC 0x0000000C

S;\jYTCt;ero,Ox'{FC(zero) pC OXOOOOOO74 OX7OO

EBREAK

0x00000000 | 0x7FC

high addr4/4
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