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Overview
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 Identity, Digital Identity, Electronic Identity
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 Identity Types, Threats, Challenges
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Presenter: Shows solution
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15’ Identity Protocols

 Generic

 SAML

 OpenID Connect
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10’ Self-check: Identity Protocols Groups of 2-3: Discussion 

Presenter: Shows solution

10’ Research: CREDENTIAL Presentation
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Learning Targets: General Definitions

The student is able to…

» … explain the terms digital identity and electronic identity, and 
explain their components as well as their differences

» … explain the terms identification, authentication and authorization, and 
give examples for each.

» … explain and classify authentication mechanisms.

» … explain and classify identity types, challenges and threats .
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Learning Targets: Identity Management

The student is able to…

» … explain the identity management lifecycle, 
explain and enumerate its stages, and
apply it to a real world scenario

» … explain the stakeholders in identity management and 
explain their interconnections

» … explain the individual identity management models and 
explain their differences
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Learning Targets: Identity Protocols

The student is able to…

» … explain the generic concept of identity protocols and 
enumerate the sequence of protocol steps.

» … explain the advantages of using an identity protocol.

» … explain the differences between selected identity protocols.

» … apply the identity protocol (steps) to a selected use case.
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Identity

» Describes a person’s unique and distinctive characteristics

» Distinguishes one from another

» E.g.: Name, gender, color of hair and eyes, …

» In real life also referred to as principal

» Within a digital context as subject

“who a person is, or the qualities of a person or group that make them different from others”
[Cambridge Online Dictionaries]

“the fact of being who or what a person or thing is”

”the characteristics determining who or what a person or thing is” 
[Oxford Dictionaries]
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Digital Identity

» Same identity properties and attributes, but digitally available

» E.g.: name, date of birth, …

» Also: username, e-mail, …

» Applicable also to non-natural persons

» E.g.: computer system, company, …

“Digital identity can be defined as the digital representation of the information known about a specific individual or 

organization. [Bertino and Takahashi]

„A Digital Identity is the representation of a human identity that is used in a distributed network interaction with 

other machines or people.“ [DigitalID World magazine]

“In an identity management system identity is that set of permanent or long-lived temporal attributes associated 

with an entity.” [Camp]
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Digital Identity | Triangle

Digital Identity

Identifier

Person 
stands for

refers to refers to

john@example.com

Ref: GINI-SA
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Digital Identity | Parts

» Identifier
» Character string identifying a person

» May be restricted in time or application sector

» E.g.: username, e-mail, URI, ssPIN, …

» Credentials
» Used for proving identifier and/or attributes

» E.g.: password, certificate, …

» Attributes
» Describing a person’s properties

» E.g.: name, date of birth, gender, …

Ref: Bertino/Takahashi



E-Gov | WS 2019/2020 12

Electronic Identity (eID)

» Aims to guarantee the unique identity of a (natural or legal) person 

» Ensure trust between parties involved in electronic transactions

» Features that need to be supported by an eID

» Universality of coverage (everyone)

» Uniqueness, Exclusivity (one and only one)

» Permanence (permanently)

» Particularly required in sensitive areas of applications

» E.g.: e-Government

» Identification, Signature, Authentication
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Levels of Assurance

» Assurance level of the transmitted identity data

» Quantitative representation of 

» Identity enrolment

» Credential management

» Authentication process, etc.

» Applications define required minimum level

» Different, but related approaches

» ISO/IEC 29115: Levels of Assurance (4 levels)

» eIDAS: Levels of Assurance (3 levels)

ISO/IEC 29115
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Identification | Authentication | Authorization

Ref: GINI-SA

Digital Identity

Identifier Person

AuthenticationIdentification

Rights

Authorization



E-Gov | WS 2019/2020 16

Identification

» Association between one/more personal attributes and an individual
» E.g.: the name “Max Mustermann” identifies the person “Max Mustermann”

» Unique identification
» If no other person’s name is “Max Mustermann” (within the context)

» Else additional attributes are required (e.g. date of birth, address, …)

» Traditional: ID card
» E.g.: Passport, identification card, driving license, …

» Online: Electronic ID (eID)
» E.g.: Austrian Citizen Card

Identification is the association of a personal identifier with an individual presenting attributes. 
[Clarke]

Digital Identity

Identifier Person

AuthenticationIdentification

Rights

Authorization
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Means of Identification

Option Description Example

Appearance How the person looks
Color of skin or eyes, gender, …

Pictures on ID documents

Social behavior
How the person interacts with 

others

Voice, body language, …

Mobile phone records, video surveillance data, credit card transactions, 

etc.

Names
How the person is called by other 

people
Family name, name listed in national registry or on passports, nicknames

Codes
How the person is called by an 

organization
Social security number, matriculation number, ID card numbers

Knowledge What the person knows Password, PIN

Tokens What the person has Driving license, passport, smart card, mobile phone

Bio-dynamics What the person does Pattern of handwritten signature

Natural physiography What the person is Fingerprint, retina, DNA

Imposed physical

characteristics
What the person is now Height, weight, rings, necklaces, tattoos
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Authentication

» Process of proving a person’s claimed identity or digital identity

» Traditional:

» Proof of identity (name, appearance, …) e.g. by passport

» Online:

» Proof of identity (username) e.g. using a password

Authentication is proof of an attribute. [Clarke]

Authentication of identity is proving an association between an entity and an identifier. [Clarke]

The process of verifying a subject’s identity or other claim, e.g. one or more attributes. [GINI-SA]

Digital Identity

Identifier Person

AuthenticationIdentification

Rights

Authorization
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Authentication Mechanisms

» Knowledge: “Knowing something”
» Authentication based on presented knowledge

» E.g., password, PIN, …

» Possession: “Having something”
» Authentication based on “something” an entity owns or has for proving her identity.

» E.g., passport, smart card, private key, …

» Physical Property: “Being something” 
» Authentication based on a physical property

» E.g., fingerprint, …

» Behavior Pattern: “Doing something”
» Authentication based on something an entity does

» E.g., voice recognition, …
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Multi-Factor-Authentication

» Combining different authentication mechanisms to increase security

» E.g. Ownership and Knowledge (2-factor)

» Citizen card: smart card + PIN

» Mobile phone signature: mobile phone + password
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Authorization

» Usually carried out after an authentication process

» Assigning/Enforcing access rights for resources to entities

» E.g.: Read/write rights on file system

» Often based on roles or groups

» E.g.: doctor, student, admin, ...

Authorization is a decision to allow a particular action based on an identifier or attribute. [Clarke]

Through authorization, rights are assigned to a digital identity. [GINI-SA]

Digital Identity

Identifier Person

AuthenticationIdentification

Rights

Authorization



E-Gov | WS 2019/2020 22

Overview

» General Definitions

» Identity, Digital Identity, Electronic Identity

» Identification, Authentication, Authorization

» Identity Types, Threats, Challenges

» Identity Management

» Identity Management Lifecycle

» Identity Management Models

» Identity Protocols

» SAML, OAuth, OpenID Connect



E-Gov | WS 2019/2020 23

Identity Types | Complete, Partial

« Complete identity

« All attribute values of all identities 
of this person

« Partial identities

« Different set of attributes forming 
identities 

« E.g.: at work, social media, …

Ref: FIDIS
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Identity Types | Pseudonymous, Anonymous

» Pseudonymous identities

» Trustworthy entity decouples the digital identity from real person

» Only it can link pseudonym to real person

» E.g. name changed by editorial office

» Anonymous identities

» Completely decouples digital identity from real person

» Unlinkable

» Usually temporary and for single transactions

» E.g.: completing a question form
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Identity Types | Local, Global, Federated, Brokered

» Local identity
» Valid only within a closed environment

» E.g.: Windows PC

» Global identity
» Valid within a wider context

» E.g.: Passport

» Federated identity
» Identity data shared and linked over multiple systems

» Single sign-on (SSO)

» Brokered identity
» Identity translation

» E.g.: Transform partial identity to pseudonymous identity for privacy reasons
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Identity Threats

» Identity linking
» Information regarding an identity is collected from one/more services

» E.g.: Persistent identifiers, personal details in social networks, 
requesting more information than needed, selling personal data

» Identity theft
» One person claims to be another person

» E.g.: Social engineering, eavesdropping communication, credit card fraud

» Identity manipulation
» An identity’s attributes are changed with intent

» E.g.: Modification of access rights

» Identity disclosure
» An identity’s attributes are disclosed

» E.g.: Intentionally or unintentionally disclosure of health data Ref: Tsolkas/Schmidt
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Challenges for Digital Identity

» Security
» To encounter any identity threat or identity compromise

» Privacy
» Minimal disclosure, anonymity, unlinkability

» Trust
» Trust relationships between all involved entities/stakeholders are essential

» Data control
» Users should be entitled to maximum control over their own personal data

» Usability
» Easy-to-understand and usable authentication mechanism

» Interoperability
» Facilitates the portability of identities
» Acceptance of different authentication mechanisms
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General Definitions | Summary

» Identity: “Max Mustermann“

» Digital Identity Parts: Identifier, Credentials, Attributes

» Digital vs eID: eID is unique 

» Identification: “I am Max Mustermann“

» Authentication: “My passport proves that I am Max Mustermann”

» Authorization: “As employee of company B, Max Mustermann is allowed to access Service A”

» Identity Types: Complete, Partial; Pseudonymous, Anonymous; Local, Global, Federated, …

» Identity Threats: Linking, Theft, Manipulation, Disclosure

» Identity Challenges: Security, Privacy, Trust, …
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Identity Management (IdM)

» Managing identities

» Managing access rights for resources

» Management of the identity lifecycle

» Different dimensions

» E.g. within a system (e.g. company), network or country

Identity and access management combines processes, technologies, and policies 

to manage digital identities and specify how they are used to access resources. [Microsoft]
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Identity Management Lifecycle | Creation, Usage

» Creation

» Create data record of digital identity

» Contains different attributes 

(self-declared or proved and verified)

» Credential is issued

» Usage

» Used in different services

» Authentication and authorization

» Single sign-on (SSO)

Creation Usage Deletion

Maintenance

Governance

Ref: Bertino/Takahashi
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Identity Management Lifecycle | Maintenance, Deletion

» Maintenance

» Attributes may

» Be added or deleted

» Change (e.g. address)

» Expire (e.g. certificate valid for 1 year)

» Identifiers should not be changed

» Deletion

» Manual deletion

» Expiration (e.g. validity period of certificate)

» Revocation (e.g. employee leaves company)

» Should be documented and other systems should be informed

Creation Usage Deletion

Maintenance

Governance

Ref: Bertino/Takahashi
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Identity Management Lifecycle | Governance

» Governance

» Policies/guidelines for 

» creation, usage, maintenance, and deletion of identities

» authentication (e.g. authentication level/strength)

» authorization (e.g. conditions for data access)

» Audit/traceability of single activities

» Often based on a legal framework

Creation Usage Deletion

Maintenance

Governance

Ref: Bertino/Takahashi
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Identity Management Models | Stakeholders

» Subject (User)

» Digital identity of a person

» Hands attributes to the identity provider

» Identity Provider (IdP)

» Identification, Authentication (and Authorization)

» Provides subject’s attributes to service provider

» Relying Party (Service Provider - SP)

» Provides services/resources to the subject

» Relies on the identity data of the identity provider

» (Authorization)

» Control Party

» Checks compliance of policies, guidelines or laws

» Contains the possibility for audit

» E.g.: Reproducing an authentication process
Ref: Bertino/Takahashi
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Identity Management Models | Isolated Model

« Service Provider is also Identity Provider

« Authentication directly at the Service Provider 

« Identity data stored and maintained 

at the individual Service Provider

« Implemented at each Service Provider 

individually 

Service and 

Identity 

Provider

User

Provide and 

access service

Identification and 

authentication

Identity

Data



E-Gov | WS 2019/2020 40

Identity Management Models | Central Model

« Separation of Identity Provider (IdP) and 
Service Provider (SP)

« IdP stores identity data

« SP gets identity data from IdP

« User: no control over actual data transfer

« E.g.: Login with Facebook

Identity 

Provider

Service 

Provider

User

Provide and 

access service

Identification and 

authentication

Identity data 

transferIdentity

Data
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Identity Management Models | User-Centric Model

« Identity data stored in user’s domain

« Usually on a secure token (smart card, …)

« Explicit user consent for sharing

« E.g.: Austrian Citizen Card

Identity 

Provider

Service 

Provider

User

Provide and 

access service

Identification and 

authentication

Identity data 

transfer

Identity

Data
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Identity Management Models | Federated Model

« Identity data distributed 
across several IdPs

« Data connected/compiled

« Trust relationship between IdPs 
required

« IdP share common identifier

« E.g.: WS-Federation, 
Shibboleth

Identity 

Provider

Service 

Provider

User

Provide and 

access service

Identification and 

authentication

Identity data 

transferIdentity

Data

Identity 

Provider

Federation

Identity

Data

Domain A Domain B
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Identity Management Models | Federated Model (2)

Ref: SAML 2.0 Technical Overview

Data Federation
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Identity Management | Summary

» Identity Management Lifecycle

» Creation, Usage, Maintenance, Deletion, Governance

» Stakeholders

» Subject, Relying Party, Identity Provider, Control Party

» Identity Management Models

» Isolated: SP is also IdP

» Central: SP and IdP are separated, IdP stores user’s attributes

» User-Centric: SP and IdP are separated, but user stores own attributes

» Federated: User’s attributes (stored across several IdPs) and collected/combined
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Identity Protocols

» Identity Protocols specify 
communication between IdP and SP

» Indirect communication via user

» Used to 

» Identify and authenticate user

» Exchange the user’s attributes

Identity Provider (IdP) Service Provider (SP)

User

Identity Protocol
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Identity Protocols | General Process

» SP and IdP communicate indirectly

» Redirects carries authentication 

request and response

1. User’s agent (browser) is forwarded 

to IdP with auth request

2. User interacts to authenticate

3. Identity data is sent back to SP 

through redirect
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Identity Protocols | Use Cases | Single Sign-On (SSO)

SSO is the ability for a user to authenticate once

to a single authentication authority and then access other

protected resources without re-authenticating. [Clercq]

Normal login at multiple services

SSO-login at multiple services

» Login once – access multiple services

» Advantages

» Only one authentication process

» Prevent large number of different passwords

» More user comfort and time savings 

» Higher level of security

» Disadvantages

» Central point of failure or attack
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Identity Protocols | Use-Cases (continued)

» Single Log Out (SLO)

» Global logout at all services a user is currently logged in

» Identity federation

» Federation of identity data across multiple systems/domains

» Attribute-based authorization

» Authorization based on transferred attributes

» Securing Web Services

» Transportation of structured security information within other standards
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Identity Protocols | Terminology of Protocols

SAML OAuth OpenID Connect

Service Provider 

(SP)

Service 

Provider

(Relying Party)

Client Relying Party

Subject Subject Resource Owner End User

Identity Provider 

(IdP)

Identity 

Provider

Authorization Server 

AND Resource Server

Authorization Server

AND Resource Server
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SAML | Security Assertion Markup Language

» XML-based standard for the secure exchange 
of identity and authentication data 
between security domains

» Well-established standard for years

» SAML 1.0: 2002

» SAML 1.1: 2003

» SAML 2.0: 2005

» Uses existing standards

» E.g.: XML-Dsig, XML-Enc, SOAP, …

» Used within other standards

» E.g.: WS-Security
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SAML | Login

» First Login

Authentication Method 
not specified in SAML

Ref: SAML 2.0 Core
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SAML | Login

Ref: SAML 2.0 Core

User already

authenticated

(SSO)

» Subsequent 
Login

SSO: Use existing session
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SAML | Architecture

Profiles

Combinations of assertions, protocols and bindings to support 

a defined user case (also attribute profiles) 

Bindings

Mappings of SAML protocols onto standard messaging and 

communication protocols 

Protocols

Request and responses for obtaining assertions and 

doing identity management

Assertions

Authentication, attribute and entitlement 

information

SSO Profiles, Single Logout 

Profile, Attribute Profiles, …

SOAP Binding, HTTP- Artifact, HTTP-

Redirect, HTTP-Post Binding, …

Authentication Request Protocol, 

Single Logout Protocol, …

Authentication, Attribute, 

Authorization Decision Assertion

Metadata

Configuration data for 

identity and service 

providers

Authentication Context

Detailed data on types 

and strengths of 

authentication

Ref: SAML 2.0 Technical Overview
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SAML | Assertion

» Assertion = Claim of somebody about somebody

» SAML assertions contain different statements

» Authentication statement:

“Max Mustermann authenticated himself on Ocotber 29, 2014 

at 09:17 using a smart card.”

» Attribute statement:

“Max Mustermann was born on January 1, 1970 and is a lawyer.”

» Authorization statement:

“Yes, Max Mustermann is allowed to access this web site”.
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SAML | Single Logout

» Upon Logout Request

» IdP notifies all SPs

» To terminate sessions

Ref: SAML 2.0 Core
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OAuth

» Authorization protocol for desktop-, web- and mobile applications

» Allows applications to access a user’s resources

» Users don’t have to expose credentials to application

» Established standard

» Version 1.0: 2010

» Version 2.0: 2012

» Pseudo-Authentication

» Assumption: To grant access, user has to be authenticated
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OAuth | Process Flow

» Client … Service Provider

» Resource Owner … User

» Authorization Server 

» authentication of user

» authorization of client

» Resource Server 

» hosts protected resource

» Additionally

» Exchange Auth-Code for Token

» Get further data with token

Ref: RFC 6749
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OpenID Connect

» Identification and authentication layer 

based on OAuth 2.0

» Focus on authentication, not just authorization

» Support for attributes, signatures, encryption, …

» Description of configuration, interoperability, …

» Lightweight compared to SAML

» No XML

» Only URL parameters, JSON and JWT (JSON Web Tokens)

» Standard: Version 1.0 since 2014
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OpenID Connect | Process Flow

Focus on authentication
(additionally to authorization)

Already includes identity data 
(id-token)
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OpenID Connect | Comparison to SAML 

SAMLOpenID Connect

» Authentication Request & Response 

https://moa-id.gv.at/authorize

?response_type=code

&client_id=s6BhdRkqt3

&redirect_uri=https%3A%2F%online.applikation.gv.at%2Fcb

&scope=openid%20profile

&state=af0ifjsldkj

<saml2p:AuthnRequest xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"

AssertionConsumerServiceIndex="1" AttributeConsumingServiceIndex="0"

Destination="https://demo.egiz.gv.at/demoportal_moaid-2.0/pvp2/post"

ID="_e1ecdd2d80062991f8f0f489dfc49441" IssueInstant="2013-08-13T14:13:29.392Z" Version="2.0">

<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"

Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">demologin-pvp2-sso/main/</saml2:Issuer>

<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

<ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

<ds:Reference URI="#_e1ecdd2d80062991f8f0f489dfc49441">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>

<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

<ds:DigestValue>qGqkR6stEnKFS04DQ6yx44CDzzo=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>        

<ds:SignatureValue>GhvpD+urP2BwEaejBW3Y3dmdIKdFDR9AikVn0TAyWBg3d/+gYxBQ0JHPn/XCoHP6QQHbNHjfqf8o2wJQrvX9WD/BPJHK2wwecbzPK2cCIco5bGqhGq+LKwHPesHu10nrIfj4T8lAHX4lPiYR5OEDMXtV1SvHfWIzXEBGh/MyJtk2q

AFDT4OfglneNk8hYPjcwNb8MwMME+tlR97snFMzkXI5tHSKB8LzGIPq+K2A0c06AX2LJiT8xaDscJTqqeaub4zIm6haZ1LZX0qMH2jFJVVjAfYbV2BhdSs6aseTLSp+k2rlPJqvpds8PBN26I8KYbk/bwQIZ0hSSo//f+q2cw==</ds:SignatureValue>

<ds:KeyInfo>

<ds:KeyValue>

<ds:RSAKeyValue>

<ds:Modulus>nEPzKMh3TovnfBnTyv+TMYFsGep8Uil7iNbfVyfLoBfqRdeGDOk4es2qWkgB6az+kM/9Js2H06m4

pjEY7/RIjd0lMWqgi8eqdjilMmbFQykkYYQhlZbvi8KqoBcCKzj5N3GY4qh8A5qN4y85Q3sZj23T

iiIY1rphE+ZTOHCm6CKeRso9jj409YHP1xAXfPvtIYx2TA1uuagxOmL75OC/hr7gcUm0tmuKiSeq

+TO4VZw2Q7K7YESZ1WkiBoG2i4cHdcBFKnVrGNtyxl6UkjWxXRJSU9aNLs5QxsE6iFwCvFoIO+IU

cVWxfFHqOGbRtAcRUb4fk+KFHE2o1DLmfwZaUQ==</ds:Modulus>

<ds:Exponent>AQAB</ds:Exponent>

</ds:RSAKeyValue>

</ds:KeyValue>

</ds:KeyInfo>

</ds:Signature>

<saml2:Subject xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">

<saml2:NameID>demologin-pvp2-sso/main/</saml2:NameID>

</saml2:Subject>

<saml2p:NameIDPolicy AllowCreate="true"

Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"/>

<saml2p:RequestedAuthnContext>

<saml2:AuthnContextClassRef  comparison=”minimum” xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">http://www.stork.gov.eu/1.0/citizenQAALevel/4</saml2:AuthnContextClassRef>

</saml2p:RequestedAuthnContext>

</saml2p:AuthnRequest>

HTTP/1.1 302 Found

Location: https://online.applikation.gv.at/cb

?code=SplxlOBeZQQYbYS6WxSbIA

&state=af0ifjsldkj

» Authentication Request 
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OpenID Connect | Comparison to SAML 

SAMLOpenID Connect

» Token Exchange (Identity Data)

POST /token HTTP/1.1

Host: moa-id.gv.at

Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW

Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code

&code=SplxlOBeZQQYbYS6WxSbIA

&redirect_uri=https%3A%2F%2Fonline%2Eapplikation%2Egv%2Eat

<saml2p:Response xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"

Destination="https://demo.egiz.gv.at/demologin-pvp2-sso/securearea.action"

InResponseTo="_e1ecdd2d80062991f8f0f489dfc49441" Version="2.0"

xmlns:xs="http://www.w3.org/2001/XMLSchema">

<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"

Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">MOA-ID 2.0 Demo IDP</saml2:Issuer>

<ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/>

<ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"/>

<ds:Reference URI="">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/>

<ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#">

<ec:InclusiveNamespaces xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#"

PrefixList="xs"/>

</ds:Transform>

</ds:Transforms>

<ds:DigestMethodAlgorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

<ds:DigestValue>fCIPTTSFEpAfyygpSiZ6cBEhPEI=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>        

<ds:SignatureValue>jmajoi0Ar3FL1o43CG63UJypkzjThiqvsS4bBwg9COqlrjJYjgpfDPhLlexZxoWAbTZ2o1YyF229R8/mdimiQV0UO+BqbloddbfxloD64djdgr2xDCdnoNjOvFFZaxMxcaXtOfFzgmWTWy5sDVdqfyzT6L5ezJ81slapBzjgrZvcsBCLIVetU1qDMnM4LC0jmwe+12RBOL342O+Rg40fhBTk88z/mot8KfrvbM9kFrocf5ECB8Ry8iEAupAlZJw8xiphv8lRPTxevmwpSwdNqDqiW/a3twA8NxzE0YQEi0dgsa5YZXI

CrUPP9iFUyV7bu86TRqdpsdzoA98NcMCFTw==</ds:SignatureValue>

<ds:KeyInfo>

<ds:KeyValue>

<ds:RSAKeyValue>                    <ds:Modulus>mWrWy07+hO2VoMeOHpizN3qU2cL2e3EkzAkowmG+OpsR3UpI0dvolRuzaxDPUeANfE913KPempsT

3cOKGS5IIBmxPgZM1H7EcEPVS2PYimMr1HztBMJMGAdFVFeVFsgdYP4cbwPUs03/E6kVmN7/C+vM

yRPMD7i83YL8/IHChymZ5aJTsRXUpM0TjQQPBQbnnHVWzjcUJ9z9KataS/KpUUM8iSWk73u/gWOs

3vbQLoro80xjLsSdXyJ9dVTCTwCpdP5UJPlsNLg1F7AU+OHwem76rezI0JJZhHUMg6v1xWzh8Xyc

I6CizpD6RmkMXfICbFD8TR5zcNBieH/yNQeAEw==</ds:Modulus>

<ds:Exponent>AQAB</ds:Exponent>

</ds:RSAKeyValue>

</ds:KeyValue>

</ds:KeyInfo>

</ds:Signature>

<saml2p:Status>

<saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>

</saml2p:Status>

<saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"

ID="_44cd6604c7a58fff4f5df402310902ad" IssueInstant="2013-08-13T14:18:15.647Z" Version="2.0">

<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">MOA-ID 2.0 Demo IDP</saml2:Issuer>

<saml2:Subject>

<saml2:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent"

NameQualifier="urn:publicid:gv.at:cdid+BF">BF:fkK+ZDGFNrasdfsWdsnS4fkt5Yc=</saml2:NameID>

<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">

<saml2:SubjectConfirmationData InResponseTo="_e1ecdd2d80062991f8f0f489dfc49441"

NotOnOrAfter="2013-08-13T14:38:15.647Z" Recipient="demologin-pvp2-sso/main/"/>

</saml2:SubjectConfirmation>

</saml2:Subject>

<saml2:Conditions NotBefore="2013-08-13T14:18:15.647Z"

NotOnOrAfter="2013-08-13T14:38:15.647Z">

<saml2:AudienceRestriction>

<saml2:Audience>demologin-pvp2-sso/main/</saml2:Audience>

</saml2:AudienceRestriction>

</saml2:Conditions>

<saml2:AuthnStatement AuthnInstant="2013-08-13T14:18:15.636Z"

SessionIndex="_45945f7d295bf27f8847eb81e88c09c8">

<saml2:AuthnContext>                <saml2:AuthnContextClassRef>http://www.stork.gov.eu/1.0/citizenQAALevel/4</saml2:AuthnContextClassRef>

</saml2:AuthnContext>

</saml2:AuthnStatement>

<saml2:AttributeStatement>

<saml2:Attribute FriendlyName="PVP-VERSION" Name="urn:oid:1.2.40.0.10.2.1.1.261.10"

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">

<saml2:AttributeValue xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xsi:type="xs:string">2.1</saml2:AttributeValue>

</saml2:Attribute>

<saml2:Attribute FriendlyName="PRINCIPAL-NAME" Name="urn:oid:1.2.40.0.10.2.1.1.261.20"

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">

<saml2:AttributeValue xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xsi:type="xs:string">Mustermann</saml2:AttributeValue>

</saml2:Attribute>

<saml2:Attribute FriendlyName="BPK" Name="urn:oid:1.2.40.0.10.2.1.1.149"

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">

<saml2:AttributeValue xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xsi:type="xs:string">BF:fkK+ZDGFNrasdfsWdsnS4fkt5Yc=</saml2:AttributeValue>

</saml2:Attribute>

<saml2:Attribute FriendlyName="EID-SECTOR-FOR-IDENTIFIER"

Name="urn:oid:1.2.40.0.10.2.1.1.261.34"

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">

<saml2:AttributeValue xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xsi:type="xs:string">urn:publicid:gv.at:cdid+BF</saml2:AttributeValue>

</saml2:Attribute>

</saml2:AttributeStatement>

</saml2:Assertion>

</saml2p:Response>

HTTP/1.1 200 OK

Content-Type: application/json

{

"access_token":"SlAV32hkKG",

"token_type":"Bearer", 

"id_token" : {

"sub":"12345==", 

"given_name": "Max", "family_name": "Mustermann"

"birthdate": "01-01-1990“,  "gender":"M“

}}

» Authentication Response (Identity Data)
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Identity Protocols | Differences Summary

Ref: Sakimura

SAML:
SP gets certified data
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Identity Protocols | Differences Summary

Ref: Sakimura

OAuth:
SP gets “key”
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Identity Protocols | Differences Summary

Ref: Sakimura

OpenID Connect:
SP gets certified data 
and “key”
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Identity Protocols | Summary

» General Process:

1. SP forwards user with authentication request to IdP

2. IdP authenticates user and obtains authorization 

3. IdP sends user back to SP with requested data

» Single Sign-On: log in once – access many services

» Single Logout: log out of all services with one click

» SAML: SP gets certified data

» OAuth: SP gets “key” to access data

» OpenID Connect: SP gets certified data and “key” to access
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Identity Management | Control Questions

» Explain the terms identification, authentication, and authorization. Give one example for means of 
identification and one for authentication mechanisms.

» What is multi-factor-authentication? Give an example.

» Explain the identity lifecycle, including its stages.

» What is a digital identity? What are its 3 parts? What is the difference to an electronic identity? 
Explain the level of assurance.

» Explain 4 (of 8) identity types,  2 (of 4) challenges, and 3 (of 6) threats.

» Enumerate and explain the stakeholders that are involved within an identity management system.

» Describe the 4 identity management models.

» Enumerate the identity protocols. Describe one of them in detail, including protocol steps.


